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ABSTRACT 
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Veton Kepuska, Ph.D. 

 

In this dissertation, an IPTV system was designed with new viewer parental control 

authentication method. People deal with traditional IPTV systems that use simple 

authentication numeric passcodes, and this topic did not receive the attention to overcome 

its security problems. In this dissertation two contributions were introduced, the first one is 

to design and implement an IPTV system that uses humans’ Biometrics authentication 

instead of numeric passwords; the second contribution was presented by integrating and 

testing the efficiency of the suggested solution as an authentication key against traditional 

numerical passcodes. Also, the characteristics of this new method were tested. In this work 

basically, two basic phases were involved. In the first phase, a new IPTV system was 

designed as complete authentication phases were added to the whole IPTV system. The 

second phase of this work involved the test of two human’s Biometrics which are the human 

voice and human face recognition. Both new tests were compared with the old numeric 

password system, and also were compared to each other. All experiments were conducted 

on humans who were assorted depending on their ages. Finally, each authentication system 
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was examined as results of different groups’ ages were compared to check this authentication 

system on which age group will provide the best performance. A final comparison between 

voice and face authentication was conducted by comparing authentication results of each age 

group. All tests were primarily designed to evaluate the authenticity performance by 

checking how both systems can define registered users: are they real users? Fake users? Are 

they real but the system considered them fraudulent? Are they fraud users? Alternatively, 

the system recognized them as authentic users. All experiments were implemented using 

open source software, including the core of the system which was programmed using Python 

programing language, the database used in this work was the MySQL, and the user interface 

was designed using HTML and PHP scripting languages. All experiments were tested on 

both Microsoft Windows and Linux Operating systems, to ensure that this work can be 

implemented on both open-source and closed-source operating systems, to make sure that 

this work can be adopted as a new parental control for IPTV that are available in different 

operating systems environments.  
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Chapter 1  

Introduction 
 

In the last decade, electronic devices witnessed a vast development. We either have 

been introduced to new methods or improvements with existing devices. One of these 

devices is the Set Top Box or (STB). STBs are the front panel of the users who use satellite, 

cable, and Internet Protocol television (IPTV) technology to receive television (TV) or Radio 

channels. Nowadays with the hardware development and the increasing demand of users, the 

STB devices have many new features added to it like the ability to connect them to the 

internet to use internet resources like the web streaming which is known as the IPTV. The 

IPTV technology brings more capabilities to the users as the availability of the stream 

everywhere and anytime as the user has to access the internet using any mobile device. Since 

they have been invented, STB devices witnessed many improvements. Many offers have 

been made to improve the ability of users to control the media broadcasted through their TVs 

or any other projecting device. The ability to control the media transmitted to the children 

was a strong demand from 86% of parents who believed in the survey [1] that the decision 

about what children what should see on TV is the parents' responsibility, not the 

governments. Media can be a good and a wrong source of learning especially for children, 

as children do not know what is proper and what is not appropriate to view. Being a good 

source of education is a proven point, as thousands of educational programs that are 

dedicated to specific ages were broadcasted all the time and over reasonable number of 

channels. On the other hand, the increased number of programs that can be a dangerous 

source of information for different ages of viewers, especially for minors who would not be 
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escorted by adults while watching TV. The lousy source of information for viewers is found 

when certain types of language or physical actions are demonstrated. 

Commonsensemedia.org [2] defines the categories of evaluating or reviewing the media by 

rating specific content categories including positive messages, positive role models, 

violence, sex, consumerism, drinking, drugs, smoking, and language. As these categories 

offer in-depth information on each title, [2] also provide a specific age which is defined as a 

suitable age to view a specific program, by collecting parents’ reviews and use it to give best 

results and recommendations for other viewers.  

Many studies have been conducted to observe the time spent on watching TV. The research 

in [3] proved that the average daily time spent watching TV and other types of media from 

children are more than five hours. By 2004 the study in [5] found that infants would be 

exposed directly to TV about 2.2 hours per day, this period would increase up to 3.6 hours 

per day as the child reaches three years old. One of the main reasons that would increase the 

TV watching daily hours is the availability of TVs all over the household. The previous 

behavior would reflect on the total hours that a child would view until he/ she graduated 

from high school, as the study in [5] shows that by the end of the high school total of 18,000 

hours would be the hours spent on watching TV compared to 13,000 hours spent in a 

classroom. The study in [6] revealed that 26% of American children (2-4 years) would have 

a TV in their bedroom, and this rate would go up to 70% of children who would get to middle 

school. Many problems can rise to the surface as the percentages of watching Television are 

high, problems like obesity, anxiety, depression, violence, and attention disorders [7]. 

Mimicking TV actions is one of the most attitudes that children would do after watching TV, 

one of these reactions is talking back to parents in the way they have learned from movies 
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or programs on TV. Bandura’s social theory states that a TV program would successfully 

grab attention because of the following factors [8]:  

1. Keeping it simple: there are always understandable actions without any 

further assistance like fighting.  

2. Special: many actions like sharing, sympathy, and control of anger would 

appear tedious actions compared to violent acts. 

3. Dominant: about 80% of shows demonstrate violent actions, 90% of these 

scenes are included in cartoons. 

4. Helpful: As action is presented as an action for every problem and a 

solution for almost any problem. 

5. Positively: TV programs put the picture of the star (bad or good)  in an 

attractive body, and when these stars go in fights, this will provide a 

message for the viewer that solutions always goes through struggles. 

In a study of Nancy Signorielli who spent almost two decades studying children TV 

programs and its effects on children’s violent acts. After she analyzed over 2000 programs 

which included over than 6000 characters, she discovered that 71% of the primetime and 

94% of weekend programs which were targeted towards children contained violent actions 

[9]. Signorielli has proven that children are capable of reproducing violence acts after 

watching cartoons that include violence [10]. One of the highest studied areas in the 

television world is violence, as concluded with more than 1000 studies that connected 

watched violence on television to force in real life [7]. A definition of the Cultivation theory 

is the extreme exposure of a viewer to television scenes that include rebuilt facts; this can 
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yield to understand reality a deferent way [11] ultimately. Many studies that adopted 

laboratory simulations, these studies made population and longitude analysis as the primary 

references, proved that children who are less exposed to violent television programs are 

likely to be peaceful and less involved in crimes compared to children with more exposure 

[7]. 

As a solution to control the media broadcasted to viewers, many of STB software companies 

adopted the “lock channel” option as a solution for TV parental control problem. Parental 

Control is defined as some procedures that can control the way the viewers from both adults 

and minors how they can view media on TV or other devices. Parental control feature 

available in most STBs provides an option for parents or adults to lock channels with a 

master “4 numeric digits” password as they believe these channels may have inappropriate 

content for their children. The survey in [12] shows that 88% of parents do not use the 

parental control. According to [13] the leakage of knowledge and the usage difficulty that 

parent could experience when they use the parental control feature, so most of them do not 

enable it. On the other hand, there are 54% of parents believe that parental control should be 

enhanced [14]. The “lock Channel” protection has a limited capability to complete this 

mission. As “lock channel” consists of 4 numeric decimal digits, each digit will store a 

number between 0-9, so final password combination will be a number between 0000-9999. 

This password combination will provide a probability of 10000 numbers in the mentioned 

range. Although this protection technology provides a better solution depending on the 

imagination and memory of the adult who can control this protection, it still has many weak 

points that would break this protection.  
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In most of the cases, the initial manufacture condition of STB devices is always set where 

the parental control is deactivated. This status means that there is no password lock 

configured and it is not set to function. To enable parental control, parents or owners should 

go through a specific procedure, and this method usually is included in the manual. Many 

studies like [15] found that only 17% of users read manuals. Owners or parents should 

always keep the channel lock updated by looking for new channels as there are still channels 

added to the broadcast service. The other reason makes the ”password-lock channel 

protection system” week, is the ability of inexperienced users such as children or teenagers 

to hack this password lock system by merely trying all numbers between 0000-9999 that 

represents a finite probability with 10000 tries and error which always can be guessed.  Even 

for parents who care about the parental control feature and try to activate it, still, many of 

them use numbers that are easy to remember like: 1234, 0000, date of birth (Year of birth), 

and other pure numbers’ combinations.  

This study introduces new technologies to control what user can view what broadcasted over 

media. As many information are transmitted, side by side to the data broadcasted which is 

initially the Audio and Video Data. The Electronic Programming Guide, or as known (EPG), 

is also aired. The EPG includes many data including the name of the event, the event time, 

a short discerption, and the duration of the event being broadcasted. The information 

included in the EPG can be hired to enhance the parental control. The information available 

in [2] is also used as an additional enhancer, where the proper viewer’s age for programs is 

also possible, so this data is used to assist the channel lock or unlock.  The other suggestion 

provided in this study is to use the voice of the users as a key to open parental control. Voice 

authentication is one of the users accepted technologies, as humans' voice represents one of 
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most acceptable biometric to use by users, especially for TV viewers. The other 

authentication viewing method is to use Computer Vision to analyze user's facial features to 

suggest an age of each user. This study suggests exploiting the resources provided by the 

media broadcasted through TV (EPG) and resources that humans have (Voice & Face) to 

implement interactive Parental Control. The primary system will be performed by 

developing an EPG engine to extract necessary information. This engine is programmed 

using Python environment [16], as Python can run on both Windows and Linux operating 

systems, to make sure the proposed method in this study can run on different operating 

system platforms. Users with phones and tablets will be able to view media with the variety 

of platforms that operate these devices as this service is being provided within the application 

layer which is a patterned layer among different operating systems, such as Linux, Windows, 

Android, IOs.   

Literature review 

In the last two decades, many methods have been developed to improve parental 

control. In 1989, Euro-crypt systems required Conditional Access (CA) from customers to 

view the provided programs [17]. A (CA) is defined as the method by which one can 

obfuscate a digital television stream, with access granted only to those with valid decryption 

smart-card [18]. In 1990 the British Satellite Broadcasting, the first company which offered 

direct broadcasting through satellite, required from all customers to provide a password or a 

pin number to view a user-selectable threshold program [19]. In 1997 Digital library 

Architecture for interactive television was implemented [20] as (the librarian) was 

introduced to manage the digital library content for end users to manage their overall 
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preferences. In 2001 [21] researchers proposed a system of a pre-determined parental 

viewing for the ATSC digital TV. The V-chip [22] which reads the information encoded in 

the rated program and block unwanted programs depending on the rating setup selected by 

parents. The V-chip was enforced to be equipped for all TV manufacturers who produce TVs 

of (13 inches) or larger. In [23] a management system at the cable service provider was 

suggested, this system depends on new settings of parents for all channels that they are 

subscribed to, these parameters could be changed anytime over the internet. In 2007, an 

authentication procedure using fingerprint and face detection methods to get access to the 

network was suggested [24]. In 2007, researchers proposed a parental control based on 

speaker class verification [25], in this paper the authors demonstrated a parental control 

system that depends on parents definition for the type of material that their children can view, 

this system used the voice to distinguish between adults and children. Researchers in [26] 

implemented the Radio Frequency Identification (RFID) as an extra device supplied to each 

viewer, each RFID will define the assigned profile for each user. In 2013, an authentication 

system and interactive system based on face and gesture Biometrics were proposed [27]. 

IPTV system 
The IPTV service is delivered to the end user after specific processes. These 

processes start from receiving the TV signal and finally displaying it at the STB as a web 

stream or any device that has network access and has the ability to deal with IPTV protocols. 

As a network service, the IPTV will be hosted on a server, and all users who attend to use 

this service should also connect to the same network where the server resides, or if the IPTV 

service is delivered over the internet, then users should get access to the internet to use such 

service. A complete IPTV system is shown in Figure (1).  
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TV signal sources:  

The TV signal source is an essential part to generate this service. TV signals can be 

categorized into three sources: 

a. Digital Terrestrial TV (DTTV). 

b. Cable TV broadband. 

c. Satellite TV.  

Digital Terrestrial TV (DTTV): 

DTTV which is the development of analog TV broadcasting. The DTTV broadcasts land-

based signals. The efficient use of spectrum and saving more capacity than analog signals, 

much better image quality are reasons why analog terrestrial broadcasting was substituted 

with the digital video broadcasting. On June 12, 2009, all U.S television broadcasted changed 

to the digital broadcasting, as a reaction to the Digital Television and Public Safety Act of 

2005 [28]. 
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Figure (1) IPTV system. 

From 2007 digital tuners were added to all new television sets that receive the signal over 

the air. All digital tuners that can receive terrestrial digital signals are known as ATSC tuners. 

ATSC is derived from the Advanced Television Systems Committee standard. The ATSC 

standard regulates the broadcast in U.S.A over terrestrial, cable, and satellite networks. With 

six times of the original size of the display resolution, the ATSC produce a widescreen 16:9 

images up to 1920*1080, in addition to the support of other screen resolutions [29].  
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Cable TV broadband: 

Cable TV is a broadcasting system that delivers TV programs that are transmitted over the 

air via radio frequencies through coaxial or cables or fiber-optic cables. Community Access 

Television, or the CATV, was initially been implemented in areas where there is a limited 

terrestrial TV signal coverage. Mountains or when the distance is far away from a terrestrial 

TV broadcast, large community antennas were constructed, and cable runs from these 

community antennas to individual homes [30]. Modern cable systems can cover an entire 

metropolitan area. A hybrid fiber-coaxial (HFC) is usually used in such case. The trunk lines 

that carry signals from the head end to local distribution points are an optical fiber, at the 

head end signals are modulated on a light beam and sent over fiber optics. Fiber optics are 

distributed at different branches; each one ends at boxes called optical node which is located 

in local communities. The primary purpose is to demodulate and extract the electrical signal 

from the light signal. Then electrical signals are transmitted to end users’ devices through 

coaxial cables [31]. 

Satellite TV: 

Satellite TV broadcasting can be defined as a system that delivers television programming 

by relaying signals transmitted from grounded stations using communication satellites. 

When communication satellites re-broadcast TV broadcast, an outdoor parabolic reflector 

antenna is used to reflect this signal into a focus point where a low noise block down 

converter (LNB) is allocated, which will receive the signal. All signals received at the LNB 

will be transmitted to the user’s STB through a coaxial cable, where the coaxial cable will 

end at the user's STB. Then the STB will decode the signal into video and audio signal that 

can be projected on a TV. Usually, satellite television is used in rural places where is no TV 

service available neither cable nor terrestrial broadcast [32].  
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IPTV server: 

Introduction 

Internet Protocol TV or the IPTV is a system where the television service is presented via 

Internet protocol suite [33]. The IPTV server broadcast web streams over packet-switched 

networks like Local area network (LAN), wireless LAN (WLAN), or the internet. IPTV 

service provides the option to stream the media in small batches, unlike downloading media 

where the file should be downloaded in full before it can be played. IPTV Standardization 

on Track Say Industry Experts defines IPTV as: “television/video/audio/text/graphics/data 

delivered over IP based networks managed to provide the required level of quality of service 

and experience, security, interactivity and reliability" [34].  

IPTV protocols 

IPTV server can present both live (multicast), and video on demand (unicast). Users’ end 

devices such personal computers, laptops, tablets, smartphones, or embedded devices such 

as STB should be connected to a LAN or WLAN to the internet to reach IPTV server. End-

user devices should have compatible protocols to playback the IPTV service. Most of IPTV 

servers use the following protocols to deliver services to end users: 

 Internet Group Management Protocol (IGMP), which is a communication 

protocol used between routers and hosts to establish multicast group 

memberships or one to many services. 

 Web-based unicast: This protocol supports both live and Video on Demand 

(VOD) streaming. Supported protocols: Real Time Messaging Protocol 

(RTMP), Hyper transfer Protocol (HTTP), Adaptive bitrate streaming 

(Microsoft silver light). 
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 Web-based multicast: This protocol supports live and unicast VOD, 

supported protocols: Real-Time Transport Protocol (RTP) over User 

Datagram Protocol (UDP) or Transmission Control Protocol (TCP). 

 Network connected devices: Like game consoles, STB, TVs via 

LAN/WLAN, Personal Network video recorders. Protocols used with such 

devices: Universal Plug and Play Audio Video (UPnP AV) via HTTP over 

TCP, or for multicast live RTP over UDP. 

Authentication Server: 

“Authentication is the process of determining whether someone or something is, in fact, who 

or what it is declared to be” [35]. Authentication in a case of requesting a service from a 

server is declared through a network authentication server. The authentication server 

authenticates applications that demand specific services by testing credentials like 

usernames, passwords. When an Authentication server receives a registered data from users, 

then the server will provide permission for the software to use the requested service [36]. 

Usually, user's credentials are stored in a Database that could be in the same authentication 

server or resides on a dedicated server. 

User interface: 

When the end user selects an IPTV program to watch, the user is initializing a program to 

do this process. This procedure can usually be done by using a software which can play web 

streams like Quick Time, Real Media, Adobe Flash, or Video LAN Client (VLC). Web 

browsers also can be used to represent web streams by installing individual plugins. In 

reverse of downloading video files, when users play web streams, they never keep a copy on 

their computers or any other mobile devices. When data fragments arrive at user's end 
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devices they are displayed as they arrive, then this data will be immediately discarded after 

they are displayed. All the time the player or the plugin will continue decoding and 

displaying the streams data as it arrives, then get rid of all unnecessary data after that. In any 

case, the user will always be able to notice the difference between the IPTV stream and the 

original TV unless the stream data is loaded correctly. One of the factors that an experienced 

user can notice is the video quality. In some poor connections compressing algorithms are 

used to compress the data which in the end will affect image quality or resolution of the 

broadcast.    

The proposed system 
This proposal seeks to enhance the parental control of STB devices that stream IPTV, by 

checking the content of the program displayed: is it suitable for the age of the viewer or not? 

Using the EPG streamed with the Audio and Video data is a new method to determine the 

name/ title of the program (Movie, TV program). When the user requests a specific stream, 

the "current time" of the request is used to search the EPG-data table related to the requested 

stream, as most of the TV programs broadcast in front the EPG-data tables every 24 hours. 

The EPG -data table has many programs and much other information related to each 

program, so the best program search method is done by time. By comparing the user's 

request-stream-time (current-time) with all other time data provided in the EPG-data table. 

The next stage after time matching in the previous step is to extract the program name. 

Extracting program name, and other information like “program description”: which is a brief 

discerption which provides information to allow/ reject user request. By default all web 

streams are always connected to the internet to stream, this provided a good chance to pass 

the "program name" to an external database like [2] a professional website which is 
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conserved in helping parents to decide if specific media is suitable for their children or not. 

The EPG engine will request the program-name extracted from the EPG-table from [2] and 

parse the output by locating specific data within the requested web pages, which will provide 

the suitable age for the requested program-name. 

Objective 
The essential goal of this work is to enhance the Parental Control for STB devices that 

broadcast web streams. The enhancement is applied by implementing a novel authentication 

method where only legit users are authenticated to view the intended stream. User’s 

biometrics is the critical solution for the authentication process. This proposal is 

implemented in three phases: 

a. Developing the EPG Engine. 

b. Implement authentication system with user’s age and EPG data. 

c. Implementing authentication system using user’s voice and EPG data. 

d. Implementing authentication system using user’s face and EPG data. 

In this work, as steps (a), (b), (c), and (d) were successfully implemented. Providing the 

IPTV as web service, all parts of this system are programmed with web compatible 

languages. The EPG engine was developed using Python, the database was developed using 

MySQL [37], and all other web pages were designed using PHP [38]. Users’ final web pages 

that contain web streams that consist of HTML [39] web pages built by PHP. All users’ 

requests were successfully handled, depending on the age of each user which is stored in the 

database. This design proved that user’s biometrics could be implemented as a reference to 

check the identity of the person and make the decision. 
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Developing the EPG Engine 

The EPG can be defined as a service for television or radio that display information about 

the currently broadcasted content. [40] Standard defines EPG as data that is carried out by 

Event Information Tables (EIT). The EIT is combined with the transmitted data by 

multiplexing it within the MPEG-2 transport stream along with other service data, as it will 

be broadcasted all together through satellite, cable, or terrestrial networks. EIT tables are 

generated individually for each service. Each table can contain sub-table, segments, and 

sections. All EIT tables share the same bandwidth and Packet Identifier (PID). EIT tables 

can be divided into two groups: 

 Present /following: 

This type of tables contain information about the current event (on-air), and the next 

following event on the schedule. These tables are updated every 2 seconds as users should 

retrieve information whenever they switch to a new channel. 

 Schedule:  

These tables usually carry information for contents up to 64 days in the future. The update 

repetition for such type tables is every 10 seconds for the next 24 hours. 

EIT tables are based on dynamic data as they are required to be updated very often. To build 

EIT tables, separate devices called EPG Builder are used, usually called EPG Generator or 

EPG Inserter. EIT generator diagram is shown in Figure (2), also transport stream 

multiplexing is shown in figure (1.3).Every Event could have one or all the following 

elements: 
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 Event_id: Unique Identification number. 

 Start_time: Described in the Coordinated Universal Time (UTC), which is 

based on Unix Time Stamp. 

 Duration: Time in seconds to describe the length of the event. 

 Event_description: A short Description of the event shown in the current 

time that would provide the viewer the abbreviated information about the 

event. 

 

Figure (2) EIT Generating Diagram. 
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Figure (3) Transport Stream Multiplexing. 

After extracting EPG tables from the received content, as shown in figure (4), the output is 

delivered to the EPG Engine. The EPG Engine is the core of all necessary information 

required to evaluate the current TV program. The EPG Engine is shown in figure (5) along 

with other IPTV system sources. After receiving EPG tables from the decoder, the analyzing 

is conducted. The terrestrial ATSC TV broadcast in the area of Florida-Brevard County, 

specifically in Melbourne city can be received through ATSC TV Tuner, in this proposal the 

ATI TV Wonder 600 [41] was chosen to be used as a terrestrial TV source. With the ATI 

TV tuner with a primary antenna, the TV tuner could receive 26 TV channels. The EPG 

Engine is designed to scan the 26 channels' EPG files. The EPG files are delivered to the 

EPG Engine as XML files. Each time a user requests a specific TV channel, the 

authentication server will activate the EPG Engine. 



18 
 

 

Figure (4) Extracting EPG Tables. 
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Figure (5) EPG Engine. 

The Authentication server 

The primary function of the authentication server is to do the following tasks: 

 Store all users’ information (enrollment phase). 

 The authentication server can read relevant information from the EPG 

engine. 

 All users’ IPTV requests will be only through the authentication server. 

 Process user’s data to decide if the user is eligible or not to view a specific 

IPTV stream (authentication). 
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Voice authentication 

As a TV viewer, the most comfortable and acceptable way for a user to provide a Biometric 

is to speak. Watching TV can be the easy task, but in one case: user’s eyes are focused on 

TV. Using other Biometrics can be an annoying task for each viewer like providing a 

fingerprint or iris, although they present a unique mark for each user, Voice also is unique. 

Voice Biometric is defined as the numerical presentation, pattern, and rhythm of the user's 

voice. Voice biometric or voiceprint is unique for each user, as, the iris is unique for each 

eye for all individuals. The voice authentication mainly consists of two parts: 

 The enrollment phase. 

 The authentication phase. 

In the enrollment phase, under the supervision of the administrator (the parents) will enroll 

each viewer that will use the IPTV. The administrator role will help in providing a voice 

record through the microphone available in the system, and provide additional information 

like name, and age for each user. When the whole users enroll in the system, all users will 

be able to use the IPTV service, each time the viewer will be asked to provide his/her voice 

to complete the authentication process. In the authentication process, the voice print supplied 

by each user will be compared to the available users' database, the type of authentication will 

be (user-voice-recognition), to provide additional accessibility for users. The voice 

recognition system will not ask the user to provide an ID or username to check if the voice 

print belongs to the user's voice print stored in the database or not. In the suggested voice 

recognition the user will be asked only to provide his/ her voice, and the check process will 

be processed with all voice prints available in the database. The comparison time is expected 
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to be unnoticed, and this will not affect the decision time, as the expected enrolled users for 

such application will be in the range of 5-7 users. The web mining efficiency, the voice 

recognition accuracy, the False Accept Rate (FAR), and the False Reject Rate (FFR), will be 

calculated.  Figure (6) describes the expected IPTV voice authentication system’s algorithm.  

 

Figure (6) Voice Authentication System. 

 

Face Authentication 

Face recognition is defined as identifying people depending on their facial characteristics. 

The simplest way to explain face recognition is the comparison of at least two images that 

contain at least two faces to determine if they are the same or not. It is true that humans can 

readily recognize other people from their faces, but machines or computers still have many 
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challenges in this field. Human faces may have variations over age, light, pose, and even 

expressions of the same face for the same person. Other challenges are the outer appearance 

of people like sunglasses, makeup, and facial hair. A face Recognition System typically 

consists of three main phases as shown in Figure (7):  

 Image acquisition. 

 Face detection. 

 Face matching. 

 

Figure (7) Face Authentication System. 

Capture machine should get explicit images from automated face recognition 

systems. 2D photographs, 3D or depth images, and videos are the primary source for 

face recognition systems. Face detection depends on some detection methods, many 

of these techniques extract local features from a given source then apply a two-class 

classifier to isolate face and none face objects.   
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Chapter 2: 

 IPTV 

Introduction 
This chapter includes an overview of multimedia streaming models, 

the architecture, and platform that initiates video streaming. Also definitions 

of protocols, signaling, and codecs that define multimedia on both network 

and client sides. 

IPTV and Internet TV 
As internet witnesses, many protocols to broadcast audio and video streams over 

internet networks, two significant IP network based TV concepts are available, the IPTV 

and Internet Video. Both theories are mainly based on the same multimedia encoding 

techniques, but at the end, there are always some variations [42]. IPTV can be defined 

as broadcasting and delivery of televised audio and video that are known as multimedia 

over IP-based networks. To achieve a required level of quality of service these IP 

networks should be managed to maintain acceptable levels of experience, security, 

interactivity, and reliability [43]. 

IPTV Services 

The two primary IPTV services that can be offered are the continuous stream 

transmission and the VOD. Continues video streaming is similar to traditional television 

broadcasting, where there are stations that broadcast live channels to the viewers. To 

watch the contents of live broadcasting, the viewer should join an ongoing stream. The 

VOD allows a viewer to request a pre-stored or pre-recorded video which is stored on a 
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specific server. In addition, IPTV services can provide viewers additional features in 

addition to video requests, like the viewer interaction, which includes pausing stream 

play forward, play backward, stop the streaming, and a lot of other features. To provide 

interactive services, IPTV enables the creation of different services, these services are: 

 Broadcast Television, or Traditional television. 

 On Request services, or VOD. 

 Public services, which includes emergencies, information, and alert news. 

 Advertising, this type of broadcasting includes Segmented and interactive 

advertising, or on request advertising. 

 Interactive services. Like general information, including weather 

forecast, blogs, and other services. 

Transmission Protocols 
With Internet Protocols (IP) networks, broadcasting video is accomplished by 

transmitting data packets. If data packets are served from one server and delivered to 

one client, then protocols used to achieve this task are called unicast protocols. The other 

type of broadcasting is the multicast, where multiple clients request the same service 

from one server, network protocols used to accomplish this task are named multicast 

protocols. 

Unicast 

Unicast protocols in a closer look almost emulate traditional television. With this 

type of broadcasting each client receives a copy from the stream served by the server 
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[44] as shown in Figure (8)

 

Figure (8) Server Multicast Broadcasting. 

 

 

Multicast protocols 

To distribute network multimedia contents over multiple clients, then multicast 

protocols are used. With multitasking, the process of multimedia packets is relocated to 

the network layer, in this case, network infrastructure should include routers to support 

such type of broadcasting. When multicast multimedia packets arrive at the router, the 

router checks the destination ports where packets should be delivered. This process will 

make some copies of the packet as needed as shown in Figure (9). This technique will 
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ensure that one copy will cross each link until reaching its designated client, this will 

reduce overloading on network traffic and increase its efficiency [44]. 

 

Figure (9) Server Unicasting to 4 Clients. 

   

End-to-end Transmission 

To obtain productivity and feasibility estimations of a multimedia data packets, three 

parameters can affect the End viewer’s experience: 

 Start-up delay: the amount of the time between the viewer request and the 

display of the requested media on the user’s screen. 
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 End-to-end delay: the playback delay between the source (the server) and 

the destination (the client). 

 Playback continuity: which is described as the time watching an internet 

stream without loading-buffering interruptions. 

Any multimedia stream can be accomplished by three main modes [45]: 

 Streaming: The client can play the stream without downloading it, usually 

done by using an intermediate buffer to store multimedia frames 

temporarily. One of its benefits that there are no possible start-up delays 

[46].  

 Downloading: in this mode, a client usually downloads the whole 

multimedia file before displaying it. Although there is a high start-up 

delay, the playback continuity is guaranteed [34].    

 Hybrid streaming: as the name suggests this mode is a combination of the 

first two patterns. The client will not play until part (not the whole) of the 

multimedia file is downloaded to it. This method presents a mid-solution 

between the start-up delay and the buffering delay while playing the 

requested multimedia file. 

IPTV Architecture 
An IPTV service can be applied in two main architectures. Each one of these designs 

has its pros and cons. Every service provider can implement both architectures at the 

same time. These structures are known as: 
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Client-Sever 

As shown in Figure (10), the most straightforward design is known as the Client-

server architecture. Basically, multimedia files are stored locally at the server. The server 

is always ready to answer requests from clients. This simple design allowed developers 

to create many services based on this structure, like YouTube [48], Vevo [49].     

Peer-Peer   

With this architecture, sharing concept was adopted. This method means in addition 

to the server all client requesting same multimedia files can serve multimedia packets to 

other clients that are asking same packets. This concept turns each client into a server at 

the same time as shown in Figure (11). With such system, affordability and scalability 

are found. On the other hand copyrights of digital contents can be a problem. Also, weak 

performance of some clients would produce poor multimedia service. 
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Figure (10) Client-Server IPTV architecture. 

 

 

Figure (11) Peer-to-Peer IPTV architecture. 



30 
 

IPTV Protocols 
Like any computer transmitting technology, IPTV should be governed by protocols. 

These protocols are used to initiate, modify, and terminate any multimedia session. Also, 

multimedia protocols provide clients control over operating the requested multimedia, 

like play, pause, rewind, and forward. Finally, multimedia protocols are responsible for 

delivering multimedia packets to the end devices, like Set Top Box, personal computers, 

laptops, and mobile devices [49]. 

Real-time Transport Protocol   

RTP is a protocol that is developed to work in the application layer. This protocol is 

responsible for delivering multimedia data between two or more peers [50]. Services 

provided by the RTP protocols are: 

 Payload: with this service, the RTP protocol can describe the type of 

multimedia file serviced, as each class defines a specific code. For 

example; the code 96 corresponds to video multimedia type. 

 Sequence number: this number is placed in the RTP's packet header, 

which is incremented by one each time a packet is sent. On the other side, 

the second peer will receive many packets with different sequences due 

to various network paths where some of them could have more delays 

than the others. The sequence number will help clients to rearrange 

packets in the right sequence. The starting number or the initial number 

of the first packet should randomly pick to avoid security issues. 
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 Timestamp:  This service can help RTP to obtain and keep 

synchronization between both sender and receiver. This service is 

essential for real-time applications. 

 Delivery Monitoring Service: This service is used to monitor data 

distribution [51]. The RTP in every client will send control packets 

periodically to all other clients engaged in the session.  

Real Time Streaming Protocol 

Real-time Streaming Protocol or RTSP [51], is a protocol that works on the 

application-level which is programmed to deliver data in real time. Source of data can be 

both stored media, and live media. This protocol was already scheduled to control multiple 

data delivery. RTSP was programmed in the same way of the HTTP [52]. An example of the 

RTSP session is shown in Figure (12). RTSP supports multiple client sessions; this means 

that multiple clients can control multimedia stream. Also, this protocol supports both unicast 

and multicast operation modes. 
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Figure (12) RTSP Session Setup and Control. 

Session Initiation Protocols 

Session Initiation Protocol or as known SIP [53] was initiated to support general-

purpose, simple, intelligent, and robust signaling protocol [49]. SIP works in the application 

layer, and it is independent of the transport layer. Primary functions of this protocol are to 

create, terminate, modify sessions between two or more peers [54]. Sessions are created by 

sending SIP invitations as multiple user agents are allowed to specify session parameters. 
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SIP usually use proxy servers; this will enable users to have several features such as location 

registration. Location service will enable users to change networks while users are ongoing 

session.  

Multimedia Codecs 
To stream multimedia over a network, the resource such as network bandwidth and 

network capacity should be available and shared between users. Thus, modifying bandwidth 

while streaming video is s significant feature, to ensure that video streaming is done with 

stability and reliability [55]. The most straightforward method of limiting network usage is 

to use as little bandwidth as possible. By far video and audio media are the most types of 

media broadcasted over the internet, it is crucial and essential to compress data before 

sending it to the network. Multimedia stream compression and decompression are achieved 

by encoders, and decoders or as known: Codecs. Codecs have always been developed; this 

produced a lot of specialized types of codecs. For example, the ITUs4 H.26, are prepared to 

be used in telecommunication applications such as video-telephony, while the MPEGs5 

codecs are designed to be used to transfer high definition video contents. The best way of 

achieving video compression rates is to use mathematical techniques to compress frames 

[37]. With video packets, to get better levels of compression, it is better to analyze video 

frames. Video frames contain many frames that include luminance and chrominance. These 

frames can be compressed by reducing spiral and temporal redundancy [56]. In general, 

codecs use three types of frames:  

 I-Frames: which are known as Intra-frames, this technique relies on the 

Discrete Cosine Transform (DCT) [50]. These techniques change frames 

into compressed images. 
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 P-frames: Predicted Frames, this technique is similar to the I-Frame 

technology, but it adds motion reparations to previous frames. This method 

can achieve higher compression factor. 

 B-frames: Bi-directional frames, this technique is similar to the P-Frames, 

but it depends on compression of previous and predicted frames. This 

method offers the highest compression rate. 

Streaming Servers 
Streaming can be defined as the delivery of video and audio in real time over the 

internet. With this technology computer’s browsers can display or play files before they 

are downloaded. Streaming servers can deliver different types of broadcasts to the clients: 

 Unicast: it is also known as a point-to-point connection. This kind of 

transmission is usually done when a client requests a specific multimedia 

file; the server sends the data correctly to that client. This type of this 

communication allows clients to take control of the broadcast, as users 

can play, pause and go forward. This kind of broadcasting requires high 

bandwidth to deliver each client a copy of the requested multimedia file.  

 Broadcast: with this type, the server sends a copy of the multimedia file 

to the network to all clients even if some clients did not request this data. 

 Multicast: With this type of broadcast, a server sends a copy of the 

multimedia file to multi-clients at the same time but not to all clients on 

the network. 
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Server end Hardware 
To successfully provide IPTV service, [51] suggests the following requirements should 

be available: 

 Scalability and availability. 

 Better video quality with lower bitrates. 

 Carrier reliability. 

 High- ranked manageability. 

 The integration of head-end and middleware. 

The IPTV head-end involves solutions to acquire, process, encode and manage video content 

[50]. Each one of these areas presents an individual challenge that should be classified and 

solved to provide a good IPTV quality that users demand. 

The Head-end solution the following main blocks: 

 Video acquisition. 

 Video processing. 

 Video encoding.  

 Video management. 

Video Acquisition 
Many different resources can be used as resources for IPTV service providers. The 

primary goal is to gather TV signals and convert them. These signals can be collected from 

different resources, such as satellite, off-terrestrial, fiber, and many other analogs or digital 

resources. The resources of receiving TV signals varies, including C and K-band satellite 
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receivers, and terrestrial receivers [51]. To decrypt, convert, and multiplex the contents of 

these resources into single service, is a complicated process, which requires different 

components that work together. As every service provider has its own set of channels, menu, 

and services, the video acquisition component should be built uniquely from the ground [51]. 

Video Processing 
After Audio and video signals are acquired, each signal should be processed by the head-

end for optimal distribution. In the early days of IPTV, video processing was relatively 

straightforward, as viewers did not have many choices to select. All viewers had the same 

aspect ratio, same video format, and same type of television. Nowadays streaming video is 

more complicated as carriers must account the following: 

 Multiple viewing devices: as every user has his/ her different equipment, and 

each device has its resolution; then service should fit users end device 

resolution. 

 Trick-play functionality: to provide perfect video experience, many carriers 

deployed VOD services that allow viewers to pause, play, fast-forward, and 

rewind IPTV programs. 

 Audio/ video adjustment: as each TV channel has its properties, and to 

provide the same level of audio and video to all viewers, channels need to be 

adjusted, as all users would get same viewing experience. 
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Video Encoding 

Video encoding almost presents the core of the video head-end which shapes the 

final experience to the viewer. To complete the whole process of video acquisition, 

processing, and management, selecting video encoder is the criterion that determines video 

quality.  

Video Management 

All previous technologies that work in the head-end, carriers need a good management 

system. This head-end management system monitors, configures, updates, and control all 

network devices that pose the head-end network. 

 

Conclusion 
In this chapter, the transmission of multimedia files over IP networks was studied 

and analyzed. The differences between the unicast and multicast communications, the 

benefits, and drawbacks for both technologies were explained and discussed. In the 

result, the unicast is more efficient for personalized streaming, but network bandwidth is 

an essential factor with this technology, while the benefits of the multicast are the 

scalability and usability of the broadcast as all clients receive the same multimedia file, 

this technique does not require a lot of the bandwidth. 

The architecture of client-server and the Peer-to-Peer technology was also 

discussed. Both techniques have benefits and drawbacks, but the ease of managing, 

control, and securing of the server, made the client-server technology more speared than 

the Peer-to-Peer. 
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IPTV protocols were also discussed. Introducing the RTP as a protocol which 

can transport audio and video streams to the clients. Also, RTSP and SIP protocols were 

also presented and discussed. 

Finally, streaming servers and technologies associated with different type of 

broadcasting services were briefly introduced and discussed.    
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Chapter 3: 

 Biometrics 

Introduction 

One of the critical challenges of human computing knowledge is to produce 

computers which can recognize people uniquely, as computers will be able to integrate 

humans’ characteristics like fingerprints, gait, face, and voice to recognize one person 

from others. Usually, persons are recognized by their own set of attributes which forms 

a unique identity. In the early days of civilization number of humans used to live in a 

different style from nowadays as they lived in separated small communities, and this 

could help them to identify others easily. On the other hand after the growth of humans’ 

population, now it is nearly impossible to identify people using old ways that humans 

used in minimum expectation like before 100 years. Now it is inevitable to find a new 

way to recognize people, and it is important to use available technologies to accomplish 

this critical task [57]. The importance of identifying people and manage human identities 

has a broad impact on our daily life. This influence is represented through managing 

critical jobs like managing border crossing, securing essential facilities, even less secure 

facilities can implement computerized people recognition such as theme parks.  

Human Recognition 

Identity management can be defined as the process of establishing an association 

between a person and his/ her particular identity. Identifying a personal identity by 

verifying a claimed character is described as recognition. Usually, to recognize a person, 

three fundamental methods can be used Figure (13): (a) what he knows, (b) what he 
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possesses extrinsically, (c) who he is intrinsically [58]. The first method depends on 

what a person would know, like a password or a pin number. The second way depends 

on what a person can physically provide to be identified, such as a driver license, 

passport, and an electronic token. Approach one and two depends on a standby self-

representing, and this self-representing can be forgotten, stolen, guessed or even shared 

with others. The third way which is known as biometric recognition depends on 

establishing a person identity depending on his/ her physical or behavioral 

characteristics. Biometric recognition provides a technique that can overcome all 

problems mentioned in method one and method two. With biometric recognition it is 

nearly impossible to forget, share, stealing the biometric traits as it depends on personal 

characteristics of every single individual [59].  

 

Figure (13) Biometric systems. 
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A user of a biometric system is the person who presents his/ her biometric trait to the 

biometric order to be recognized by the system. As biometric system require users to be 

present at the time of the recognition, then the system will prevent users from making 

more than one claim at a time [60]. With the apparent importance of the biometrics in 

security applications, more and more organizations started to use biometric recognition 

systems side by side with traditional recognition systems or depending only on 

biometrics to increase security or overcome problems with older recognition methods. 

 

Biometric System 

A biometric system expression is given to all systems that can read one more 

biometric characteristics from users. A biometric characteristic or trait can be a 

fingerprint, odor, face, voice, iris, gait…etc. All information gathered from a user is used 

to verify or recognize if the user is a genuine user or not. A biometric system consists of 

a different number of phases [61]. Each stage is designed to accomplish a specific job. 

A complete biometric system is shown in Figure (14). 

Enrollment phase 

The first phase in most of the biometric systems is the Enrollment phase. In 

this stage, the user has to be present so he/ she can provide his/ her biometric to be 

processed and stored in a database. Usually, the biometric information gathered from 

the user is accompanied by the user ID. 
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Recognition phase 

After user enrollment is successfully done, the biometric data will be ready 

to be used the further process. Recognition is the process where a user will provide 

his/ her biometric, and the system will compare the offered biometric to the 

biometric stored in the database. After comparison, the system will decide if the user 

is genuine or not. 

A biometric system permanently can be implemented in primary four phases: 

Sensor module 

With any computer system, it is essential to attach a suitable module to allow 

a computer to communicate with signals or information read from the external 

source. With a biometric system, the module that will be in the middle of the 

computer and the user is called as a sensor [62]. As biometric systems are to be 

implemented in different environments with different user’s experience, it is 

essential to make sure that the sensor is comfortable, convenient, and conjectural. 

This effort will yield to have a proper data acquisition operation whenever a user is 

providing his/ her biometrics. Another critical factor is the quality of the sensor used 

during data acquisition.  

Feature extraction module 

Biometric data that are read from the sensor are passed through initial stages 

before features are extracted. These pre-extraction steps include (a) Quality 

assessment, to make sure that data gathered from the sensor is suitable for further 

process, if not the system will ask the user to provide his/ her biometrics again. (b) 
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Segmentation, in this stage biometric data, is excluded from all other undesirable 

data, like noise or any unnecessary information. (c) Data enhancement, in this step, 

gathered biometric data is passed through the data enhancement so improve quality 

and to reduce more noise [62]. 

Database module 

During Enrolment biometrics gathered from the users is stored either in a 

central database, or individual electronic token that has its internal storage. 

Biometric information stored in the database is usually called a template. As the 

database reacts as a repository of all templates gathered from users during the 

enrollment process, it also essential to store uses identity information such as name, 

address, or a pin number [63]. The storage location of the database is a significant 

issue. As a centralized database will be easier to be secured as all servers are stored 

in one spot, but in a case of unauthorized access, all data will be exposed to 

introduces. On the other hand, a decentralized database can provide more flexibility 

as data will be stored on servers that are located in different locations, this a costly 

solution but it also can assure that there will always be a working database server. 

Matching module 

The matching module will compare the data gathered from users against the 

data stored in the database during enrollment; then it will generate the match score. 

A match score can be defined as the measure of the similarity between the data read 

by the sensor and the stored data. In other words, the more matching score means 

more likeness. Also, the score can be used in comparing dissimilarity, but the higher 
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count refers to the higher divergence. The matching score can also to be used to 

validate an identity that a user provided, or it can be used to give a rank of scores so 

the final decision can be set for the highest score [64]. 

 

 

Figure (14) Biometric System Components. 

 

Biometric system basis 

A biometric system can do two basic authentication tasks, the first one is verification 

and the second is the identification, as shown in Figure (15).  

Verification 

With verification process, a user provides an identity like an identification 

card, pin, or a password, and a biometric trait. The next step the system will compare 

the identity user supplied to the database where all identities are stored. Then if the 
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identity found the system will only fetch the biometric-related to this character, then 

the comparison between the two biometrics is issued. This process can also be called 

(a one-to-one match) [65].  

 

Identification 

Identification in a biometric system is the process of comparing a user 

biometric to the biometric data stored in the database. In this process, the user will 

not provide any identification that will define his/ her identity. In such means the 

system will go through two separate methods: (a) Positive identification, where the 

system will check if the user is someone whom the user is pretending, by comparing 

his/ her biometric to the whole biometrics stored in the database. (b) Negative 

identification is used to prevent a user from claiming wrong identities [65]. The 

negative identification is widely used in essential facilities such as driver license and 

passports centers; this process efficiently helps in preventing users from claiming 

multiple identities to have more benefits. Finally, a negative identification is wildly 

used in airports checkpoints as the identity of a person is check if it is on a watch-

list or not. In both positive and negative identification systems, the biometric system 

will compare the biometric provided by the user to all traits saved in the database. 

The biometric system will identify a guanine user by selecting the highest match 

score of the comparison result between gathered and the stored biometrics in the 

database. The time of comparison in identification usually is higher than the time in 

the verification systems, primarily if the database used to be compared with is an 

extensive database like the FBI’s Integrated Automated Fingerprint Identification 
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System (IAFIS). This database has about 60 million enrolled users, and this will 

raise the effort for both time and process to match a specific identity with such 

colossal database.  

 

Figure (15) Biometric System basis. 

Biometric system performance measures 
In every biometric system, two essential accuracy measures are used: (a) False Non-

Match rate (FNMR), which defines the ratio of blocked real users, or the rate where same 

traits that belong to the same user are not considered as a match. (b) False Match Rate 

(FMR) [66], which defines the ratio of authenticated users who should be blocked by the 
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biometric system, or the non-match traits that a biometric system will consider as a 

match.  

Biometric system authentication error rates 

In the Biometric understanding FNMR is also known as False Reject Rate 

(FRR), and FMR as False Accept Rate (FAR). Match score is defined as the score 

of genuine or authentic users if the match score refers to the similarity between two 

traits. On the other hand, an imposter matching score measures the similarity 

between two traits between two different users. 

Biometric system users types 

In every Biometric system, there are always four different types of users. These 

types are defined in the way the system deals with the traits and how the decision 

then is made. The four user types are: 

1. True Positive users (TP): this kind of users are the users who always have very 

distinctive traits. Therefore they still have high acceptance rates. 

2.  True Negative users (TN): this type of users are users who are not genuine users 

and the biometric system can easily discover them as imposters. 

3. False Positive (FP): False positive refers to the users who are not genuine users, 

but their traits have high similarity to other users, so the biometric system with 

low match threshold can accept these imposters as legitimate users. 

4. False Negative (FN): In some cases where the degree of the matching score is 

very high, and in some cases were genuine users cannot provide a good trait 
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sample, as a biometric system can consider these users as imposters, although 

they are valid users.   

5. Also, there are two different types of errors in addition to the mentioned errors. 

The first one is the Failure to Enroll (FTE), this error occurs whenever a user 

cannot provide his/ her biometric for different reasons like wounds, worn-out, 

or because of the poor quality of the sensor. The second type of error is the 

Failure to Capture (FTC), where the sensor for different reasons cannot capture 

user traits during the authentication phase. This issue can happen because of the 

sensor wear. Thus any biometric system should have periodic maintenance 

especially the parts as users will use it.   

Designing a biometric system 
6. In any biometric system, the basic concepts and actions should be considered. 

First the understanding the nature and the cause for what the application is 

designed. Second, what are the performance requirements? Third, choosing a 

suitable biometric so it can fit both purpose of the system and the required 

security. Finally, the designer should consider if the biometric system is going 

to be monitored by a system administrator or it will be designed as a standalone 

system. As shown in Figure (16). 
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Figure (16) Biometric System Design. 

 

Selecting a Biometric Trait 

In addition to the recognition ability, there are a number of issues that should be 

considered when choosing a biometric for a specific application. Every biometric has its 
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advantages and disadvantages. In general, there are seven factors should be considered 

whenever a biometric is being chosen as an authentication stage in a particular system. 

1. University: Every user should be able to possess the biometric at the enrolment phase 

and the recognition phase. 

2. Uniqueness: The chosen biometric should be of sufficient originality among other 

users. Otherwise, the False Accept Rate will be high in an unacceptable way. 

3. Permanence: Over time a Biometric could vary. A variation in a user trait will lead 

to increase of the False Reject Rate (FRR). 

4. Measurability: In experiments to deal with different users’ experiences, it is essential 

to choose a trait that users will feel with convenience every time they provide that 

feature to be recognized by the authentication system.  

5. Performance: The Biometric system with different components and phases inside it 

should achieve a predefined level of accuracy. Accuracy also includes some 

transactions of authentications per a specific period.  

6. Circumvention: This factor includes both imitating and obfuscation, as a user wants 

to avoid or evade recognition.  

7. Cost: For every project, there is a specific budget, this is also true for biometric 

authentication systems. A designer should expect the total value of the parts that will 

always be used by users such as users. 

It is not expected from a single biometric to provide all the above characteristics, but at the 

same time not all biometric authentication systems require all of them from a unique 

biometric. The nature and the requirement of the device limits what properties of the 

biometric trait are necessary. 
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Biometric Systems Applications 

Nowadays identity check has become more and more critical in many different 

applications. The need of the identity check has become very important in many ways. 

From border crossing to gaining driver license, or even in voting systems. On the other 

hand advancement and the cost reduction of the technology including the hardware, 

made the implementation biometric authentication in commercial devices easier than 

ever. In general biometrics applications can be categorized into three main types: 

1. Commercial: This group includes personal computers, laptops, tablets, mobile 

phones. 

2. Government applications: Including National ID cards, driver’s licenses, border 

control, passport control. 

3. Forensic Applications: this type of applications is widely used in body identification, 

fingerprint check, missing children. 

 

Conclussion  
The proper and reliable recognition system is an essential requirement in any 

identity management system. Using traditional recognitions techniques such as ID’s, 

passports, passwords, or even pin numbers, became inefficient techniques, as they 

became vulnerable to theft and forgery [58]. Using other recognition techniques that 

provide unique and overcome problems from old recognition techniques became a 

demandable issue. Biometric recognition or Biometrics can give both specificity and 
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protection against theft. Achievements and wins that biometrics gain when they have 

been adopted in different vital facilities proved that biometrics could be vastly used in 

many other various applications. 
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Chapter 4 

 Experiment 1, Improving IPTV Parental Control 
 

INTRODUCTION 
This chapter introduces a new hybrid technology that depends on the information 

transmitted along with the Audio and Video, and the EPG. Also, extra resources from 

the internet were used to enhance the decision in the EPG engine in the proposed system. 

All viewers enrolled in the system were successfully authenticated / de-authenticated 

depending on their registered age in the database and on the age-related for each 

program. In the last decade, electronic devices witnessed a vast development. One of 

these devices is the STB. STBs are the front panel of the users who use satellite, cable, 

and IPTV technology to receive TV or Radio channels. Nowadays with the hardware 

development and the increasing demand of users STB devices have many new features 

were added to it such as the ability to connect them to the internet to use internet 

resources like the web streaming which is known as the IPTV. Many offers have been 

made to improve the ability of users to control the media broadcasted through their TVs 

or any other projecting device. The ability to control the media transmitted to the 

children was a strong demand from 86% of parents who believed in the survey [1] that 

the decision about what children what should see on TV is the parents' responsibility, 

not the governments. As a solution to control the media transmitted to viewers, many of 

STB software companies adopted the "lock channel" option as a solution for TV parental 

control problem. Parental control feature available in most STBs provides an option for 

parents or adults to lock channels with a master "4 numeric digits" password as they 
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believe these channels may have inappropriate content for their children. The survey in 

[12] shows that 88% of parents do not use the parental control. This work introduces a 

new technology to control what is broadcasted over media. As many information are 

broadcasted within the data transmitted; which are initially the Audio and Video Data. 

The EPG, or the Electronic Programming Guide. The information included in the EPG 

can be hired to enhance the parental control. The system is implemented by developing 

an EPG engine to extract necessary information. This engine is programmed using 

Python environment, as Python can run on both Windows and Linux operating systems, 

to make sure the proposed system can run on different platforms. Users with phones and 

tablets can view media with the variety of platforms that operate these devices as this 

service is being provided within the application layer which is a patterned layer among 

different operating systems.   

Previous works 
In the last two decades, many methods have been developed for improving parental 

control. In 1989, Euro-crypt systems required CA from customers to view the provided 

programs [17]. A CA is defined as the method by which one can obfuscate a digital television 

stream, with access provided only to those with valid decryption smart-card [18]. In 1990 

the British Satellite Broadcasting, the first company which offered direct broadcasting 

through satellite, required from all customers to provide a password or a pin number to view 

a user-selectable threshold program [19]. In 1997 Digital library Architecture for interactive 

television was implemented [20] as (the librarian) was introduced to manage the digital 

library content for end users to manage their overall preferences. In 2001 [21] researchers 

proposed a system of a pre-determined parental viewing for the ATSC digital TV. The V-
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chip [22] which reads the information encoded in the rated program and shuts unwanted 

programs depending on the rating setup selected by parents. The V-chip was enforced to be 

equipped for all TV manufacturers who produce TVs of (13 inches) or larger. In [23] a 

management system at the cable service provider was suggested, this system depends on 

additional settings of parents for all channels that they are subscribed to, these parameters 

could be changed anytime over the internet. In 2007, an authentication procedure using 

fingerprint and face detection methods to get access to the network was suggested [24]. In 

2007 [25] researchers proposed a parental control based on speaker class verification, in this 

paper the authors demonstrated a parental control system that depends on parents definition 

for the type of material that their children can view, this system used the voice to distinguish 

between adults and children. Researchers in [26] implemented the Radio Frequency 

Identification (RFID) as an extra device supplied to each viewer, each RFID will define the 

assigned profile for each user. In 2013, an authentication system and interactive system based 

on face and gesture Biometrics were proposed [27]. 

 

THE PROPOSED SYSTEM 
This system seeks to enhance the parental control of STB devices that stream IPTV, by 

checking the content of the program displayed: is it suitable for the age of the viewer or not? 

Using the EPG streamed with the Audio and Video data is a new method to determine the 

name/ title of the program (Movie, TV program). When the user requests a specific stream 

the "current time" of the “requested program” is used to search the EPG-data table related to 

the requested stream. Most of the TV programs broadcast in front the tables of EPG-data 

every 24 hours. The EPG –data table has many programs and much other information related 
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to each program, so the best program search method is done by time. By comparing the user's 

request-stream-time (current-time) with all other time data provided in the EPG-data table. 

The next stage after time matching is to extract the program name. Extracting program name, 

and other information like "program description": which is a brief discerption which 

provides information to allow/ reject user request. By default all web streams are always 

connected to the internet to stream, this provided a good chance to pass the "program name" 

to an external database like [2] a professional website which is conserved in helping parents 

to decide if specific media is suitable for their children or not. The EPG engine will request 

the program-name extracted from the EPG-table from [2] and parse the output by locating 

specific data within the requested web pages, which will provide the suitable age for the 

requested program-name. This stage was developed to enhance the decision of the 

authentication server. 

 

EPG Engine Development: 

 The EPG can be defined as a service for television or radio that display information 

about the currently broadcasted content. [40] Standard defines EPG as data that is carried 

out by EIT’s. EIT’s are combined through the transmitted data by multiplexing it within the 

MPEG-2 transport stream along with other service data, as it will be transmitted all together 

through satellite, cable, or terrestrial networks. EIT tables are generated individually for each 

service. Each table can contain sub-table, segments, and sections. All EIT tables share the 

same bandwidth and PID. EIT tables can be divided into two groups: 
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 Present /following: 

This type of tables contain information about the current event (on-air), and the next 

following event on the schedule. These tables are updated every 2 seconds as users should 

retrieve information whenever they switch to a new channel. 

 

 Schedule: 

These tables usually carry information for contents up to 64 days in the future. The 

update repetition for such type tables is every 10 seconds for the next 24 hours. 

EIT tables are based on dynamic data as they are required to be updated very often. To 

generate EIT tables, different devices called EPG Builder are used, usually called EPG 

Generator or EPG Inserter. EIT generator diagram is shown in Figure (17), also transport 

stream multiplexing is shown in Figure (18).Every Event could have one or all the following 

elements: 

 Event_id: Unique Identification number. 

 Start_time: Described in the UTC, which is based on Unix Time Stamp. 

 Duration: Time in seconds to describe the length of the event. 

 Event_description: A short Description of the event shown in the current time that 

would provide abbreviated information about the event to the viewer. 
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Figure (17) Building EPG. 

 

 

Figure (18) Transport Stream Multiplexing. 
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After extracting EPG tables from the received content, as shown in Figure (19), the 

output is delivered to the EPG Engine. The EPG Engine is the core of all necessary 

information required to evaluate the current TV program. The EPG Engine is shown in 

Figure (20) Along with other IPTV system sources. After receiving EPG tables from the 

decoder, the analyzing is conducted. The terrestrial ATSC TV broadcast in the area of 

Florida-Brevard County, specifically in Melbourne city can be received through ATSC TV 

Tuner, in this proposal the ATI TV Wonder 600 [41] was chosen to be used as a terrestrial 

TV source. With the ATI TV tuner with a primary antenna, the TV tuner could receive 26 

TV channels. The EPG Engine is designed to scan the 26 channels’ EPG files. The EPG files 

are delivered to the EPG Engine as XML files. Each time a user requests a specific TV-

channel, the authentication server will activate the EPG Engine. 

 

Figure (19) Extracting EPG Tables. 
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Figure (20) System Design. 

The Authentication Server: 

The primary function of the authentication server is to do the following tasks: 

 

 Enrollment phase: Store all users’ information. 

 

 3.2.2 Extract Important Information: The Authentication server can read relevant 

information from the EPG engine. 

 

 3.2.3 Requests’ handling: All user’s IPTV requests will be only through the 

authentication server. 
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 3.2.4 Make Decision: Process user’s data to decide if the user is eligible or not to 

view a specific IPTV stream (Authentication). 

 

In this work, both EPG engine and User Authentication system were successfully 

implemented. Providing the IPTV as web service, all parts of this system are programmed 

with web compatible languages. The EPG engine was developed using Python [16], the 

database was developed using MySQL [37], and all other web pages were designed using 

PHP [38]. Users' final web pages that contain web streams that consist of HTML [39] web 

pages built by PHP. All user’s requests were successfully handled, depending on the age of 

each user which is stored in the database. 

Conclusion 
The objective of this research is to implement new technology to enhance the parental 

control for IPTV devices. The EPG was extracted from the original stream, and extra 

resources from the internet were used to improve the decision result. Data /web mining was 

implemented in different stages. The system was successfully tested for all enrolled users 

with the variety of ages to make sure that each user will be authenticated depending on his/ 

her age. 
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Chapter 5 

 Experiment 2, Speechmath IPTV Verification System 

INTRODUCTION  
While cable tv’s, satellite tv’s, and terrestrial tv services were the dominated technologies 

that every tv user should use to watch tv, new technology was developing behind the scenes. 

This technique became a real competitor to the other tv services; this service is known as 

IPTV [33].  

The growth of the internet, the variety of services provided within it, ease of access and 

the ability of different devices to connect to the internet, made the internet a real source for 

different services one of them being the IPTV. However, an old problem was raised with 

such function: which is the parental control. As internet devices are widely available to the 

full range of users, they became more exposed to children [6]. On the other hand, the 

development of both internet and personal devices made more technologies available to be 

used for accessing as well as controlling the access to such tools, like microphones on phones 

or tablets over the material what users can view. 

The most important advantage of such systems compared to password systems is the 

ability to exert more control over systems. Presently for IPTV systems' passwords are 

considered the weakest point. Most of IPTV operating systems use a four-digit numerical 

password. Such password can be quickly discovered by guessing or using particular patterns 

like birthdays dates or select dates, or in the worst case using the try and error for 10000 

attempts [67].  
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The suggested system in this experiment uses different levels of mathematical quiz 

questions. The analysis of the recognized user's voice should be the quiz' answer to the 

correct answer. This experiment will test two factors: 

1. The mathematical question. 

2. Error rate. 

Can the suggested questions be a good test to verify the suitable age as a key to authorize 

the viewer? 

 The error rate will be calculated in two phases: a. Answers submitted by viewers, correct 

/false answers, and b. Speech recognition through the web application. How many tries until 

the web browser will translate the speech into the exact text?  

METHODOLOGY 
In this experiment. The system will be tested, and the produced FRR, and FAR will be 

analyzed [66]. Improving the number of genuine users who have been rejected or passed by 

error, this can improve the overall performance of such biometric authentication system. The 

Authentication process was developed to go through these steps: 

 First, the viewer will request a specific channel. 

The system will then analyze Channel’s EPG, to get the program name 

broadcasted at that moment by sending a request to 

(www.commonsensemedia.com) [2] with the program name, to receive a 

detailed description of the program, and the suitable age for viewing such a 

program. 

Using the extracted age decision will be made performing the following actions: 
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 If program’s age is 5 & under, the channel will be broadcasted to the viewer (no further 

action will be needed). 

If the program’s age is between 6 & 11 then the system will request a question directly 

from “math.ly” [68] with a “Simple arithmetic” math level, as all questions consist of 

exclusively the four basic arithmetic operations. 

Finally, if program's age is 12 & older then the system will request a level-1 Algebra 

mathematical question from “math.ly”. 

 

In the described experiment the following experimental units were applied: 

Biometric used in this experiment 

User’s voice was the Biometric to be used as an Authentication trait. User’s voice has 

been chosen because it presents the most useful Biometric character that can be deployed 

with IPTV. Almost all IPTV devices produced by commercial companies started to use user's 

voice to search or request a program. In this experiment, the voice will not be used to create 

a search nor to require a name for a program. Instead, it is used to solicit the answer to a 

mathematical quiz question where the difficulty of the question is directly proportional to 

the age of the subject.  

Data Base implemented in the project 

The first phase of this project was the task of picking the Database where the voice 

prints will be stored. This stage presented a vital step to make sure that all voices 

used in this experiment are obtained under the same conditions, which is an essential 
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factor. In this project, three groups of 20 users in each group were selected. The first 

team included tv viewers 4-5 years of age; the second team was for users between 

6-11, the third team was for users that are 12 years and older. All answers were 

captured using the same microphone (Realtek High Definition Audio), all recorded 

in the same room.  

The Application used to implement the project 
The DVBlink software [18] was chosen to extract the EPG information for 

the terrestrial channels broadcasted in Brevard County Melbourne Florida. EPG 

extraction and parsing were programmed with Python. Finally, all user's 

interaction was with pages built using PHP & HTML languages. Also web pages 

including the mathematical quizzes retrieved from the internet & web pages that 

used to request the suitable age for each IPTV channel. This application is 

programmed with python. The IPTV service was operated under Apache web 

server. 

SYSTEM BLOCK DIAGRAM 
The suggested system was built to do a new channel authentication technology 

instead of the applicable numerical password used with the available IPTV systems. The 

system will go through the following phases as shown in Figure (21):  

1. Channel request. 

2. Channel program data analysis. 

3. Expanding channel data. 

4. Retrieving a suitable math quiz. 
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5. Requesting a vocal answer from the viewer. 

6. Compare the answer to the quiz’s correct answer. 

7. Making the final decision. 

 

 

RESULTS 
 The suggested system authentication procedure should impede minimally 

with the channel viewing and selection. 

 The results were classified into two groups depending on the age of the user. 

The first team consists of the viewers that fall in the age group between 6-

11, while the second group was for viewers of 12 years and older. Each 

group included of 20 viewers. Both teams were using the same system and 

requesting same channels and same programs. 

 12 viewers from the second team who present 60% of the total number of 

the whole group, could pass the test and view the requested program. On the 

other hand, eight viewers or 40% of the second team could not pass the tests, 

as shown in Figure (22). 

 The third group results showed that 80% passed the tests, and 20% could not, as 16 

users could correctly answer the mathematic quires, while four viewers could not. 

Figure (23) show results for group 3. 



67 
 

 

Figure (21) System Diagram. 

 Figure (24) describes the second group successes cases and provide details of fail 

cases. The correctly accepted viewers True positive (TP) as five viewers who 

presents 25% could correctly answer the quiz & the Google Application 

Programming Interface (API) correctly recognized the speech, while 30% of the 

viewers were rejected as they could not answer the quiz and the speech recognition 

could recognize the speech TN. On the other hand, five users were incorrectly 

accepted even they could not answer the questions correctly as google API could not 



68 
 

recognize FP correctly. The last four users who present 20% of the total group were 

incorrectly rejected as they could answer the quiz but the Google API fail to 

recognize the speech FN.  

 Figure (25) illustrates the success and failure in details for group 3. Group 3 shows 

different results as there was a perfect enhancement with the TP results were 15 

users who present 75% of the viewers could correctly answer the quiz and google 

API could correctly recognize viewers' speech. One viewer who presents 5% could 

not answer the algebra question & google API could correctly understand the 

statement, in result the viewer was denied TN. Also, there was one viewer who 

incorrectly answered the quiz, but the Google API recognized different answer and 

accepted the viewer FP presented 5% of the total group. Finally, three viewers 

present 15% of the entire team was incorrectly rejected as they could answer, but 

google API could not correctly recognize the correct answer. 
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Figure (22) Pass and Fail rates of the Second group. 

 

 

Figure (23) TP, TN, FP, AND FN of the second group. 
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Figure (24) Pass and Fail rates of the second group. 

 

 

 

Figure (25) TP, TN, FP, AND FN of the Second group. 
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CONCLUSION 
While the four digits numeric password was the only solution used for parental 

control for most of IPTV devices, the suggested application which use “age” or 

“realization” as success factor to authenticate viewers. With the IPTV mathematical 

authentication the results presented a small loss with the genuine users, on the other 

hand, the number of the imposters of the first group was improved as 60% of viewers 

could pass while the rest of the 40% could not view the IPTV request. 

 Google API speech recognition was an excellent addition to the system especially 

the real-time processing using the service provided by Google, and the future 

enhancements that Google would add to its service. The only drawback with Google 

speech recognition API that not all results were translated correctly especially with group 

1 due to their age, as there was 20% of viewers who were incorrectly rejected and 25 of 

viewers who were mistakenly accepted due to errors.  
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Chapter 6: 

 Experiment 3, IPTV Parental Control based on Computer 

Vision 

INTRODUCTION 
IPTV service has witnessed a massive acceptance through a good range of users of 

TV viewers. The development of communications and the extensive use of it gave 

exceptional internet services a good push through internet application. This development 

allowed online video services or as it is known now by IPTV services to have an excellent 

chance to be accepted and demanded by users. Users always ask an excellent and reliable 

service through their mobile devices, such as phones, tablets, and laptops. With the available 

hotspots, and free internet providers inside stores, hospitals, malls, etc. such services came 

available to users almost anyplace and anytime. This development always comes with some 

challenges, one of these challenges is the parental control. Many offers have been provided 

to give a good solution for such essential option, especially through parents or guardians 

who may don’t have an excellent skill to manage such issue. Almost every device which can 

serve IPTV service has a parental control based on numerical password which usually 

consists of four decimal digits, which can be easily overcome [69]. The survey in [12] proves 

that 88% of parents/ guardians do not activate parental control option. In [67] the suggested 

system gave a new method to manage users who are screened depending on their registered 

age in the database and on the recommended age of the program requested by analyzing the 

information encoded inside EPG information. With the system indicated in [70], the authors 

provided a new algorithm where users go through a mathematical quiz depending on the age 

of the program included in the EPG then vocal answers of the users are used to test if these 
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users are suitable to view the program or not. On the other hand, the image analyzing had a 

perfect process, such advancement allowed computers to get cognitive services. A cognitive 

service will get any picture, analysis it, and then return all information regarding visual 

content which this service can find in the picture. Microsoft One of the technology leaders 

revealed an online computer vision API [71] Figure (26). Many properties are delivered if 

this API detect a person face inside a picture, one of the crucial features provided with this 

API is the age of the person as shown in Figure (27).This work will introduce a new 

authentication system depending on the age of users using information provided through the 

analyzing of the image after obtaining user's picture, and other information related to the 

proper age of the user. Finally, the suggested system will have the ability to decide to 

authenticate or de-authenticate users from viewing different IPTV programs. 

 

Figure (26) Example of Microsoft API Vision. 
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Figure (27) Information Provided by Microsoft API vision. 

METHODOLOGY 
This work will test the suggested algorithm and find the efficiency of such IPTV 

system. The experiment will be conducted by checking the ratio of the corrected decisions 

and the rate of the wrong choices. Correct choices will be described as 1. TP will express the 

rate of users with ages that fit with the requested IPTV program, and the system finds them 

eligible to view the required program. 2. TN will express the ratio of rejected users whom 

their ages are under the allowed age and the system finds them not suitable to view the 

program and discard them. On the other hand, bad decisions are described in the following: 

1. FP, in this case, users are underage and are not suitable to view the program, but the system 

defines them as regular users, and allow them to view the program. 2. FN, here users are of 

age or overage, but the system finds them underage and rejects them from viewing the 

program. The Algorithm will go three stages. First, the user or the viewer will request a 

specific IPTV service. In this stage, the system will analyze the data included in the stream 

and lock for the EPG data. Then the system will analyze the EPG data to find the program 
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name. The second step is to capture a picture of the viewer by using the local camera 

available on the device and then send this picture to the remote service [71]. Then the system 

will analyze all information answered by the remote server, and the system will read the 

suggested age of the person in the picture provided. The third step will include requesting 

reference database to allocate the suitable age for the requested program [2]. Finally the 

fourth step, where the system will compare both results from both remote services [71] & 

[2], then a final decision will be made by verifying the age of the user, if the suitable age of 

the program is five years and under, then the system will pass users. If the suitable age is 

more than six years, then the system will check the age given by service [71] to the age given 

by service [2] and decide if the user will be able to view or not the requested program. The 

suggested system is programmed by Python, PHP, and HTML. Channel source is the 

terrestrial TV channels in the area of Brevard County, Florida State, USA. Web services are 

delivered under Apache web server. On the viewer side, all tests are done with different 

devices that have camera hardware, Wi-Fi connectivity, and web browser. 

BIOMETRIC DATABASE 
In this work, the database in [72] has been chosen to test our proposed system. This 

database provides data set of face photos. It includes the most of the real-world conditions, 

where each set of images for each person is taken under actual variations such as pose, 

lighting, appearance, and other conditions. The images in this database are collected from 

Flickr [73], where most of the photos are collected from smartphones such as iPhone 5 or 

later, this helped us choosing this database as same conditions for users’ photos can be 

applied. People in this dataset are grouped into eight groups, as each group presents a specific 

age range. The 8 groups are classified in the following groups: 0-2, 4-6, 8-13, 15-20, 25-32, 
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38-43, 48-53, 60- [72]. In this work, the selected data set is divided into three groups: 0-5, 

6-12, 12-. This age grouping provided an appropriate viewer classification as groups who 

watch IPTV service. 

BLOCK DIAGRAM  
Figure (28) presents the main block diagram of the proposed system. This block 

diagram starts when the viewer requests a specific IPTV channel. The next step is to analyze 

the Channel data. Then the system will go through an in-depth analysis of the EPG data 

broadcasted within the channel data; then the system will use the extracted data like the name 

of the program to use the service in [71] to check suitable age that is allowed to view such 

program. The next step is to ask to have permission from the viewer to take his/ her picture 

to use it in the next step. Here the personal picture of the viewer will be sent to the remote 

service in [2] to perform the vision analysis, at this point this service is accomplished by 

using the computer vision web API provided by Microsoft. Once the API answers all the 

properties to the authentication system, the system will analyze all the data and extract the 

age property. Finally, both ages are compared to check if the viewer is allowed or not to view 

the selected IPTV service. 
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Figure (28) Main system Block Diagram. 
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RESULTS 
 Authentication classified viewers into three groups; this classification is 

based on the age range of the viewers. 

 If the requested program is suitable for ages 5 and under (group 2), then now 

authentication is considered. 

 For IPTV channels that have programs which their content is not suitable for 

ages of 5 and under, then authentication procedure was conducted 

 24 viewers of (group 2) 39% could pass the authentication, while 38 61% 

viewers could not pass, as shown in Figure (29). 

 In (group 3), 130 viewers 69% of total viewers passed the authentication, 

whoever 58 viewers or 31% of the total viewers could not pass, as shown in 

Figure (30). 

 Figure (31) Provides success and failure cases of the second group. As it is 

shown there were 14 success cases of authentication TP which present 23%, 

ten success case of de-authentication TN 16 %, while there was two failure 

authentication FP  which presents 5%, and finally 36 failure case of de-

authentication FN  or 26% of total viewers. 

 Figure (32) Provides success and failure cases for the third group. With this 

group, there was 54 TP, 76 TN, 9 FP, and 49 FN, which sequentially present 

29%, 40%, 5%, and 26% of total viewers. 
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Figure (29) Pass and Fail rates of the second group. 

 

Figure (30) Pass and Fail rates of the third group. 
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Figure (31) TP, TN, FP, AND FN of the Second group. 

 

Figure (32) TP, TN, FP, AND FN of the third group. 

 

 

CONCLUSION 
This experiment presented a new IPTV authentication system. With this system, 

computer vision was implemented to derive viewer's age. The suggested system could 

distinguish between viewers and decide to authenticate or de-authenticate them from 
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viewing requested IPTV services. This system could bypass 100% of viewers who asked to 

view programs that are tagged with ages 5 and under.  Viewers who requested programs that 

are designated for ages between (6&12) the system could correctly authentication 39% of 

viewers and failed with 61% of the viewers. While the system could correctly authenticate 

69% of viewers and failed with 31% of the viewers. Microsoft vision API presented an 

excellent addition for such authentication system. This API presented better results with 

adult viewers than results with minors, but still, this suggested solution is an excellent choice 

as all fail results were closer to reject other than acceptance which and with the IPTV system 

can be considered an accepted solution for unaccompanied minor viewers. 
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Chapter 7 

 Results, and Conclusion 
 

In this work, new authentication methods were suggested and applied to an IPTV 

system. The first experiment implemented an IPTV system with the authentication system. 

This experiment suggested a group of registered users to the system’s database; each user 

should provide a personal password to request a specific service. The administrator role in 

this experiment was about enrolling users to the system’s database. Enrolling phase included 

registering every user with detailed information including the age of the user. When users 

try to request an IPTV channel the system requires the password from the user then retrieve 

user’s age from the database and compare it with age suggested by the analyzed EPG data 

related to the media that is broadcasted at the moment of the request. All users could make 

successful logins to the system in case of providing correct credentials. 

With the successful results of the first experiment in the proposed system, the IPTV 

system could be upgraded, and biometrics technologies were included as authentication key 

instead of username and password. The following experiments used the same proposed 

system, but instead of authenticating users using usernames and passwords, the 

authentication was modified to operate on users’ biometrics. Each experiment used different 

biometric trait along with a different but related biometric database. The second experiment 

used user’s voice to distinguish the words spelled by the users as answers to specific 

mathematical questions, as each question is designed to a specific range of age group. While 

in the third experiment users’ faces were used to analyze them and suggest the age related to 

the presented face. The authentication key in the mentioned experiments was the “users’ 
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age”. When the age was obtained, it was compared to the age related to the requested 

program; then a final decision is made to allow or deny users from viewing the requested 

IPTV channel. 

Each experiment provided different results. These results had diversity regarding the 

success or failure to measure terms. Success and fail were expressed by testing how many 

users the system could successfully authenticate (TP), falsely authenticate (TN), successfully 

deny (TN), and falsely deny (FN). Results in both experiments provided a useful perspective 

how biometrics can be adapted to be the authentication phase for parental control in IPTV 

systems. 

Integrating human voice to the authentication system was an innovative idea, as most 

of the modern remote TV controls that are equipped with almost every IPTV device 

nowadays have built-in microphones. In this experiment, it was feasible to have one device 

in one hand, i.e., the remote control to browse IPTV menus and to be used as an input phase 

in the authentication process. The procedure of authentication could not be more natural as 

viewers only have to speak the answers to the remote controls that are rested in their palms. 

In this experiment, viewers were separated into three groups depending on their ages. The 

first group which presents kids and toddlers who are under six years old, they were not asked 

to answer any question as all channels not related to their ages are directly blocked without 

going through the authentication phase. The second group “minors” which was limited to 

the generations that land between 6 & 12 years. The third or the adults are defined as viewers 

who are 12 years and older. Some participants in each group included 20 persons. In this 

experiment, all viewers used the same system, requested same IPTV channels, and same T.V 

programs.  
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In the second group, 12 viewers could pass the test and view the requested channel; 

this presents 60% of the popularity of group one. The other eight persons or the 40% portion 

of this group could not pass the test. Figure (33) shows these rates in details. 

 

Figure (33) Pass and fail rates of the second group-exp-2. 

Figure (34) describes the second group successes cases and provide details of fail cases. 

The correctly accepted viewers (TP) were five viewers who present 25% could correctly 

answer the quiz & the google API correctly recognized the speech, while 30% of the 

viewers were rejected as they could not answer the questionnaire and the speech 

recognition could recognize the speech (TN). On the other hand, five users were 

incorrectly accepted even they could not answer the questions correctly as google API 

could not correctly recognize answers (FP). The last four users who present 20% of the 

total group were incorrectly rejected as they could answer the quiz but the Google API 

fail to recognize the speech (FN). 
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Figure (34) TP, TN, FP, and FN of the second group- exp-2. 

The third group provided better results, as 80% of users or 16-user could pass the 

test, while 20% or 4 persons failed with the test, as shown in Figure (35).  

 

Figure (35) Pass and fail rates of the third group-exp-2. 

 

Figure (36) illustrates the success and failure in details for group 3. Group 3 shows 

different results as there was a perfect enhancement with the (TP) results, as 15 users 

who presented 75% of the viewers could correctly answer the quiz and google API could 
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correctly recognize viewers’ speech. One viewer who offers 5% could not answer the 

algebra question & google API could correctly identify the speech, in result the viewer 

was denied (TN). Also, there was one viewer who incorrectly answered the quiz, but the 

Google API recognized different answer and accepted the viewer (FP), this viewer 

presented 5% of the total group. Finally, three viewers presented 15% of the entire group 

were incorrectly rejected as they could answer, but google API could not correctly 

recognize the correct answer. 

 

Figure (36) TP, TN, FP, and FN of the third group-exp-2. 

 

Computer’s cognitive services such as computer vision made away through a variety 

of applications that to be developed depending on this artificial sense. These services 

that almost reached humans’ vision sense or may be passed it with the support of the 

powerful processing provided by computers. Microsoft cognitive services introduced a 

group of API’s. One of these services is the computer vision API. The Microsoft new 

project opened the door to perform a third experiment with the suggested system. This 

experiment adopted the computer vision as a new way to authenticate users to view 

specific IPTV channels. The new idea focuses on capturing users’ faces, to be analyzed 
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by the Microsoft API, and viewers’ ages that are suggested by this API are finally used 

to make the final decision by comparing the proposed age and the extracted age from the 

EPG data. In this experiment, users were grouped into three groups: 1-5, 6-12, 12-. If 

the program is suitable to be viewed by group 1, then no authentication procedure is 

performed. On the other hand, the authentication is considered for ages 6 and older. After 

testing the system, 24 viewers of group 2 who presented 39% from the total popularity 

could pass the authentication, while 38 viewers, who introduced the rest or 61% from 

the popularity could not pass, as shown in Figure (37). Figure (38) Provides success and 

failure cases of the second group. As it is shown, there were 14 success cases of 

authentication (TP) which present 23% of the total population. Ten success case of de-

authentication (TN) 16 %, while there was two failure authentication (FP)  which 

introduced 5%, and finally 36 failure cases of de-authentication (FN)  or 26% portion of 

total viewers. 

 

Figure (37) Pass and fail rates of the second group-exp-3. 
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Figure (38) TP, TN, FP, and FN of the third group-exp-3. 

 

In group 3, 130 viewers or the 69% of total viewers passed the authentication 

procedure, whoever 58 viewers or 31% of the total viewers could not pass, as shown in 

Figure (39). Figure (40) explains success and failure cases for the third group. With this 

group, there was 54 (TP), 76 (TN), 9 (FP), and 49 (FN), that sequentially present 29%, 

40%, 5%, 26% of total viewers. 

 

Figure (39) Pass and fail rates of the second group-exp-3. 
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Figure (40) TP, TN, FP, and FN of the third group-exp-3. 

 

Comparing results of both Biometric Authentication systems that were suggested in 

experiments 2 and 3 shows a right perspective of who practical, accurate, and reliable such 

authentication systems can be. In experiment (2) – group (2) the acceptance rate presented 

40% from the total number of viewers, while group (2) in the experiment (3) performed 39% 

from the total viewers. By comparing both results, we can observe that both results are so 

close to a minimal difference. Both results of the two groups can present a consequence on 

the overall result for both systems as error rates are more significant than success rates. 

Comparing success and error rates between results of experiment (2)-group (3) and 

results of experiment (2)-group (2), we can notice that experiment (2)–group (3) results 

presented better success rates compared to results of experiment (2)–group (2). In experiment 

(2)–group (3) there were 80% success cases, compared to 40% success cases for experiment 

(2)–group (2). There were 20% fail cases in experiment (2)-group (3) compared to 60% error 

cases in the experiment (2)-group (2). 
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On the other hand, we noticed that results of success and rejects rates in the experiment 

(2) – group (3) are better than success and error rates for experiment (3) – group (3). 

Comparing the results of experiment (2)-group (3), there were 80% success cases compared 

to 69% success cases in experiment (3)–group (3. The fail rate was 20% with experiment 

(2)–group(3) compared to 31% fail rate in experiment (3)–group (3). Finally comparing 

results from experiment (3)–group (2) with experiment (3)–group (3) shows that success 

rates in the experiment (3)–group (3) are higher than success results in experiment (3)–group 

(2). In experiment (3) – group (3) had 69% success cases compared to 39% success cases 

with experiment (3) – group (2), and respectively provided fail rates like 31% and 61%. 

To understand how success rates and error rates are distributed we have compared in 

details of all types of success and error cases between: 

1. Experiment (2) – group (2), and Experiment (2) – group (3). 

2. Experiment (2) – group (2), and Experiment (3) – group (2). 

3. Experiment (2) – group (3), and Experiment (3) – group (3). 

4. Experiment (3) – group (2) and Experiment (3) – group (3). 

As shown in Table 1: 

 

Table 1: Each comparison between groups or experiments are presented in successive lines, the 

winning score is labeled with green. 

Group and experiment TP% TN% FP% FN% 

Group2-exp2 25 30 25 20 

Group3-exp2 75 5 5 15 

     



91 
 

Group2-exp2 25 30 25 20 

Group2-exp3 23 16 3 58 

     

Group3-exp2 75 5 5 15 

Group3-exp3 29 40 5 26 

     

Group2-exp3 23 16 3 58 

Group3-exp3 29 40 5 26 

 

As we can notice in the table(1): Group3 from experiment 2 could provide the best 

results if it is compared to all other groups from both tests considering the acceptance 

rate. With 75% TP compared to 5% FP, but on the other hand, the same group could 

only reject 5% of imposters. The best results of dismissing imposters can be found with 

experiment (3) – Group (3) as 40% of imposters were denied. On the contrary, the worst 

results found with experiment (2) – Group (2) as they presented 25% of accepting 

imposters and consider them as real viewers. Finally, experiment (3) – Group (2) showed 

the worse results in rejecting true users with 58% of real viewers were rejected. 

Voice authentication in the suggested IPTV system presented the best choice 

considering biometric authentication system with highest (TP) with ages 12 and older, 

on the other hand, face recognition provided lowest (TP) especially with viewers of 11 

years and younger. Face recognition produced the best results with identifying real 

imposters (TN) with ages of 12 years and older, while voice recognition offered the 

lowest rates of blocking real imposters (TN). Voice recognition had the highest error 

rate accepting wrong people (FP) with ages of 11 and younger, while Face recognition 
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had the lowest (FP) with viewers of ages 11 and younger. Face recognition had the worst 

results of rejecting authentic viewers (FN) especially with ages of 11 and younger, while 

Voice recognition provided the lowest (FN) with ages of 12 and older. 
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