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Abstract 
 

Title:  An advanced context aware operator support system (CAOSS) for chemical plant 

operation 

Author: Sujin Babu Alfred Retna Dhason 

Advisor: Dr. Marco Carvalho, PhD. 

Analyzing potential causes for recent industrial accidents and production losses highlights 

that the majority of these incidents are due to human factor failure: operator error, poor 

decision-making and violations (Dźwiarek, 2004). In the meantime, the process equipment 

design, fabrication, metallurgy and control system has improved significantly to combat 

these unpredictable failures. This research focus on the errors due to human-machine 

interaction (HMI) in chemical plant. This paper presents an advanced support system for 

operators in chemical plants, to perform safe and reliable plant operation and maintenance 

(O&M).  

In chemical industry, almost every tasks involving human interaction with the machines are 

automated using standard operating procedures (SOP) and checklists to reduce failures. 

Paper-based system are currently used by the chemical industry to assist operators for safe 

operation of plants. Management of interconnections among paper-based operational 

documents can be difficult for workers. There are some cases, where operators are unaware 

of the existing procedures for certain situations exist. Human error is inevitable in this 
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complex environments, but it can be improvised with the advancement in science and 

technology. 

An Onboard context-sensitive information system (OCSIS) was developed for pilots to 

provide appropriate operational content at the right time to reduce  human-factor failures 

(Tan & Boy G.A, 2016). By adopting this method, and customizing it with suitable 

technology, the system can assist operators with the right information for safe and effective 

plant Operation and Maintenance. Inappropriate design of these life-critical systems can lead 

to horrible disasters; therefore, it is very important to design the system using the human-

centered approach. 

CAOSS is a mobile/tablet based application integrated with beacons to provide context 

aware field readings, procedures, and checklists for effective field operation. The chat feature 

in the CAOSS facilitates better employee communication. The proposed system doesn’t 

change any of the existing methods based on process safety management (PSM) in the plant 

operation. It upgrades the existing paper-based method with context based digital mobile 

system, which aims to reduce human factor failures. 

The system also considers the safety critical tasks (SCTs), inspection of elevated structures, 

such as chimneys, and flaring stacks, cooling towers for any defects and long distance 

pipeline for any leak detection. Workers have to climb up hundreds-of-meters high towers 

using scaffolding for the inspections, these tasks are considered high risk. Moreover, some 

plant operating systems are forced to shut down while these critical tasks are being 

performed, and increasing the potential for an accident to occur within the plant. CAOSS 



v 

provides solution through semi-autonomous drones equipped with advanced sensors and 

payloads.  

CAOSS was tested in terms of usability with chemical plant experts. The result shows that 

the CAOSS system is practical and useful for safe chemical plant operation. Specifically, the 

context-based information is more effective during time-sensitive emergency situations. 

Furthermore, they believed that the drones can reduce human physical task and operational 

down-time significantly by replacing human operators in high-risk preliminary inspections. 

To check the assessment of the CAOSS, a scenario-based test based on the Bhopal disaster 

was performed with students from FIT. The preliminary results, proved that it reduces 

operational time and cognitive load through better situational awareness. We need to conduct 

further tests and discover emerging properties, and their impacts, that the introduction of this 

system might generate. The CAOSS system is believed to reduce industrial catastrophes due 

to human errors. 
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Chapter 1 

Introduction 

 

 

This chapter provides a basic overview about the chemical plant design and its 

mechanical and instrumentation and control system. It provides information about 

the semi-autonomous plant with human-machine interface, the operator’s role in the 

plant for safe and effective operation and maintenance, and the organizational 

structure of the plant involving different layers of hierarchy. Using concept map how 

the chemical plant is organized using technology, people and organization. A deep 

accident analysis of the Three Mile Island and the Bhopal disaster is explained in 

terms of both technical and human operator failure. Probability risk assessment 

(PRA) to evaluate the risk based on the two accidents. This chapter also broadly 

defines the areas the chemical plant can be improvised to reduce incidents and 

accidents. Finally, an overview about my sponsored company and their products.  
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1.1 Background 

Evolution within the chemical industry over the past thirty years shows massive 

improvement in areas of safety, efficiency and comfort (Schmitt, 2014; Lee and Seong, 

2014). The industry started with a completely mechanical system, with manual plant 

operation. Workers with this system perform more physical labor due to the required manual 

field inspection and manual control of machines. Gradually the chemical industry upgraded 

to a semi-autonomous industry, attaching electronics and software on top of the existing 

mechanical devices. In this era of industry, all the critical parameters from the machines are 

connected to a centralized control system. Most of the operations can be done by operators 

through Human-Computer Interface (HCI) using either a mouse-click or screen-touch. The 

invention of microelectromechanical systems (MEMS) and nanoelectromechanical systems 

(NEMS), opens up various applications and controls in previous industrial systems. The 

physical size of the chemical plant has reduced significantly over the past few decades 

because of advancements in science and technology. This can be compared to the evolution 

of the watch. The first watch utilized mechanical systems, which are large, less accurate, and 

required regular adjustment and maintenance. The modern watches uses electronics and 

software-based systems and making the watch very small, with automatic features and 

ultimately, more accurate. 

The industry is considered to be technology-driven because it started with the invention of 

machines and control systems. Then, user-interfaces were created for operators to better 

work with the machines. The goal of the user-interface is to effectively operate the system 

from the human side and thus, it is designed to be simple and user-friendly to produce the 
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desired output efficiently. Some examples of these user-interfaces are operating systems, 

graphical user interface (GUI) and tangible interactive systems (TIS). The flaws in these 

designs are mitigated by human factors and ergonomics to optimize the worker’s 

performance based on the known interaction between human and machine.  The basic 

components of chemical operation are operators, user-interface and industry (Figure 1). 

Human factors and ergonomics (HF&E) are mainly for humanizing work, not focusing 

especially on the human aspect, making the work environment safe and satisfying for 

employees.  

                     

 

Figure 1 — Chemical plant operation (Image reproduced from lecture slides cognitive 

engineering HCD 6830) 

A chemical plant consists of numerous mechanical and computerized systems (Malerba, 

2006). Over the past twenty years, the advancement in mechanical engineering has 

tremendously improved the mechanical integrity and reliability of rotating process 
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equipment design (Murugan, 2017). Additionally, the progress made in the metallurgy, 

specifically pertaining to the equipment and piping for the service of hydrogen in high-

temperature and high-partial pressure atmosphere, is a case-in-point. In terms of maximum 

safety the control systems are triple redundant; the same equipment transfers an output signal 

with three different means to a voting system and then the voting system will determine the 

final output. The majority of control systems are semi-automated using advanced electronic 

sensors, actuators and complex software algorithms. It is very similar to cruise control: the 

controller continuously measures the speed of the vehicle, and automatically adjusts, 

accelerates or decelerates the vehicles speed in response to a change based on the speed set 

by the driver. 

Multiple levels of control are key components of safe and effective plant management 

(Figure 2). With the multiple levels, the plant can be controlled from the field level to the 

plant supervisory control according to the needs from one system. Control systems that are 

semi-automated are monitored and adjusted through the distributed control system (DCS) 

and the supervisory control and data acquisition (SCADA). With the advancement in 

technology, most of the operations in the chemical plant can be performed from the 

centralized control room through control room operators. But for security reasons, majority 

of the operations are performed as direct control through the field operators. 
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Figure 2 — Levels of process control. 

Starting from the bottom of the control hierarchy, level 0 is the base level and that is the 

chemical plant. Level 1 is the field control and where it includes the direct control such as 

valves and switches to manipulate the process. Levels 2 and 3 enable to remote-control of 

the process from the centralized control system, which includes the DCS and SCADA, 

where, operators can stay in the control room to control and monitor the plant. The top level 

3, enables to work on the efficiency and necessity of the production. 

The operators are the eyes, ears and heart of the chemical industry. Not only the operator 

role is to safe management of plant, but also to recognize early problem before catastrophe 



6 

occurs and take mitigation steps. The main task of the operator is to observe the plants on 

regular basis and perform plant operations and maintenance (O&M) safely and efficiently.  

Human computer interaction is the operator window for the supervisory system. The user 

interfaces uses advanced graphical design to exactly mimic the plant, where operators can 

control, monitor and analyze data. Modern systems also creates reports, sends notification 

and manages alarming control. For example, if an operator wants to increase the temperature 

of the boiler, he can increase the flow of the fuel into the boiler using the interface and also 

the HCI will display the increase in temperature in real time. Even though most of the devices 

are controlled remotely, the operators have to physically walk through the plants to sense the 

leakage, smell and vibration to understand the plant condition and also they have to collect 

the reading from the devices which are not connected to the centralized system to keep 

records of temperature, pressure, concentration, and flow. They also perform basic chemical 

tests at various processing stages. 

Organizational structure is very important for these life critical industries (Tran and Tian, 

2013). After so many incidents and accidents, organization have modified and become more 

sophisticated. The organizational structure of these life critical industries are highly 

complex; it is integrated with various overseeing and international committees. The major 

role of the organization is to provide safety, security, maintenance, R&D on new technology, 

management & performance, documentation, decision making and crisis management 

during both normal and emergency situations. For safe and effective plant operation, the 

organization creates standard operating procedures (SOP) and emergency operating 

procedures (EOP) that helps operators with step-by-step instructions to perform complex 
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tasks. The overseeing or regulatory agency are responsible for oversight and administration 

for both plant and environmental safety. Some of the organization which oversees the 

chemical industries: 

 Environment protection agency (EPA) for protecting human health and 

environment,  

 Occupational safety and health administration (OSHA) for welfare of humans at 

work, 

 Chemical safety board (CSB) to investigate incidents and accidents,  

 Federal energy regulatory commission (FERC) for regulating the power and pipeline 

of oil and gas. 

 American petroleum institute (API) for promoting safety.  

 Process safety management (PSM) to reduce frequency and severity of incidents and 

accidents. 

 Risk Based Process Safety (RBPS) to improve the process safety management from 

American Institute of Chemical Engineers (AIChE) 

“Concept maps: a graphical tool that enables anybody to express their knowledge in a form 

that is easily understood by others” (Cañas et al., 2005; Cañas et al., 2004). Concept map 

helps to organize and show relationships among entities. Figure 3 shows the concept map or 

C-Map of chemical plant operation using TOP model, which represents the relationship 

among various technologies, operators’ tasks and the organization. 
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Figure 3 — Concept of chemical plant operation. 
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1.2 Case studies 

Currently, the chemical industry is considered to be extremely safes, with very minimal 

number of accidents.  This research analyses the root cause for two major industrial disasters 

that shook the world and shows the cause of accidents in both technical and human factor 

failure.  

1.2.1 Accident Analysis of Three Mile Island (TMI) 

The plant is located in Dauphin County, Pennsylvania, United States. The accident occurred 

on 28th March 1979. It was the worst accident in the U.S. commercial nuclear power plant 

history. It was rated a five on the seven-point International Nuclear Event Scale. It used 

highly advanced technology during that period (Meshkati, 1991). The accident occurred due 

to various reasons, the technical failures and human errors made a partial core meltdown in 

the reactor. The partial meltdown resulted in the release of massive amounts of radioactive 

gases and radioactive iodine into the environment. The deep analysis found that inadequate 

training and human factors were the major problem for the accident (EPRI, 1980). 

Figure 4 shows the complete system of the Three Mile Island nuclear power plant. The 

primary system had the nuclear reaction and therefore it was safely kept under the 

containment building. The red color shows the primary circuit, which is connected to a 

pressurizer to maintain the pressure and circulates water through the core of the reactor. A 

pilot operated relief valve (PORV) is connected to the pressurizer to prevent over pressuring 

the system. The PORV valve flows to a drain tank, and if the drain tank overflows, it is 

connected to a rupture disk to relieve pressure. The primary water is pumped using reactor 

coolant pump and heated through the fission reaction from the reactor and goes through the 
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steam generator in small diameter tubes. This primary water is used to boil the water in the 

secondary circuit to generate steam. The secondary system water is pumped using two 

pumps, condensate pump and main feed water pump. The steam is further pressurized and 

passed through the turbine to generate electricity. The hot steam is further condensed into 

liquid through cooling tower. An auxiliary feed water pump is used as a backup for the 

secondary water system. 

 

Figure 4 — Working of Three Mile Island NPP (U.S.NRC 2013) 

During the accident, the condensate water pump tripped and shutdown, so the main feed 

water pump was short of water and also got shutdown. Since the primary pump got failed, 

the auxiliary feed water pump automatically started. Accidently, the water valve was closed 

after a test operation and, as a result, no water could enter the steam generator. Consequently, 

the temperature of the primary water system increased and made the pressure in the 
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pressurized to increase massively. This made the PORV mechanical valve open due the 

excess pressure and which failed to close (machine failure) and the operators in control room 

doesn’t know the exact situation and this abnormal situation made operator to take wrong 

decision leading up to the accident. Partial core meltdown occurs because of overheating as 

the result of loss of coolant in the primary system. Accident includes both technical and 

human errors (Le Bot, 2004). The technical failures during the Three-Mile Island accident: 

 Condenser pump and main feed water pump failed, triggered a controlled shutdown. 

 Auxiliary systems could not pump water, as their valves had been closed for 

maintenance (A reactor cannot be operated without an auxiliary system which was 

a violation of NRC regulations)  

 Pressure built up, which was released by a PORV valve (Pilot-operated relief valve) 

which opened automatically, but failed to close. This allowed coolant water to 

escape. 

 The drain tank gets pressurized and burst the rupture disk to pass radioactive gases 

into the atmosphere. 

 But the decay heat (heat generated by the decay of radioactive material in the fuel) 

continued, with nothing to remove it. 
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Human factors failure: 

 Plant operators had a control light that only indicated if power was applied to the 

valve, not if it were open or closed. The light went out when the power was cut, the 

operators did not know this did not mean the valve was closed, bad design. 

 As pressure was lost, some of the coolant turned to steam and formed steam pockets 

(remember the high pressure is used to keep the coolant liquid at high temperature). 

This caused the coolant level in the pressurizer to look higher than it was, and the 

operators turned off the emergency core pumps which came on after the initial 

pressure loss. 

 The discharge from the PORV overflows and sounded an alarm was ignored by the 

operators and also the building Temperature and Pressure readings were ignored by 

the operators. 

 A failure in the quench tank caused radioactive coolant to be pumped into a building 

outside the containment building. 

 Steam bubbles in the cooling pumps caused them to activate and need to be shut 

down, with the operators believing the coolant would circulate naturally. It did not 

(they did not know there were steam cavities that blocked the water flow). 

 The top of the reactor became exposed and the steam reacted with the zirconium 

cladding on the fuel rods and damaged the fuel pellets, releasing more radioactivity 

into the coolant water. At this point a new shift of operators came on, who noticed a 

problem and shut off the coolant venting via the faulty PORV valve. 
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1.2.2 Bhopal disaster 

Bhopal disaster is considered as one of the world’s worst industrial disaster happened in 

Bhopal India. The plant produced the pesticide Sevin (carbaryl) using methyl isocyanate 

(MIC) as an intermediate. The methyl isocyanate is in liquid form and they were stored in 3 

different storage tanks (Cullinan, 1994; Chouhan, 2005). During production of carbaryl, the 

liquid MIC is pumped out and further reacted with 1-naphthol to form the final product. The 

major cause was the leakage of water into the methyl isocyanides (MIC) tank that caused a 

runaway exothermic reaction and released enormous amount of poisonous MIC gas into the 

air. The accident analysis report stated that the disaster was due to a combination of technical 

failures, human factors, safety system and crisis management. The figure 6 shows the process 

flow diagram of the MIC storage system. This diagram is drawn by the real chemical plant 

experts to analyze the accident. 
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Figure 5 – Process flow diagram (PFD) of MIC storage system (Fitiri, 2017) 

The MIC storage system involves three major controls: 

1. Level control 

2. Pressure control  

3. Temperature control 

Level control 

The plant consists of three storage tanks to store the liquid MIC. According to the plant 

safety regulations that the tanks should not be filled more than 50%. Each storage tank is 

equipped with a level measurement system, which includes level indictor that displays the 
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quantity of MIC in the tank. It also includes a level transmitter, which transmits the level to 

the centralized unit. During the production process, the intermediate liquid MIC is pumped 

out of the tank using the transfer pump. This pump is designed to reduce overheating and 

that can even lead to pump failure. 

Temperature Control 

Each storage tank is equipped with a temperature control system, which includes temperature 

indicator to display the temperature of the liquid MIC and temperature transmitter to transfer 

the temperature to the centralized system. 

If the temperature increased above the threshold value, the temperature control system starts 

the circulation pump and transfer the liquid MIC to a refrigeration unit to cool down and 

sends back to the storage tank and this process continues until the tanks temperature comes 

down below the threshold value. 

Pressure control 

Each storage tank is equipped with a pressure control system, which includes pressure 

indicator, which indicates the pressure. Pressure transmitter to transfer the value to the 

centralized unit. When the pressure is above the threshold value, a valve will be open and 

using PID (proportional, integral and differential) method, they try to reduce the pressure. 

They also have a RV (relief valve), this valve is designed to withstand a certain pressure and 

when it exceeds, the rupture disk (RD) breaks and releases the pressure. 

Both pressure valves are then directed to the vent scrubber, which uses chemical mechanisms 

to remove all the toxic substances from the pressurized gas. Then the vent scrubber is 
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directed to the flare stack, which burns out most of the remaining toxic particles from the 

gas and releases the further gas into the atmosphere. 

The accidents analysis shows that the plant is not built according to the environmental 

protection that leads to many fatalities(Taylor, 2012): 

 Factory located very close to the residential region 

 It is located on the wrong side in accordance with the prevailing wind. 

 There is no proper medical or first aid support within the industry and local hospitals 

have lack of knowledge about the treatments. 

Primary causes for the accident: 

 The plant has three liquid MIC storage tanks: E610, E611 and E619 with each of 

capacity 70 tons. According to union carbide corporation safety regulations 

specified that no tanks should be filed more than fifty percent with liquid MIC. At 

the time of accident, tank E610 contained 42 tons of liquid MIC (Violation). 

 Each MIC tank should be pressurized with inert nitrogen gas to pump out the liquid 

MIC and also to keep impurities out of tank, which is not pressurized.  

 During maintenance, a MIC operator has task to wash a section of a relief valve vent 

header (RVVH). According to the standard operating procedure, the flange should 

be blinded or clogged and so water cannot entered into the tank but the operator 

failed to blind the valve (Violation). 

 Water entered into the tank through the side valve, which located 400 feet by 

pipeline from the initial point of entry. That runaway exothermic reaction, which 
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was accelerated by contaminants, high ambient temperatures and other factors, such 

as the presence of iron from corroding non-stainless steel pipelines. 

 Due to the exothermic reaction the temperature got increased and the refrigeration 

system meant to cool the liquid MIC was shut down before two years. The coolant 

is used for another part in the plant. 

 This chemical reaction made enormous amount of methyl isocyanate (MIC) gas due 

to pressure and heat from vigorous exothermic reaction. The safety pressure valve 

opened and the toxic gas entered directly into the atmosphere due to the failure of 

backup safety systems. 

 A vent gas scrubber (safety system) used to detoxify the gas, which had been turned 

off three weeks prior during the time of accident. 

 A flare tower (safety system) designed to burn off MIC gas as if escaped, which had 

a connecting pipe removed for maintenance. 

 The toxic MIC gas directly entered the atmosphere and causes the massive disaster. 

Human factors failure: 

 The number of operators for operating and maintenance are very low. 

 The shift operator failed to communicate to the next operator regarding the increase 

in pressure. 

 Operators did not follow the safety procedures while washing the MIC pipelines. 

 Operators failed to recognize the increasing in pressure was something abnormal 

and doesn’t know the consequences of the MIC. 
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1.2.3 Risk Assessment (PRA) and possible solutions 

According to safety engineering, a life critical system should be designed efficiently to 

reduce the number of accidents. Probability risk assessment (PRA) is a systematic 

methodology that is used in complex technological applications to evaluate risks to enhance 

safety and to reduce costs (Tavanti & Wood, 2017). In PRA, the risk is characterized by two 

quantities. Severity, which defines the magnitude of seriousness of the situation. E.g. the 

number of people potentially hurt or killed. Probability, which defines the likelihood of 

occurrence of each consequence. That is the number of occurrences or the probability of 

occurrence per unit. So the total risk is determined as 

Risk = sum (CSi * Pi) 

Based on the two accidents, situations of and common causes of the incidents and accidents 

are analyzed during complexity Analysis course work and are tabulated in Table 1. A risk 

matrix, in which the likelihood of occurrence and severity has been portrayed in Figure 9. 

Table 1- Situations and common causes of accidents 

S.no Situations 

1. Sabotage 

2. Stress or fatigue of operators (Human factor failure) 

3. Carelessness or not following the procedures. Finding procedures during 

critical situations 
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4. Electrical error causes fire 

5. Severe corrosion of materials and release of radioactive/toxic gases into the 

plant area  

6. Improper organizational and design  

7. Leaking valve forces shutdown 

8. Loss of backup electrical power led to overheating, meltdowns, and 

evacuations 

9. Natural disaster like tsunami, earth quake and flooding. 

10. Loss of coolant and partial core meltdown 

 

 

 

Figure 6 — Risk matrix based on probability risk assessment (PRA). 

Many other major accidents such as Texas, city, Piper Alpha and Chernobyl were also 

initiated by human errors. Analysis of accidents and incidents shows that human failure 
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contributes to majority of them. There are several organizations including PSM and API in 

United States to ensure safe and healthful environment. This research mainly focuses on 

reducing human factor failure in life critical industries. Information technology (IT) has 

improved tremendously and there are many solutions for bridging the gap between the 

advancement in information technology and the chemical industry. The ultimate goal of the 

IT in fourth industrial revolution is to make the operation as completely autonomous and the 

technology is not up to that level now. Currently, information technology currently focused 

in certain areas: 

1. Predictive maintenance using Big Data and Machine Learning. 

2. Industrial Internet of Things (IIoT) using wireless connectivity for effective 

industrial control and optimization. 

3. Context based field operation and maintenance for providing right information at 

the right to improve operational efficiency. 

4. Autonomous and semi-autonomous plant inspection using aerial and terrestrial 

drones for improved safety and efficiency in safety-critical taks. 

1.3 Overview 

I have been sponsored, and am working with a Texas based company Fitiri (First Time Right) 

since fall 2014, a worldwide provider of software solutions for improving productivity and 

safety of chemical plant operation management and they also design suitable ruggedized and 

intrinsically safe mobile devices. The clients of Fitiri are shown in the Figure 9. 
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Figure 7 - Well known clients of Fitiri. 

Their key partners are HP, Motorola, Panasonic, ECOM, Juniper, Dell, Honeywell and many 

other software companies. They have five major software products plantMS, TimesheetMS, 

AquaMS, CatalystMS and smart documents. 

Plant MS  

I have worked on the project called PlantMS and it is developed by chemical plant experts 

and software engineers before ten years.  Plant MS is plant management system, it interacts 

between the workers and the machines to improve the safety and efficiency of plant 

operation. Plant MS is a customized mobile device with a bar code reader on the top. The 

features of the plant MS include Field Reading Automation, Shift Supervisor Descriptive 

Log, Data Historian, Alarm Management, Process Equipment Performance Evaluation, 

Process Safety Management Checklists, Preventive and Corrective Actions and Plant 

Resources.  
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 Field reading automation enables operators to collect field reading through mobile 

devices and through internet, the data is immediately transferred to the server. 

Barcode scan is added for enhanced security and operator’s presence. 

 

 

Figure 8 - PlantMS data collection method 

 Operator presence is very important for collecting the field reading and the plant MS 

authenticates using bar code to enter the field reading. The operator have to select 

the right log sheet from the list and scan the concerned bard code (Fixed on the 

equipment) to take the field reading.  

 After entering all the field readings, the operator should synchronize the data to the 

server as shown below in figure 9. The mobile application using the internet it 

transfers the data to the server. The data can be accessed anytime by the supervisors. 
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Figure 9 — Field data synchronization to the server. 

 Data can be analyzed by the supervisors and managers through the web in any 

accessed computers (Figure 10). Another PlantMS feature is Data historian, which 

enables to export data in different formats including pdf and excel. It also allows to 

print log sheets directly. 

 

 

Figure 10 — PlantMS desktop application to access data. 
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1.4 Project scope 

This research focused in two areas. At first, improving the operational efficiency through 

context aware information to the operators in chemical plant. In other words, redesigning the 

Plant MS system completely from the scratch using advanced mobile devices and sensors. 

Second, how the drones can be used to inspect elevated structures in chemical plant. 

 No operators can permanently remember all procedures and technical knowledge, 

particularly under abnormal situations with time pressure situations. Therefore, operator 

support system is essentially important to reduce human errors. Several instruments, panels 

and displays are developed to improve visualization of the operator with high level graphics. 

But currently the technology has improved tremendously and it is very important to identify 

the right technology and methods to develop these life critical support system. Human-

centered-design is a new disciple for designing system, especially for these lie critical 

domains. More details about HCD is provided in Chapter 3. 

As a student of human centered design, I took the courses of cognitive engineering, 

complexity analysis, life critical system, advanced interaction media, modeling and 

simulation and organization design and management have identified some areas to upgrade 

the application in terms of usability, context awareness, operation communication and plant 

inspection (especially elevated structures and hazardous zone). Onboard Context-Sensitive 

Information System (OCSIS) was developed by a PhD student in human centered design 

institute, which is available on a tablet wirelessly connected to relevant cockpit parameters 

(Tan, 2015). OCSIS assists pilots by providing context aware information of procedures in 

normal, abnormal and emergency situations. The results was amazing from different pilots. 
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“Visual intelligence for crisis management” is another PhD from HCDi and which is about 

3D visual information for decision makers during critical situations. These researches 

provides various information for my project. 

This dissertation presents a new operator support system called context aware operator 

support system (CAOSS), which is used to assist the operators through context aware 

information in the plant. Currently in information technology, the major domain of 

improvement is to provide context aware information to the people. Mobile phone is a very 

good example, it is now integrated with different technology and sensors like Bluetooth, 

internet, GPS, accelerometer, gyroscope and so on, to provide situation-based, time-based 

and location-based information (context-awareness).   

CAOSS system is aimed to design for mobile/tablet devices, integrated with sensors and 

UAV to support industrial workers through context aware information by reducing their 

cognitive load to perform safe and effective plant operation and maintenance. The proposed 

system (Figure 14) shows the generic approach of the CAOSS design. Where the process 

indicates the chemical plant process and functions. The mission indicates the operation and 

maintenance tasks and activities of the operators. UxS, where X represents both aerial and 

terrestrial drone for inspection. The proposed support system is for N number of field 

operators and each of them uses mobile/tablet based devices. N number of drones can be 

used for monitoring and inspection. 
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Figure 11 - Proposed method 

Chapter 2 describes the complexity in chemical plant design and complexity of operators 

performing plant operation. It also discusses the role of operators and the regulations from 

the organization. It describes the problem statement and focuses mainly in problems due to 

human errors and also on safety critical tasks.  

Chapter 3 covers the methodology of research and solution for the problem using human 

centered design approach. It starts with purpose to means, and describes the topics studies 

over the course of dissertation including modelling and simulation, cognitive engineering, 

complexity analysis, life critical system advanced interaction media. Finally, it describes 

about the design process of CAOSS.  

Chapter 4 presents the design and development of CAOSS mobile application through a 

series of human in the loop simulations (HITLS). This chapter describes the features of 

CAOSS: 1. Context-aware field reading, work notification, alarm management and operating 
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procedures. It also explains the design and development of drones to inspect the elevated 

structures.  

Chapter 5 presents the qualitative testing for evaluating the usability of CAOSS with group 

of five chemical plant experts. It presents a cognitive walkthrough of CAOSS with nine tasks 

and an expert usability review. Finally the testing results are also provided. 

Chapter 6 presents the second testing based on quantitative analysis. It is based on scenario 

testing, where an actual scenario from Bhopal disaster is used to conduct the experiment to 

measure the time and new features. Finally, a modified NASA-TLX is performed to evaluate 

the mental and visual demand. 

Chapter 7 concludes the design of CAOSS and provides information for future research and 

improvement  
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Chapter 2 

Context and domain of investigation 

 

This chapter explains about the evolution of advancement in chemical plant, and the current 

plant management. The importance of using both centralized and decentralized approach of 

management with advancement in technology. Then, it presents the importance of human 

operator in the plant and their job role, the complexity of balancing both the automation and 

human operator in the plant. The regulations from OSHA and other safety standards for 

enhanced safety for chemical plant operation, operators and environment are explained. The 

problem statement explains the current problems in the chemical plant and the problem the 

research is focused on. Finally, it explains the human errors in the chemical plant and its 

mitigation methods using advanced technologies. 
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2.1 Advancement in chemical plant 

During early twentieth century, mechanical engineering became very advanced and they 

started integrating different mechanical parts to create a fully functional mechanical system 

such as cars, trains, ships, airplanes, power plants and so on. In the mid-twentieth century 

electronics emerged and they became more dominant after the invention of computers. 

Electronics are added on top of the mechanical system for easier and effective operation and 

control. This lead the late twentieth century to the emergence of automation. Automation 

brought a lot of advantages in production, quality, and safety. During the twenty-first 

century, software became very effective with different algorithms, libraries and databases. 

They added software in the electronics to make the systems more intelligent and effective. 

This changed the automation to autonomous system. Automation is based on predictive 

linear model, but the world is completely nonlinear and it is very hard to consider unexpected 

events and therefore human operators have to handle those critical situations. Also these 

automation brought different levels of problems. Human factors and ergonomics has been 

studied during the problems with automation (Seppelt and Lee, 2012). Usually human factors 

and ergonomics were considered after the system is completely built. So the drawbacks are 

overcome using procedures, checklists and other supportive documents. Some flaws can 

even lead to the redesigning of the entire system.  Currently, the chemical industry is 

considered as one of the most complex operations of any industry and their main focus of 

the organization has been on health, safety and environment (HSE) metrics.  
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Figure 12 – Evolution of Industries 

Currently industries are semi-autonomous and operators will experience an intuitive user 

interface which provide entire control options to easily understand the performance metrics 

and also to perform reliable operations (Figure 12 with red box). There are different types of 

control techniques like adaptive control, intelligent control, optimal control and robust 

control, which are widely used in these industries. The current era is more of semi-automated 
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systems, where part of the systems are automated and the limitations of the automation has 

to carry out by humans. The modern chemical plant runs automatically with predefined set 

of situations and other situations have to be done manually by the operators. It is very similar 

to adaptive cruise control (ACC) systems in automobiles, which requires human-automation 

interaction. Humans can assign the speed of the car using the ACC system and the car 

automatically maintains the assigned speed. It includes various control logic to maintain the 

speed for different situations, but the world is highly nonlinear. Thus, during abnormalities 

like any sudden interferences, humans have to manually control the vehicle. With the 

advancement in technology, the industries are moving towards completely autonomous 

plants, which are currently not up to that level. 

The plant controls in chemical industry is based on both centralized and decentralized 

approach for improved safety and efficiency 

2.1.1 Chemical plant centralized control 

Distributed control system (DCS) is a commonly used centralized electronic system which 

consists of hardware and software to control the process of the plant, and is also called as 

process control. It provides single plant control, instead of plant-wide control. The entire 

system of controllers are connected through a secure network for communication and 

monitoring. It uses high level redundant sensors and actuators with set point threshold to 

safely and effectively control the flow in the plant. This brings common platform for 

configuration, operation and maintenance, alarm, historian and training on single platform. 

The DCS has an input, an output and a processing module. The input receives signals from 

the instruments and processes them through the high performance processors and provides 
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the output back to the instrument. DCS in industries are triple redundant operation based on 

IEC standard (International Electro-technical commission) for complex technology in 

safety-related systems. It includes three different sensors which transfer information through 

three different communication serial buses with three different processors to enhance the 

reliability. Figure 13 shows the overall architecture of a manufacturing industry connected 

to a distributed control system. Each unit like the steam turbine and the gas turbine has 

different sets of control loops and separate processing units to avoid unnecessary failure due 

to other units. Example: for controlling the pressure, the control system consists of three 

different types of pressure sensors collecting the reading using different principles and three 

different processing unit controller and a control valve. The pressure sensor sends the input 

of the flow of pressure, the input value is compared with the set point control. This activates 

and opens the valve of control accordingly to maintain the pressure. Safety integrity level 

(SIL) is a measurement used to evaluate the performance of safety instrumented function 

(SIF), with SIL 4 being the highest level of safety integrity, and SIL 1 the lowest. This single 

power control system improves operator awareness, reduces multi-system complexities and 

provides efficient operations and decision making. The major advantages are, it improves 

plant uptime and reduced personnel. 

Modern DCS uses cloud based wireless systems and mobile interfaces to access the plant 

remotely and makes it easier for collaboration. Industrial internet of things (IIOT) is a new 

era which uses sensors, machine to machine (M2M) communication, machine learning, big 

data for extensive computation and analytics to provide better assistance. The main 

advantages of these modern DCS are  
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1. Predictive maintenance (able to predict failure before it occurs) 

2. Easy to install and to extend  

3. Virtual commissioning (simulation to handle different situations and productions) 

4. Highly connected organization (remote access). 

The workers in the centralized control are called panel operator or control-room operator. 

They mainly perform supervisory control and monitoring of different process controllers. 

The major tasks are message handling, archiving, hardware diagnostics and execute control 

functions (Epple, 2000). 

 

Figure 13 - Distributed control system Architecture (copied from Siemens manual) 

The other major component for centralized control is SCADA HMI (supervisory control and 

data acquisition human machine interface). It is very expensive, when compared to the DCS 
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because SCADA includes data acquisition and supervisory control. It is a software 

component which enables chemical plant operators to manipulate the control system for 

remote monitoring, controlling and analyzing the industrial process. It consists of graphical 

user interfaces for high level process supervisory management.  SCADA system 

communicates real time with the programmable logic control (PLC) and remote terminal 

unit (RTU) field controllers and brings all the data into the SCADA system. These data are 

presented through high level graphical user interfaces to the operators. This allows the 

operators to visualize real time about the process and control the process change settings, 

and they can also react to the alarms and so on. SCADA consists of data historian and the 

data can be tracked and analyzed over long term. These data can be used to predict further 

failures and other issues earlier. It displays the actual 3D model of the machines and process 

using high level graphics. Clicking on the particular instruments will show more information 

about the plant. Operators can control the process of the plant through these interfaces. The 

control system uses feedback mechanism to continuously modulate control. The controller 

continuously calculates an error value as the difference between the threshold value and 

measured value, and applies correction. More recently, the HMI are more context sensitive 

with advanced visualization to support human operators to reduce operation errors.  

2.1.2 Decentralized plant control 

In large-scale dynamic system (chemical plant), it is extremely difficult to identify all system 

parameters and control them globally. Therefore, a decentralized management for every 

major equipment is developed using small control systems. It is also called direct control. 

The workers in decentralized plant control are called as field operators. A field operator is 
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responsible to work outside the control room with constant communication with the panel 

operation in performing field operations such as making manual adjustments to pumps and 

other equipment. Mostly plant start up and shutdown are performed through direct control 

by field operators based on the guidance from the panel operator. In chemical plant, field 

operators are also responsible for preparing chemicals, maintenance and other procedures as 

required. “This paper focuses on the role of field operators”. 

2.2 The role of the operators 

The main role of the operator is to perform the operation and maintenance of the plant safely 

and effectively. In the semi-automated era, majority of the process in the chemical industry 

are controlled and operated by centralized control, which includes high level processors, 

databases, servers and networks. Panel workers are responsible for the control room 

operations, where the operations are supervisory control and which can be done using mouse 

click and touch interfaces. This brings the new domain called human computer interaction 

(HCI). Field workers are highly important in the industries to walk around the plant and 

sense the environment physically to check the leakage, vibration, pressure, noise, radiation 

and other abnormalities to safely perform operation and maintenance. Therefore the human 

role is very important in the chemical industries. There are various levels of operators from 

highly experienced to entry-level, and the cognitive level of each operator is different. The 

tasks in chemical plants are categorized into normal, abnormal and emergency situations.  

2.2.1 The Changing role of the operator 

Initially, the plant is more mechanical and the tasks of operators are performed only by their 

knowledge. Every plant operators have engineers to understand the entire process and flow. 
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After that, they developed some basic methods and procedures to perform the operations 

more organized (mostly through failures). After twentieth century, majority of operations 

are based on supervisory control through centralized systems.  

 

Figure 14 – Changing role of operators 

The role of operators are changing significantly with advancement in technology. The 

operator of the past rely more on manual operation which requires in-depth knowledge of 

the process and machine operations. Operators are trained with linear knowledge with 

specific functions. They often learned from previous operators and through trial and error 

Future Operators

Autonomous robots (No human)

Todays Operators (past 5 years)

Digital Procedures Electronic Procedures & Training

Yesterdays Operators (before 10yrs)

More procedures (Papers) Paper procedures & Knowledge

Intermediate Operators (before 15 yrs)

Minimal procedures Knowledge  & procedures

Past operators (before 25 yrs) 

No procedures Only knowledge
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method. After several incidents and accidents, the tasks of the operators were well organized 

with checklists, work orders and operating procedures. Currently the human-computer 

interaction (HCI) uses advanced software solutions to obtain real-time information from 

different sources and easier collaboration for intelligent problem solving. These software 

tools can provide quick access, can be easy to use, and can provide predictive analysis to 

support panel operators in the control room. Field operators have to coordinate with the panel 

operators to make manual adjustments and operations.   

2.2.2 Tasks of operators 

The objective for the operators is safe and effective management of the plant. The operator’s 

tasks can be classified as 

 Routine operations, which includes daily operator rounds, checking the machine 

readings, and completing their checklists. Standard operating procedures are used to 

support the operators to perform routine operations. 

 Non-routine operations are generally not performed on regular basis, which includes 

start-ups and shutdowns (Example: sudden raise in temperature). 

 Emergency operations occur during abnormal situations. It is highly critical and the 

organization has to take the right actions and make the right decisions (Example: 

loss of electricity, loss of coolant water). 

 Communication between the operators, supervisors and shift descriptive log and 

management. 
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Routine Operations 

Routine tasks are usually repetitive of one or more tasks which are usually performed at 

fixed or regular time intervals, depending on the systems. They are managed by certain rules 

and regulations with proper checklists and standard operating procedures. As a part of 

routine operation, the supervisor manages and coordinates a shift, the panel operators control 

the plant by DCS and HMIs, and the field operators go on rounds to make sure the equipment 

are functioning properly. Both field and panel operators have routine tasks which includes 

checking the field reading, scheduled maintenance, inspecting leakage and so on. Field 

operators have to physically walkthrough the plant to sense the plant conditions and to collect 

reading from the sub system (system not connected to DCS). Scheduled maintenance have 

to be performed in regular basis which includes oil change.   

Non-Routine and emergency Operations 

Emergency situations can either be before or after the incident and accidents. It is 

highly critical and operators have to make decisions and actions in a short amount of 

time. These situations are highly stressful and critical. For an instance loss of coolant 

in industry, it is an emergency situation and it will make the temperature increase and 

that makes the pressure to increase, which in turn rings up all the alarms in the control 

room. Operators have to identify the problem in a short period and have to take proper 

actions including plant shutdown or turning on an auxiliary pump. 

Non-routine tasks are usually not regular and sometimes it can even be the first time 

for the operators, since this is not regular and it can be sometimes difficult for operators 

to understand the actual problem for the cause. Non routine operations are uncertain 
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and it can be better understood by communicating with the panel operators and 

supervisors. The following table shows different non-routine operations: 

Table 2 - Non-routine operations 

Non-routine operations 

S.no Situation Reason 

1. Emergency situation 1. Loss of power 

2. Loss of feedstock/steam 

3. Occurrence of fire 

4. Chemical release and spill 

2. Production loss 1. Leakage 

2. Machine breakdown (Improper 

preventive maintenance) 

3. Shutdown 

 

3. Unstable operation 1. Control system malfunction 

2. Equipment malfunction 

3. Chemical composition 

4.  Regular operation 1. Pending work orders 

2. Unclosed supervisor instructions 
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2.2.3 Communication of Operation 

Proper communication between plant personnel is very important and poor communications 

in the workplace between workers can cause several problems. Effective communication and 

timely follow up among the plant personnel is key to plant safety and reliability. The 

chemical plant organization consists of multiple layers of management and it is hard for 

operators to communicate the information to the upper level effectively. A real-time 

communication from field operators to panel operators, supervisor, and management is very 

essential. For instance during a shift, a field operator identifies a leakage of lube oil in a 

pump and it has to be sent to the supervisor. Due to the lack of communication, the 

information might not be passed properly. Groupthink is a phenomenon when group of 

decision makers get together as a whole, which causes irrational actions. It occurs mainly in 

isolated groups and people from similar backgrounds and it is destructive in effective 

thinking. The NASA challenger disaster is a very good example of groupthink (Janis, 1991).  

2.2.4 Complexity in plant operation 

Complexity is defined as integration of several systems connected together to achieve a 

global behavior, which is not performable by single elements. Chemical industries are 

considered as highly complex, because they consist of numerous equipment connected 

together including gas turbines, boilers, compressors and pumps. The regular operations are 

carried out semi-autonomously, that is through both humans and automated machines. 

Transfer of cognitive functions to machines through software is called automation of 

machines and procedures and checklists for automation of people (Boy G.A, 2013a). These 

automations are based on linear approaches but, the world is highly non-linear and it is very 
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important in proper balancing of functional allocation of automation and human decision-

making (Figure 16). 

 

Figure 15 – Automation of human and machine ((Boy G.A, 2013b) 

 Two complex situations in chemical industry is explained: 

1. Chemical industries are highly non-linear because a single failure can lead to 

multiple failure and sometimes can end up with huge catastrophe. Every process 

control requires multi loop control and it uses different algorithms and strategies. 

For example, a loss of cooling water can increase the temperature, which results in 

increase of pressure and collapse the entire loop. An example of multi-loop control 

based on Bhopal plant is shown in Figure 15. Let us consider, the tank has some 

liquid chemical in high temperature and the refrigeration is used to cool the system. 

If the refrigeration unit fails, the temperature in the tank increases and produces 

enormous amount of steam. This increases the pressure in the drum because of the 
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additional vapor. The feedback controller provides continuous update in the change 

in temperature and pressure to the control unit. The control system is optimized in 

such way to identify the actual problem first and then activate the auxiliary 

refrigeration unit.  

 

Figure 16 – Multi-loop control (Fitiri, 2017) 

2. Some problems cannot be handled by machines and it should be handled by humans. 

The limitations of the automations have to be carried out by human operators. 

During abnormality, operators have to identify the problems first, based on their 

experience and training, and then they have to find the right procedures to take the 

right action. Currently, the operators are not engaged and thinking about the physical 

operations of the plant because they have been instructed to follow procedures. This 

is basically automation of people through procedure (Boy G.A, 2013) . After several 

incidents and accidents, the number of procedures increased from hundreds to 
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thousands and it is very complex for the operators to choose the right procedures 

and sometimes they do not even know if  a procedure is available for certain 

situations. Strict adherence to procedures and rigid compliance may not prevent 

incidents or increase safety (Schmitt, 2014). There is very minimal research focused 

in this area to reduce the complexity of operators in performing plant operations. 

2.2.5 Safety standards in chemical plant 

The progress made on the chemical industry is massive over the years. There are many safety 

standards from metallurgy of equipment to instrumentation and control. Some of the major 

organizations are mentioned below 

1. American section of the international association for testing material (ASTM) 

The standard provides information about the metallurgy and metal stress values. 

2. American society of mechanical engineers (ASME) 

This standard provides information about the hydrostatic pressure tests. 

 

3. Safety integrity level (SIL) 

It provides information about dependency of the instrumentation and control (I&C) 

These standards provide better confidence for designers in ASTM metal stress values and 

consequently, reduce ASME hydrostatic pressure. 
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2.2.6 Process safety management (PSM) 

The government and regulatory organizations are responsible for the safety of plant 

operation, human and environment (OSHA, 2000). Process safety management (PSM) is a 

regulation for chemical plants formulated by occupational safety and health administration 

(OSHA). The goal of the PSM is to prevent catastrophic accidents and if an accident does 

happen, to minimize the consequences. Chemical plants use various hazardous chemicals 

which may be toxic and explosive, and have high potential for incidents and accidents. 

Recent major disasters are Philips Petroleum Company in Texas, Texas city refinery 

explosion and Amuay oil refinery explosion in Venezuela (Broadribb and Eng, 2006; Yates, 

1989; Krebs, 2014). The major reasons are due to absence of process hazard analysis, poorly 

maintained equipment and safety systems, lack of emergency response planning and 

inadequate training for handling different situations.  Operators are responsible for safe and 

effective plant operation and therefore there are many standards including technology, 

procedures and management practices for PSM. The PSM standard requires the operators to 

incorporate each of the fourteen key elements in PSM, which are employee participation, 

process safety information, process hazard analysis, operating procedures, training, 

contractors, pre-setup review, mechanical integrity,  hot work permit, management of 

change, incident investigation, emergency planning and response, compliance audits and 

trade secrets. All the elements are interlinked and interdependent, and together called the 

entire PSM. The major safety standards of chemical plant is shown in Appendix A. 
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2.3 Problem statement 

Currently the chemical industry is highly sophisticated with high-level organization structure 

and safety standards. Meanwhile, the mechanical integrity of rotating and reliability of 

process equipment design has improved tremendously. The progress made on the metallurgy 

of equipment and piping service in high temperature is increased significantly. In addition, 

the reliability of instrumentation and control (I&C) systems has improved significantly with 

better automation for increasing productivity, robustness and consistency. The amount of 

risk reduction in machines is also increased using SIL-3 and SIL-4 redundancy (Mark, 

Turner, and Nicola, 2004). Finally, these advancements in chemical industry have reduced 

machine failures drastically over the years. But this did not stop the industrial accidents and 

incidents. 

Analyzing the recent accidents shows that the majority of accidents are due to human 

factor failure and therefore human-machine interaction (HMI) is the weakest link. Humans 

are highly complex and it is inevitable to control human errors in this complex environment. 

In order to reduce the human errors, the organization must mainly focus on operational 

training and the operator 2.3.1 role must be automated using standard operating procedures 

and checklists. 

This research mainly focuses on the problem that the majority of the chemical 

industry uses paper-based system to assist operators for “safe” operation of plants. 

Meanwhile, the number of procedures have increased tremendously over the years and the 

management of interconnections among paper-based operational documents can be difficult 

for workers. This research also focuses on safety critical tasks including inspecting elevated 
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structures and long-distance pipeline. These tasks are done by human operators and it 

requires high level safety measures and also it consumes enormous time. Sometimes these 

tasks may lead to shut down the plant even for a month.  

“Organization is finding all possible solutions to improve the safety, efficiency and comfort” 

2.4 Human Factor 

Human factor is defined as humanizing work; it focuses on both humans, and the safety and 

efficiency of their work place. It is very important in life-critical systems to minimize the 

likelihood of mistakes, and it is usually carried out after the end of system, is completely 

built. The main objective of human factors is to reduce error in process design, operation and 

maintenance and organizational management, to make the tasks easier for the workers by 

performing it in the right way. Humans, by nature make mistakes and it is inevitable, 

irrespective of how much training and experience are provided (Reason, 1990). The human 

errors in industries are classified into two types, human errors and violation. Some of the 

human errors can be due to stress, fatigue and unintended actions like pressing the wrong 

button and forgetting to carry out a procedure. The other mistakes could be following wrong 

procedures for a situation. Violations, where humans deliberately carry out wrong actions, 

which are against the organization. Human factors failure has been the major cause of most 

of the catastrophic accidents, almost in every large scale industries, including chemical 

industries. Example of a human factor failure: Improper interface design, operator opened 

the wrong steam valve instead of oil valve and resulted in overheat of tubes and gets 

collapsed. Usual investigation shows that the operator was wrong and nothing else can be 

done, but the human factor report says that the access to the steam valve was poor and very 
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difficult to differentiate between both the valves. Also there was no indication to the control 

room about the flow. The human factors aims to differentiate both the valves either using 

different colors or through some other indication. 

2.4.1 Human factor in chemical industry 

Chemical safety board (CSB) highlighted, that human factor plays the vital role in the recent 

catastrophic accidents including BP Texas city and Bhopal disaster. CSB identified that, 

many other accidents are also caused due to human factor failure. Human factors is not a 

new concept and there has been many reported failures due to poor control of human factors. 

Therefore the organization is trying to find all possible solutions to reduce human errors in 

workplace. CSB urges the regulatory commission OSHA to focus more towards human 

factors.  OSHA promulgates process safety management (PSM) to reduce human errors and 

also, to reduce the impact of human errors for chemical industries. American institute of 

chemical engineers (AIChE) and center for chemical process safety (CCPS) have newly 

developed Risk Based Process Safety (RBPS) to improve safety management practices in 

chemical industry (CCPS, 2007).  

Process Improvement Institute (PII) claims that’s almost all or nearly all accidents expect 

natural disasters begin with human error (Bridges & Tew., 2010) and shown in figure 17. 

Some of the areas in industries, where human related errors include: 

1. Designing and Engineering the process 

2. Installing and commissioning the equipment 

3. Operating and maintaining the process. 

4. Trouble shooting and managing process changes. 
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Figure 17 – Accident losses with human error (Image from PII) 

2.4.2 Factors leading to human errors 

According to the usual viewpoint, human error is the cause of incidents and accidents, but 

the philosophical approach states, human errors are related to the people, tools, tasks and 

operating environment.  According to National Offshore petroleum Safety and 

Environmental Management Authority (NOPSEMA), the unintentional actions are classified 

as skill-based errors and mistakes are categorized as rule based and knowledge based errors 

(NOPSEMA, 2015).  

Skill based errors– It is based on the operators’ skills. This is sensorimotor performance 

without conscious control. Mostly during routine operation, these errors may occur. Rule 

based errors– This is very common in current work environment, where a consciously 

controlled rule is applied. Operators have to use the organization rules and procedures and 

sometimes they deregulate from the organizational rules. Knowledge based errors– It mostly 
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happens in unexpected situations, where operators have to examine the system and based on 

their knowledge to take active plans and decisions.  

Human factors accident investigation and prevention process in complex operations start 

with the human errors during the operation that leads to an incident or accident. Swiss cheese 

model is widely used to understand the root cause of the accidents. Figure 18 shows Swiss 

cheese model. 

 

 

Figure 18 – Swiss cheese model (Reason, 1990) 

In the Swiss cheese model, an organization’s defenses against failure are represented as 

slices of the cheese. The holes in the cheese slices represents the loop holes in every levels, 

and are continually varying in size and position in all slices. The system as a whole produces 

failures when holes in all of the slices momentarily align, permitting "a trajectory of accident 



50 

opportunity", so that a hazard passes through holes in all of the defenses, leading to an 

accident.  

According to Reason’s model, human errors takes place at four levels of failure. Unsafe acts 

of operators, preconditions for unsafe acts, unsafe supervision and organizational influences. 

Figure 19 below shows the loosely categories for every factors (HFACS, 2003). 

 

Figure 19 – Overview of human factor analysis 
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Unsafe acts: Unsafe act of human operator in process industries can be classified into human 

errors and violations. Human errors can be skill, knowledge and rule based errors. Any 

actions against organizational rules are considered to be violations. 

Preconditions for unsafe acts: It is based on the environmental factors, technological 

resources, operator conditions (Cognitive and physical factors) and personal factors 

including the culture. 

Unsafe Supervision: It includes improper supervision, unplanned operations and supervisory 

violation. The role of supervisors is to ensure workers performance management.  

Organizational influences: Improper organizational management affects directly or 

indirectly all the other three conditions. Organization is responsible to allocate the resources 

effectively, including funding, technology and other factors.  Organizational process 

including structure, policies, union relationships and cultural aspects. 

Some of the common human errors in chemical industries are  

 Not performing any actions, during necessary situations no actions are performed. 

 Performing wrong actions, during operations checks are omitted or wrong checks 

are made. 

 Performing correct actions with wrong context, during abnormal situations, the 

context is misinterpreted. 

 Violation of rules and procedures, performing tasks through shortcut methods like 

running, climbing and not wearing proper equipment’s. 
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 Shortage of time, during unexpected situations there won’t be enough time to detect 

errors and to perform correct actions. 

 Human stress and fatigue, psychological factors which can lead to human errors. 

2.4.3 An example of human error in chemical industry 

LOTO is one of the major area, which lead to human errors in chemical industry: 

1. Lockout-Tagout is a safety procedure which is used in industry to disable machinery 

or equipment, while employees perform startup, shutdown, servicing and 

maintenance activities. Improper LOTO procedure is one of the major cause of 

accidents and fatalities (OSHA, 2002). LOTO is commonly performed while 

working on pumps, pipelines and electrical devices, because a single change makes 

multiple changes in the plant. Maintenance workers are usually welders and fitters 

and they are not engineers. So they do not know which valve to close or blind during 

the maintenance. Only the operation employees know the process of the plant. 

During any critical maintenance operation according to OSHA, a work order has to 

be submitted to the operation employees. Operation employees check the work 

orders with P&ID and provide work permit with detailed LOTO information to 

perform the action. During turnaround time, the entire process unit of the chemical 

plant is shut down for an extended period for renewal. During that period, a lot of 

maintenance work is being carried out and many contract employees are hired for 

work to accomplish the mission, since the contract employees do not know the 

environment of the plant and they have to be assisted with proper operating 

procedures and LOTO to reduce human errors. There are many incidents and 
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accidents that have occurred due to LOTO such as Bhopal disaster, BP Texas city 

explosion and so on. 

2. Human errors during plant shut downs: boiler had been shut down for scheduled 

maintenance. During maintenance, the gas valve has to be blinded and the leakage 

checked. Leakage was not checked properly and caused the gas leak into firebox 

during repair and thus, a huge explosion. 

3. Improper organization design and management: a worker got a work order to modify 

a pipeline and he closed the pipeline and could not finish the task that particular day 

and went home. The same evening, the engineer wanted to use the pipeline and 

checked everything was safe and ready to use. Next morning, the operator came and 

started working without knowing that the work order was withdrawn, causing him 

serious injury. 

2.4.4 Methods to control human errors 

Many engineers and plant managers’ think that human errors are inevitable and 

unpredictable. Applying the inventions of science and technology, it can be controlled than 

done previously. The organizations are not understanding the importance of reducing human 

errors (Chen-Wing and Davey, 1998). Some people think that human roles are unnecessary 

due to the increasing computerization and automation in the industry. It is completely false 

because currently the automation is not up to that level, so human operators have to 

physically be present to perform maintenance and critical actions even in a highly automated 

plant.  
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Human factors helps in improving the man and machine work together. The organization is 

trying to find all possible ways to reduce human errors in industrial workplace. Different 

areas have been identified to control human errors: 

1. Education and training 

2. Simulator training 

3. Human error data collection 

4. Information feedback 

5. Operator support system 

6. Probability safety assessment (PSA) information for safety decision 

7. International cooperation 

Research shows that paper-based procedure (PBP) are widely used in the United States lie-

critical industries for regular plant operations (Oxstrand et al., 2012). This research focused 

more in developing an advanced operator support system through integrating the right 

technological advancement. Currently, human errors are controlled using better 

visualizations through context aware information in cockpit (Tan and Boy G.A., 2016). So, 

the research is focused more towards the technology which can be incorporated for operators 

support in chemical plant. This research also focused on safety critical task (SCT) in 

chemical including monitoring elevated structures, long distance pipeline and flare stacks. 

Normally, these processes are highly risky and consume enormous amount of time. With the 

advancement in technology, quadcopter or drone or UAV can be used for inspection. This is 

completely a new method and it is very important to design and evaluate using human-

centered design for flexibility, maturity and stability. 
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Human centered design is an emerging disciple where human factors and ergonomics can be 

tested during the design phase using software modelling and simulations. This helps to 

design the system with better user interface which tends to minimize the complexity and to 

reduce human errors. Using modelling and simulation, we can develop the actual system in 

virtual environment using advanced software system and be able to test the human factors 

and usability before developing the actual prototype. This does not exist before and it’s a 

radical shift. More specifically human in the loop simulations (HITLS) are possible using 

these very realistic simulated environments with actual users and experts. Cognitive 

functional analysis can also be performed to study and define situational awareness and 

human errors. 

2.5 Support system 

Support systems are one the best solution to improve the safety and efficiency. There are 

wide variety of information support system from simple color coding to complex high level 

3D graphical visualization. The support system provides useful information to humans in 

life-critical industries at the right time to improve their knowledge and understanding for 

better decision making and action taking with reduced human errors (Stephane, 2012). 

Support system can provide better situational awareness with most relevant data with highest 

priority. Support system can be upgraded through integration of new technologies. 

Context awareness is basically providing the right information at the right time to the right 

person. Context can be location, identity, activity and time. According to Endsley’s model, 

situation awareness can be created using three steps (Endsley, 1995): 1. Perception, 2. 
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Comprehension and 3. Projection. Figure 20 below shows the different levels involved in 

situational awareness. 

 

Figure 20 – Different levels in situational awareness

Perception: It is considered as the basic or first level, which involves understanding the states 

and condition of the relevant elements in the environment. The actual state of the industry 

can be sensed using sensors, abnormal data from the control system, system failures and so 

on. 

Comprehension: Second step is the interpretation of the collected data with algorithms, 

pattern recognition to make an evaluation. It involves high level processing of data using 

neural networks, machine learning to make a predictive analysis. 

Projection: It is the final level of the situational awareness, where the identified actions are 

projected to the people using advanced visualization. 
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Internet of things (IoT) are very active area of research in industries. Almost all mechanical 

devices are added with electronic to enable smart features. IoT is a network of these devices 

in the industries which are connected together to exchange the data. Using sophisticated 

software algorithms, these data can be processed according to specific needs. This 

information can be used to predict the actions, which have to be performed by the operators. 

These features and methods has to be considered before developing a support system. 

2.5.1 An everyday support system with context awareness 

Smartphone is considered as one of the best support system for human being. The mobile 

phone was invented primarily for communication, but due to recent development in the 

information technology the mobile phone is very useful for many day-to-day applications. It 

entertains people through music, videos, and mobile games and so on. Mobile phone has an 

inbuilt GPS, which supports humans by providing navigation. It provides knowledge through 

different online educational applications through animations, videos and lectures, where 

people of all ages can learn in various domains. Social media like Facebook, Instagram, 

LinkedIn and many applications help people to connect together from various places 

virtually and provide necessary information according to their needs like social activities, 

jobs, friends, and so on. Most of the online shopping companies have created their own 

mobile application, which supports people to order the necessary products through mobile 

phone. Banking is also made very simple through these mobile applications.  

Every day there are new features and functions added to the mobile applications and now, 

one of very fast emerging feature to the mobile phones is to improve the context awareness. 

Geo-fencing allows people to get notified when they enter a new destination, for instance: 
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when you travel from one state to another, the mobile phone notifies your entry and exit. 

Similarly you can look at location based information like favorite places, restaurants, and 

theatres and so on just using a single tap of your location on the mobile phone. There are so 

many applications which remind people to perform the tasks, and create awareness. It started 

with applications like alarm and reminders, which we have to preset all the information in 

the mobile application and this will alert you at the appropriate time. However, now there 

are different technologies, like sensors and GPS, which automatically send push up 

notification when we enter that particular region. For example, when we enter a BestBuy 

shop, the GPS in our mobile phone automatically finds the location and sends information 

to the mobile phone.  

2.5.2 Support system in chemical industry 

Context aware information support system provides better assistance for operators 

performing safe and effective mobile field operation (Boy G.A, 2015). In chemical industry, 

the field operators have to physically walk/drive inside the plant to perform monitoring and 

maintenance. There is very minimal research focused on effective support system to the 

mobile field workers. Figure 21 below shows the regular operation of chemical plant. The 

major tasks of mobile field operators such as 

 Monitoring and control: Human machine interaction (HMI) is involved in 

monitoring and control. During plant operation, shift operators have to physically 

check all the equipment and collect field readings. The startup, shutdown and 

maintenance operations using process commands and operating procedures.  
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 Problem identification: The modern DCS is programmed using alarm management. 

For example, if the temperature or pressure of an instrument gone higher than certain 

threshold value, immediately it alerts the operators. However, in field operation, the 

task of the operators is to analyze the problem for production loss and machine 

failures. 

 Decision making: During abnormality, operators have to identify the problem first, 

and then they have to fix the problem either through procedures or knowledge based 

action. 

Context aware support system: It uses data from different devices and sensors and perform 

analytics using algorithms to process the data and displays the relevant information to the 

operators which helps in performing right actions in right time. This is very important 

because in these life critical industries the time is very crucial and operators have to take the 

right actions in that very short amount of time. Context awareness can be implemented using 

simple applications to high level complex applications depend on the situation and the 

environment. Through these support system, even a young operator can exactly mimic a 

highly experienced operator. 

Over the last five years, there has been a massive development in the computing displays 

from LED to 3D curved displays and the size from 2 inch to 100 inches. Moreover, mobile 

and tablet devices are equipped with high power CPU and GPU for high level processing 

with high speed and efficient, which also open up many possibilities of improved usage of 

such mobile handheld devices in professional setups. The other advantage with the mobile 

based procedures is online assessment, the data and procedure can be stored in the 
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server/cloud and it provides the richness of user interface. These technologies can be 

integrated appropriately to design a better support system for operators. 

Figure 21 shows the plant operation without context-aware support system, and Figure 22 

with context-aware support system. The main idea for this support system is to make the 

plant operation faster by providing them necessary documents (Log sheet, SOP and P&ID) 

at the right time during normal and emergency situations. 

 

Figure 21 – Chemical plant operation without support system 
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Figure 22 – Chemical plant operation with support system 

2.5.3 Information support system 

Information support systems is one the best solution to improve the safety and efficiency and 

it can be provided mainly through sound and visualization (requires complex process in the 

backend). Over the years the innovations have developed so many interactive visualization 

technologies such as 2D, 3D and 4D displays, virtual reality, augmented reality and mixed 

reality to enhance human performance. Modeling an information support system requires lot 

of background control and processing to display the required information that depends on 

the specific needs of the people who going to use the system. There are wide variety of 

information support system from simple color coding to complex high level 3D graphical 

visualization (Stephane, 2013). The support system provides useful information to the 

humans at the right time to improve their knowledge and understanding for better decision 
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making and action taking with reduced human errors. Sensors can be used to provide context 

awareness precisely and can be used to gather the location and data. Then, we can be able to 

provide the right information support by executing the data. 

With the advancement in software with artificial intelligence and machine learning, mobile 

phones are more focused in providing right information at the right time (context awareness). 

Meanwhile, using natural language processing (NLP) with machine learning they developed 

intelligent personal assistant like Apple’s Siri, Google Assistant and Amazon Alexa. It 

provides speech recognition and appropriate answers using natural language with emotions. 

With the advancement in technology, today we can able to provide different levels of support 

to humans such as emphatic support, context aware support, and alarm based support and so 

on. This paper focuses more about the context aware system support system, which is more 

time, location and situation based. 

Locations can be easily spotted using GPS and other sensors. In a closed environment, GPS 

is not very accurate, but there are other sensors which can be used. Table 4 shows comparison 

of three different advanced sensors to find to choose a sensor with better usability for location 

awareness using different parameters. After comparison, it was concluded that beacons are 

highly advanced with maximum usability for location awareness. 
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Table 3 – Comparing three sensors 

S.no Parameters RFID NFC Beacons 

1. Technology Electromagnetic 

waves 

Electromagnetic 

induction 

UHF radio waves 

(Bluetooth low 

energy) 

2. Range 10 to 100 meter 10 centimeter <100 meter 

 

3. Cost  Very low Low Moderate 

 

4. Mobile 

compatibility 

Yes Yes Yes 

5. Extendibility No  No  Yes  

 

6. Energy Low Low Low 

 

 

Beacons  

Beacon is a new technology that extends location services in mobile devices. It is basically 

a Bluetooth low energy, which constantly broadcasts radio signals in a very short interval of 

time. These radio signals can be received and manipulated by using the nearby Bluetooth 

enabled system including smartphones and tablets. Beacons can be either configured using 

Apple Ibeacon protocol or using Android eddy stone protocol. Mobile application can be 
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developed based on the readings from the beacons.  Applications can be configured location 

based, for instance the application notifies while entering or leaving a location of that 

Beacon. In addition the application can estimate your proximity to a Beacon (for example, a 

display or checkout counter in a retail store). Finally multiple beacons can be coordinated 

together to create an indoor localization (which is similar to GPS for indoor purposes). 

2.5.4 Chemical plant inspection using UAV 

An unmanned aerial vehicle (UAV), commonly known as drone, is an aerial vehicle and can 

be operated using either an autonomous, semi-autonomous, or manual operations using 

remote controllers. There are many types of UAV including RC airplanes, octocopter and 

quadcopter. Quadcopter is more stable and easy to perform the basic operations of roll, yaw, 

pitch and accelerate. There are many emerging technologies with the drones in different 

applications like  

1. Package delivery (To deliver packages in remote areas much faster)  

2. Precise farming (Throwing seeds, spraying pesticides and fruits counting) 

3. Wildlife monitoring (Animal census and forest fire) 

4. Emergency management (Fire and rescue and first-aid) 

5. Aerial photography (Birds-eye view) 

Drones are already in use in industries. The first ever drone in industry is during Fukushima 

disaster, the major problem for decision makers is due to the lack of information after the 

accident. Initially the committee requested the workers to install HD cameras for monitoring 

and sensing the environment for further action. But again, it was a challenging and harmful 

task for the workers with Tyvek suits, gloves, hoods and respirators to get into the fully 
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radiated plant. Finally, they used Honeywell T-Hawk (UAV) that runs through two stroke 

gasoline engine integrated with radio frequency and Wi-Fi for transmission and a payload of 

gimbal camera with 10 X zoom that is capable of taking 360 degree pictures (Adams and 

Carol J, 2011). The operator sits comfortably outside and flies the drone for forty-five 

minutes to collect different video and image samples for the decision committee. These 

drones can also added to the support system for added safety and reliability of operations. 

Drones can be used for different purposes in chemical plants and some of the identified areas 

are 

1. Wireless connectivity 

Majority of the chemical plants are constructed in remote areas and one of the 

problem is the connectivity. Drones can be used for providing wireless connectivity 

for those plants (Messous et al., 2016). 

2.  Chemical plant inspection 

Mainly to inspect elevated structures including, crack inspection, corrosion, flare 

stack and so on (Anon, 2017) 

3. Collecting samples 

Certain payloads can be designed and added with UAV for collecting chemical 

samples in chemical plant. 
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2.5.5 Research question 

Chapter 1 and 2 explain the state of the art about the chemical plant operation and its 

complexities. They also states that the majority of the incidents and accidents are due to 

human factor failure. It is very important to upgrade the existing system with advanced 

technology for improved safety and efficiency. 

“Would these advancement in information technology like Beacons, smartphones and drones 

can be used to improve the context awareness with right information and that aids human 

cognition to reduce human errors in work place during normal, abnormal and emergency 

situations”. 

 

Summary 

This chapter concludes that human factor failure plays the major role in chemical 

plant incidents. Meanwhile, there are various methods, which can be applied to 

reduce operational errors in chemical plant. Organizations are looking into various 

aspects to reduce human errors in plant operation. This research focuses on two 

areas, where the human errors can be reduced with advanced technology. First, 

replacing the paper based documents with context-aware system. Second, 

replacing the human operation in performing safety critical tasks (SCT) with 

UAVs or drones. It is very important to design a system for life-critical industries 

using human-centered approach. 



67 

 

Chapter 3 

Research methodology 

 

This chapter provides an overview of human centered design and its importance in 

designing life-critical systems. This chapter explains the different disciplines 

included with the HCD and the importance of integration. Then, it provides a 

detailed information about the problem analysis through literature review and plant 

visit. Modelling and simulation of chemical plant is used for knowledge elicitation 

from HCD experts. Finally, how the problems are articulated to design decisions 

through collaborative work with chemical plant engineers and computer engineers 

is explained. Then, it provides an overview about the advanced technology, which 

can be incorporated to a design support system for plant operators. It also provides 

some basic testing and experiments with the beacons and drones. 
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3.1 Human centered design approach 

Human-centered design is a methodology to design system for humans that improves safety, 

efficiency and comfort. Risk management is very important for life-critical systems like 

chemical plants. “Risk management deals with prevention, decision-making, action taking, 

crisis management and recovery” (Millot P, 2014). The main objective of HCD is to design 

systems from purpose to means. HCD takes a holistic approach by considering Technology, 

Organizations and People to design better solutions. Problem stating is very important and 

the very first step for designing. Our education taught us to solve problems using various 

methods, but in the real world all the problems are not well described. In HCD the first step 

is to state and define the problem. In problem analysis, complexity and reductionism is very 

important. First step is to define the complexity of the problem with number of 

interconnections, the next step is to identify which layers can be further reduced and which 

layers cannot be reduced. It includes various disciplines including modeling and simulation, 

advanced interaction media, organization design and management, complexity analysis, 

cognitive engineering and life critical systems.  

Table 4 – Human centered design evolution 

S.no Conceptual evolution Disciplinary 

1. Human machine interface (During 

1970s) 

The mechanical machines were 

developed first and then people have to 

adopt the system. Human factors and 

ergonomics corrects the engineering 
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productions and affordances are 

considered. 

2.  Human computer interaction (During 

1990s) 

Software system was developed on top 

of the mechanical system. Centralized 

approach and people have to 

understand the interactivity. Human 

factors are advanced with interaction 

design 

3. Human system integration (After 

2000) 

Orchestrating entire systems. System 

engineering and human centered 

design are combined. 

 

During twentieth century, people invented many technologies in different domains. For 

example: complex algorithms, artificial intelligence system, natural language processing, 

simulation using 3D models, sensors, communication protocols and so on. Now the 

technology has accumulated so much. Also because the world is more technology centered, 

people learn and develop technology first and then integrate with a purpose. Human centered 

design is a new discipline which starts from the purpose and then to the solution, i.e. to 

understand the real problems and identifies the purpose to provide solutions by integrating 

appropriate technologies. HCD also focuses on testing the human factors and ergonomics 

during the design phase using modelling and simulation. With the technological 

advancement, HCD starts from software through HITLS and formative evaluations. 
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3.1.1 Tangible interactive system (TIS) 

From the twenty-first century, software became dominant in most of the domains including 

medical, military, education, mechanical engineering and so on. Almost everything that we 

design and develop starts from a software that provides access to easily draw, modify and 

fine-tune any kind of system. For example: for building a house, first we design and develop 

a 3D model in a software system (AutoCAD) and then we build physically. We can check 

the purpose and benefits in the very beginning of the design process. Life critical industries 

can anticipate human factors during the design phase (usually done after the system is built) 

by observing potential users in the human in the loop simulations (HITLS). The final product 

can be developed only after clear decisions are made through several iterations of design. 

Human centered design is possible today because of the advancement in the software 

technologies. Before developing a physical system, we can model the system using software 

and simulate the digital system with possible scenarios. Usability tests can also be performed 

before the physical system is built. Today there are so many organizations which have 

already started developing systems through computer aided designs (Modelling & 

Simulation). Once the design is finalized, they start from software programs on an electronic 

system and then to the mechanical engineering (tangible interactive system). Figure 23 

shows the development of Tangible Interactive System. 
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Figure 23 – Tangible interactive system (Boy G.A, 2016) 

Human centered design is possible because of the advancement in the software technologies. 

Through modelling and simulation we can perform human in the loop simulation, to conduct 

early test before the engineering process. There are some successful systems which have 

already been implemented such as drones, autonomous cars and so on. 

Autonomous car: 

Evolution of automatic vehicles started in early 1920s using mechanical system, mainly for 

inspecting mars and moon. The national highway traffic safety administration (NHTSA) 

reports 5 million crashes in 2009 and majority of the accidents are due to human errors. 

There are massive innovations in automobile technology, which semi-automates the car to 

reduce human errors and also improves efficiency such as cruise control, ABS (Anti-lock 

brake system), ESP (Electronic stability program), automatic lights, and lane keeping assist 

system (LKAS) and so on. In 2005, Stanford University had developed their first complete 

autonomous car for DARPA grand challenge. Autonomous car, or self-driving, is capable of 

driving like traditional car without human interaction. It is very complex to demonstrate 
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these life critical systems in terms of safety and efficiency in everyday real time traffic. 

Modelling and simulation enable to create virtual model of the real environment with 

maximum parameters to make maximum possible testing before developing a physical 

prototype. Figure 24 shows the evolution of car over years. 

 

 

Figure 24 – Evolution of autonomous car 

Autonomous car is considered as a complex system, since it consists of multiple parts which 

are integrated to produce a global behavior. It is possible mainly due to integration of the 

advancement in hardware and software technologies like LIDAR, sensors, artificial 

intelligence and machine learning. The system mainly focused on path description, friction 

estimation, speed profile and controlling, steering controlling, lane keeping, drag 

compensation, and complex mapping and so on. The entire process is divided into two major 

problems. First major problem, to provide the map of real world environment in three 

dimension and it can be done by creating 3D map of their surroundings by integration of 

LIDAR data and GPS data, which in turn allows them to sense and react to any possible 

changes. Second problem, to make decisions from the real world environment using highly 

sophisticated algorithm. The mapping problem is done by using simultaneous localization 
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and mapping (Dominguez et al., 2015). In decision making process there are lot algorithms 

to be integrated from image recognition, turning on or off some controls, steering control 

and speed control. 

Autonomous car is considered as tangible interactive system, because it supports humans 

with transportation in safe, efficient and comfort with no human inputs and training.  Already 

21 states in United States has passed legislation for these vehicles. 

3.1.2 AUTOS Pyramid 

Cognitive engineering helps to design technology in a way that better fits the needs of the 

people, who were going you the system. It involves multidisciplinary fields including 

psychology and sociology to understand how people make decisions. It is mainly focused 

on user interaction and design of visualizations. Operators in chemical industries have high 

work load, especially in stressful situations and it has hard impact in their decision making. 

Thus we should design systems to provide appropriate assistance to do better actions and 

decision making. Cognitive functional analysis is a methodology to design and develop in 

human centered approach. It enhances user’s usability, participatory design and traceability 

of design decisions.  

Before designing a human-machine system, it is very important to consider five major 

aspects (Boy G.A, 1998). Artifact, user, task, organization and situation. Artifacts can be 

system, devices and parts. Users can be novices, experienced and experts. Tasks can be 

routine or non-routine including process control, repairing, research and development and 

engineering. It is also very important to consider the level of automation in tasks. 

Organization is about AUTOS pyramid, which presents ten edges: 
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1. User – Task (U-T): done during the system design; task analysis is phase where they 

should focus on the end users, things they can do with the system, activity analysis 

(which can only be done after the implementation), and the gap between the actual 

task and the performed activity. 

2. Task – Artifact (T-A): Tasks should be modelled according to the system’s 

capabilities and the system’s limitations.  

3. Task – Users (U-T): human factors and ergonomics have been used to build the 

system suitable for users. Meanwhile, operational training and procedures should 

be provided to the users to execute the system properly. 

4. Task – Organization (T-O): During system modification or integration of new 

system into the organization, new job roles and existing tasks have to be updated 

consequently. 

5. User – Organization (U-O): It is based on the culture and traditional practices. 

6. Artifact – Organization (A-O): Organization keeps upgrading the existing 

technology to improve the productivity and safety. For instance software systems 

are recently added into the organization, where the emergence of new practices in 

the organization has to be identified earlier. 

7. Artifact – Situation (A-S): The system has to be designed and developed based on 

different situations and scenarios. 

8. User – Situation (U-S): Developed system should be redundant and also provides 

information to the users about the exact situation. 

9. Tasks – Situation (T-S): Tasks performed according to the situations. Procedures 

have to be developed for all possible situations. 
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10. Organization – Situation (O-S): organization should be well connected with proper 

coordination and communication to handle different situations. 

 

 

 

Figure 25 – AUTOS pyramid (Boy G.A, 1998) 

3.2 HCD design process 

Traditionally, the V model or extension of waterfall model is used for design and 

development. It includes two stages, the first stage includes the design and development and 

the second stage is for the manufacturing, certification and delivery. 
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Figure 26- Traditional V-model (Modified from (Boy G.A, 1998)) 

V-model is based on the predictive linear model and therefore they spend very little time in 

the design process and it induces high rigidity and low flexibility. Therefore it requires a lot 

of modifications at the end due to the unexpected events. Sometimes, it even ends up in the 

entire re-designing of the process. Figure 26 shows the V-model, where the starting of V is 

thin because they spend very minimal time in the beginning. The end of the V is broader 

because it consumes lot of time after the product is developed. Summative evaluation is 

carried out in the V-model. 

HCD uses different methods from cognitive engineering, complexity sciences, usability 

engineering, and creativity design thinking to design based on non-linear model. Therefore 

instead of using single V-model, we use iterative process, multiple V-model (MVM). It 

provides an agile framework for designing. We also use HITLS (Human-in-the-Loop 

Simulations) method for the design and development. This helps to design effectively based 

on the feedback on the human factors metrics (E.g. situational awareness, usability indices, 

cognitive analysis). Here, the ergonomics and human factors are considered in the design 
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phase because of the advancement in software technologies (Modelling and simulation).  

Complex systems are considered to be with many parts or parameters that are integrated to 

produce global behavior that cannot easily be explained in terms of interactions or 

integrations between the individual constituent elements. The system is made simple by 

getting matured in its individual components. Chemical industries are highly complex life 

critical systems. They consist of millions of parameters integrated together. Before 

modifying or upgrading the system, complexity analysis should be performed to avoid future 

crisis. The design process in HCD is an iterative process (Figure 27), we start from the actual 

purpose to the development. Instead of summative evaluation, HCD uses formative usability 

evaluations. Figure 27 shows the iterative design process of HCD. 

 

Figure 27 – Iterative design process 

During this research, the design of the CAOSS system includes several iterations to design 

the system. The design process started from fall 2015 and the major design process involved 

is shown in table 5. 
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Table 5 – Iterative design involved in CAOSS 

Time Place Purpose 

February  

2015 

Advanced 

interaction 

media lab. 

Submitted a proposal to Nuclear Energy University 

Program (NUEP) in the title “context-sensitive mobile 

operations support system (CoSMOSS). Research and 

literature review were performed in improving the paper 

based procedures. 

June 

2015 

Kudankulam 

Nuclear power 

plant India. 

Three days plant visit in the nuclear plant to understand 

the field operators’ role. Finally, a semi-structured 

interview was conducted to understand the field operator 

role and complexities. 

May  

2016 

Fitiri, Texas Worked with advanced visualization technologies 

including AR and VR glasses to evaluate their usability for 

field operator in chemical plant operation 

August 

2016 

Advanced 

interaction 

media lab. 

Knowledge elicitation with HCD experts and students for 

design rationale using 3D model of chemical plant. 

January  

2017 

Fitiri, Texas Displayed the prototype of the CAOSS using beacons for 

location based procedure and field reading to chemical 

plant experts to refine the design decisions. 
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3.2.1 Problem Analysis 

HCD starts from purpose to means and so, problem stating is very important. Our education 

taught as to solve problems using various methods, but in real world all the problems are not 

well described. In HCD the first step is to state and define the problem. According to Albert 

Einstein, “he spends 92 percent of the timing in defining the problem and only the rest about 

the solutions”. C-Map is a graphical tool which helps with design rationale through 

interconnection of concepts and also helps to organize all the entities (Cañas et al., 2004). 

QOC (Questions, options and criteria) is a method, which supports with elicitation of design 

rationale and enable to create design decisions (MacLean, Young, Bellotti, & Moran, 1991). 

Here the questions are identified problems and options are the possible solutions for the 

question. Every option is based on some certain criteria.  

Knowledge Elicitation 1 

The design process started with an ethnographic study, which was conducted in two different 

places. First, a semi-structured interview was conducted in Kudankulam nuclear power plant 

in India during summer 2015 (see Appendix B).  During the plant visit, the focus was more 

towards the field operators’ tasks and activity. I have conducted a semi-structured interview 

with four plant operators during the study. The major identified problems faced by the 

operators during the plant operation are gathered in Table 6. Some other problems are 

analyzed through literature review. Figure 28 shows a picture of the plant during the plant 

visit. 
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Figure 28 – pressure control system (during plant visit) 

Table 6 – Problems identified during the plant visit 

 

No. 

 

Key findings 

1.  Most of the critical readings are connected to the centralized control room.  

 

2.  The sub systems reading has to be regularly checked and documented by the 

field operators. 
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3.  Most of the tasks to the operators are allocated by the supervisors and 

engineers. 

4.  The communication between the panel operators and field operators are 

crucial. Example: during a pressure loss in pump indicates some leakage in 

the valve will be noted by the panel operators and inform field operators to 

perform actions immediately. 

5.  Scheduled maintenance has to be done according to the machines. E.g. oil 

change, bearing change, overhauling and so on. Every machine have different 

sets of procedures for performing maintenance. It is very hard for operators 

to remember all the procedures and timing. 

6.  All the procedures, tasks and checklists are provided in paper form, which are 

hard to manipulate. 

 

The main aspect of the organization is constantly finding ways to decrease human error rate. 

The research focuses more specifically towards two problems: 

1. Nearly all the activities that involve human interaction with the systems are guided 

by procedures. Majority of the industries are following paper-based procedures and 

electronic documents (Oxstrand et al., 2015). Computer-Based Procedures (CBP) 

attempts started in the early 1980s and companies developed their products. For 

example, COMPRO and COPMA were developed respectively by Westinghouse 

Electric Corporation and the Halden Reactor Project (Le Blanc et al., 2012). 

However, it seems that CBP are still not widely used in the US because of 

insufficient information available regarding their effects on human performance of 
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procedural tasks (Blanc et al., 2012). The main drawbacks of using paper-based 

procedures are 

– Inadequate communication between workers and shifts. 

– Traceability of work orders, scheduled activities for shifts. 

– Lack of coordination 

– Time consuming manual entry and errors (Waste of paper) 

– Lack of accessibility to resources. 

2. Safety critical tasks (SCT) 

– SCT like monitoring the chimneys and flaring stacks requires high level 

safety measures and it also takes enormous time, which sometimes may lead 

to the shutdown of the plant up to a month. 

Knowledge Elicitation 2 

Further study is performed at Fitiri Texas during December 2015, which showed that the 

design includes a five member team, made of real experts in both chemical engineering and 

computer engineering, who worked collaboratively to make design decisions (see Appendix 

C). As said earlier, HCD works on meaningful things that come from design rational and 

formative evaluation. During research, we conducted QOC (questions, options and criteria) 

to elicit the design rationale to make decisions (Moran, 1996).   

The field operators are still using paper based support system including procedures, log 

sheet, checklists and other plant documents. Using the current technology this can be 
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improvised. I have already made a comparison of location-aware sensors and found Beacons 

to be very useful. The key findings after the design decisions were made with the experts 

from the chemical plant managers are illustrated in Table 7.   

 

Table 7 - Design decisions through collaborative work 

S.no Key findings 

1. Context based field readings 

2. Context aware notifications and alerts, about new work orders and critical 

information 

3. Context based operating procedures 

4. Operation communication using advanced chat application. 

5. Inspecting chemical plants (elevated structures) using drones 

 

3.2.2 Modelling and simulation 

Human centered design is impossible without proper modelling and simulation. One of the 

major problem in industry is redesigning, due to flaws and negative feedback after the 

product is completely developed and this takes a lot of time and money. But now softwares 

are highly advanced and we can able to simulate the real environment with virtual 

environment in the computer with maximum parameters. These software prototypes can be 

created very early of the design process and consequently we can be able to carry out 

effective participatory design through human-in-the-loop simulations using potential users 
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and experts. It is also possible to test the environment before the product is even being 

developed. This shows that the Human-centered design is possible from the beginning of the 

design process. 

During this design process, a virtual environment of a chemical plant is developed using 

Unity 3D with interactive controls. The industrial 3D model is acquired from 

turbosquid.com.  

Importing the 3D models into Unity 3D environment and adding controls 

The industrial 3D model from turbosquid.com was acquired and accessed using 3D build 

windows application. Then, the 3D models were coordinated accordingly with the unity 3D 

system. The entire 3D objects were assembled in the ground and all the camera view and 

direction controls were included. Figure 29 shows the screenshot of how the 3D chemical 

plant is aligned in unity 3D. 

 

Figure 29 - 3D industrial model in Unity 3D 
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The entire architecture is fed into this environment to create effective controls. In the figure 

above, you can see the entire chemical plant is imported into unity 3D system. The camera, 

direction light, camera, controller etc. The components are connected using scripting 

language c#.  Now by using the mouse we can be able to locate the directions and light. After 

importing the 3D models with unity 3D system, adding controls to it is the next step. I 

included the direction controls initially. Left, right, bottom and top button to move 

corresponding interaction. Then, I added sound controls to overlay when we press forward 

or reverse key. 

Currently in chemical plant operation, majority of the chemical plants are using paper based 

procedures. But life is more technology driven and the smart products are being used in our 

day to day life. So the main objective is to change the paper based system into context-aware 

system. A similar system, onboard context-sensitive information system (OCSIS), has 

already been developed by a HCD student for aircraft pilots (Tan, 2015). This system 

replaces the paper based documentation with mobile based context aware system. The 

challenging part in paper based documents is the management of interconnections, especially 

during the time pressure. There are so many advantages in changing the paper based system 

to context-aware system. Many organizations have already changed this including banks and 

tax agency. 

Knowledge Elicitation 3 

A semi-structured interview was conducted using the virtual 3D chemical plant with HCD 

students and professor during the research meeting, to gather the design ideas and feedback. 
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The results shows that there were so many key factors have been analyzed and which is 

tabulated in the table below. 

Table 8 – Feedback from HCD 

S.no Possible ways to improve operational efficiency 

1. Cognitive functional analysis has to be performed between the operators task and 

activity 

2. The new system should improve situational awareness to reduce the cognitive 

load of the operators.  

3. A survey of the existing data in the plant can be used for operators in Decision 

support system (DSS) and also in performing predictive maintenance. It includes 

machine learning and big data technology. 

4.  Advanced sensors and communication protocol can be used to improve 

operational efficiency mainly through information at the right time. E.g. 

Industrial Internet of Things (IIoT) 

5. Drones can be used in plant monitoring and inspection. According to HCD, the 

drones should be analyzed with maximum possible safety metrics and 

redundancy. 

  

3.3 Context awareness 

Context awareness has been widely used in the area of computer supported cooperative work 

(CSCW) to help individuals work and collaborate more efficiently with each other. It is 
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basically the collection of contextual information like location, system status, activity, 

identity and time and provide appropriate information using hardware and software systems 

to improve the situational awareness. To understand the better context, it should be able to 

provide answers to questions such as ‘who, what, where, when and why'. The context aware 

information should provide presentation, execution and tagging. Evolution of context aware 

information started with local area network (LAN), and uses local IP address to provide local 

information to the shared system. Mobile internet came next, which uses wireless internet 

and GPS to provide mobile data and location based information. Social media was 

introduced to share information about the people, their interests like sports, restaurants, and 

jobs and so on, and now it enables to predict where we are, and what we like, to provide 

suggestions. Internet of things (IoT) is a technique to connect all the objects and provide 

assistance to the humans. Example: when entering into the home, the light sensor 

automatically detects and switches on and based on our heart rate it suggest to sleep early 

and so on. Situational awareness provides better assistance for safe and effective mobile field 

operation, where operators have to physically walk/drive inside the plant to perform 

monitoring and maintenance. 

3.3.1 Context aware operations in chemical plant 

Today, the chemical plant operations has changed from more manual work to more cognitive 

tasks and also research shows that majority of the incidents and accidents occurred due to 

human errors. One advanced method to reduce human errors is through support system. 

Context aware visualization can provide cognitive aid and helps with better decision making. 

There is very minimal research focused on context awareness to the mobile field work. 

Visualization could be integrated with contextualized computer-based procedures, i.e., with 
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indices that include current mission and task being executed, the current situation of the 

environment (e.g., plant situation characterized by a set of relevant parameters) and 

operator’s profile. In practice, context aware solutions such as identifiers  

(e.g., bar codes, RFID, fiducial markers) enable visualization as well as computer-based 

procedures to be linked to external systems (e.g., pipes, valves, and meters). These context 

aware solutions should be used and manipulated on mobile devices and/or head-up displays 

providing the right information in the right context. Context aware operational information 

systems should then provide field workers with appropriate visualizations that contribute to 

identify and potentially remove ambiguity of the situation currently explored. They should 

also provide operators with appropriate explanation of what should be done (e.g., check-lists, 

do-lists). Key visualization can be categorized as either: (1) raw information (e.g., hazard 

icons, equipment pictures and videos), or (2) processed information (e.g., image fusion, 

augmented reality). 

 

Knowledge Elicitation 4 

During my internship at Fitiri during summer 2016, we conducted several research based on 

context awareness through advanced visualizations. We started with latest technology of VR 

and AR glasses. We used a real 3D model of an oil and gas refinery used for training purpose 

of the operators. We have manipulated and tested the training using Google glass, Oculus 

rift and Atheer air. All products are very high cost and hard to program because of the lack 

of libraries, they do not have much processing power, and are very robust. Then we 

considered highly matured smartphones as the best handheld product to provide visualization 

for plant operation. 
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Mobile handheld devices became both more affordable and more powerful in terms of 

computing as well as graphical processing. For example, the number of Compute Unified 

Device Architecture (CUDA) cores of the Graphical Processing Unit (GPU) of the NVidia 

Shield tablet (i.e. NVIDIA Tegra K1) released in 2014 is the same as for the GPU of a 

powerful gaming laptop from 2010 (i.e. NVIDIA GTX 440M). Current smartphones and 

tablets become the equivalents of previous computers. Thus, technology improvements open 

up many possibilities of improved usage of such mobile handheld devices in professional 

setups such as chemical plants. Then we finalized that mobile phones could be the better a 

solution for a support system for operators.  

3.3.2 Context aware applications 

In the virtual chemical plant we have added some extra features to provide situational 

awareness through visualization. This is an important phase where the workers are cautioned 

with right information. In real time, this really helps with solving the lockout/ tag out 

(LOTO) problem. When the workers move towards the pump it provides context sensitive 

information. The context sensitive information can be provided by using a mobile phone. I 

have demonstrated two scenarios to provide context awareness in this simulation.  

 When workers walk into the radiation area, it provides an alert about the toxic 

chemicals or radiation hazard 

 When workers go to the top of the coolant valve, it provides an alert stating ‘Do not 

sit on the rails’ (shown in Figure 30). 
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Figure 30 - Context sensitive information to workers. 

After modelling and simulation, I started to implement in an actual mobile device using 

beacons. Since the locations are indoor, GPS cannot be used, so beacons were used for 

location awareness. A beacon is a small computer; it has a processor with a small memory, 

accelerometer sensor, temperature sensor and proximity sensor to send its location precisely, 

by using 2.4 GHz radio signal Bluetooth 4.0 Smart, also known as BLE (Bluetooth low 

energy). The best thing is the power management; this battery can last more than 3 years and 

the cost is very low. You can think about the beacon as a small lighthouse, however instead 

of light, it uses radio waves, and instead of ships, it alerts smartphones of its presence. Phones 

or other smart devices can pick up the beacon’s signal and estimate the distance by measuring 

received signal strength (RSSI). 

http://en.wikipedia.org/wiki/Received_signal_strength_indication
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In my first prototype, I used Gimbal beacon, which has better computability for iPhone and 

iPad. The company provided the Software development kit for the use of the sensor reading 

value to be integrated in other software application. We have tested the precision through an 

experiment in advance interaction media lab at HCD (Figure 31). A person is given the 

mobile application and based on the value and color notification, they found the sensor. We 

have tested it and found it to be highly accurate. 

 

Figure 31 - Beacons displays the name, range and battery. 

3.4 UAV in chemical plant 

UAV is considered as an example of tangible interactive system (TIS) that started from 

software to hardware. Currently, UAV is a very fast growing technology and highly 

sophisticated in terms of usability and reliability. The UAV is a complex system, which 
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includes multiple hardware and software components that are connected to produce a global 

behavior. For instance, it includes GPS and IMU sensors for mapping and stability. It 

includes UV sensors and camera for obstacle identification and avoidance. These UAVs have 

many applications in various domains including agriculture, package delivery, 

transportation, construction, industries and so on. 

I explored drones in chemical plants for various purposes including monitoring, security, 

connectivity, logistics and collecting chemical samples. There are many payloads that are 

available for UAV in thermal imaging, robotic arm (picking samples), spraying payload, and 

so on. Figure 32 shows the possible ways where drones can be used in chemical plants. 

 

Figure 32 – C-Map for UAV in chemical plants 
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3.4.1 Aerial inspection using UAV 

My research is more narrowed down towards the inspection of a chemical plant. Especially, 

the elevated structures and radiated regions are very critical using human-based inspection. 

This is highly unsafe and consumes enormous amount of time and work. It also leads to the 

shutdown of the plants for about a week. To overcome these problems, unmanned aerial 

vehicle can be used in chemical plants in various aspects. Some of the identified areas 

(shown in Figure 33), where UAV can be used in chemical plants are:  

1. Storage tank inspection 

2. Chimneys and flare stack inspection 

3. Long distance pipeline inspection 

4. Plant structural inspection. 

The aerial inspections of plants require rope access and scaffolding to identify corrosion, 

cracks, leakage and other anomalies. Of course, it is very important to explore the safety, 

maturity and stability. 
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Figure 33 – Safety critical tasks in chemical plant 

3.4.2 Working with drones 

In advanced interaction media lab at HCD, we got three drones from different manufacturers 

such as parrot, DJI and 3DR. We analyzed all three drones and selected DJI phantom 4 pro 

for my research, due to the simplicity of the controls, stability, obstacle avoidance system 
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and programmability using DJI mobile SDK. The best features in the DJI drone for safety 

are: 

1. The obstacle avoidance system, which has the obstacle avoidance feature in all five 

directions using the cameras and ultrasonic sensors in all directions. These data are 

processed using powerful core through advanced computer vision algorithms. 

2. Return to home: whenever the drone loses its network connection from the remote 

controller (RC), it automatically returns to the departing place with obstacle 

avoidance feature. The same feature activates, when the battery level becomes low. 

Table 9 – Comparing different drones 

S.no Features DJI Parrot 3DR 

1. Easy to fly Very easy Easy Easy 

2. Stability  Highly accurate Moderate Accurate 

3.  Programmability  Yes  No Yes 

4. Autonomous flying Yes No Yes 

5. Obstacle avoidance 

system 

Yes  No No 

 

6. Home return Yes No No  

7.  Battery 20 – 25 mins 20 – 25 mins 18 – 20 mins 

 

A small experiment is conducted in a soccer field to inspect a lamp post of 30 meters. The 

4K camera from the DJI drones sends live video of the lamp post through full HD images. It 
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is highly stable and the best feature is the obstacle avoidance, when it automatically detects 

the objects and maintains one meter distance away from the obstacles. It is provided in the 

Appendix D.  

3.5 Scenario based design 

Scenario based design is very important in human centered design. The scenario needs to be 

defined and developed to support analysis, design and evaluations. Storytelling can be a good 

start for the design process and it should define system operations to describe how people 

will use the system to accomplish the tasks. Some of the scenarios in chemical plants are 

given below, before starting the development process. 

 The routine tasks are provided to field operators through task sheets in paper 

form. This could be extended in mobile application, where these tasks can be 

synced with the calendar (Date & time), and it is automatically displayed in 

the concerned time. The tasks, such as such as Lube Oil Schedule, Equipment 

Changeover, Scheduled Inspections and Fugitive Emissions, can be added or 

removed by the supervisors for increased flexibility. 

 All the standard operating procedures and plant documents are in paper format. 

These SOP and plant documents should be designed with advanced 

visualization with high level interactions. Beacons are fixed in the plant, which 

help to automatically pull out the data sheet, plant documents, Hazard Register 

and SOP. Beacons can also be used to provide information about the 

lockout/tag out problems.  
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 During abnormal situations such as oil leak or gas leak, the field operator 

informs the supervisor about critical field observations which needs supervisor 

attention. Using advanced web enabled Shift Supervisor Descriptive Logs, 

increased communication about shift activity and transparency is promoted. 

Temporary fixes performed to an issue or malfunction that requires follow-up 

and similar scenarios are properly communicated, documented and tracked. 

Work permits in progress, lock outs tag outs performed, equipment isolation 

which are all part of notification of change are properly communicated across 

shifts 

 When an operator moves to an area of the plant, handheld device shows the 

locations of hot, cold work spots with log out /tag out details. It also shows the 

work orders currently in progress in that area (geo fencing).  

 When plant emergency occurs, alerts are sent to operators and other concerned 

persons. An emergency situation is identified from panel alarms or by 

supervisor input. The handhelds automatically inform operators the steps 

needed to be taken by them in terms of such as plant shutdown and evacuation 

etc. 

 The beacons are integrated to Management of Change and all notification of 

change are provided to the field operator in that area. 

 UAVs are proposed for inspecting elevated structures and inspecting 

hazardous areas. 
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 Advanced reliable group chat (between workers, supervisors, managers, and 

experts) helps workers with immediate and efficient support. This includes 

advanced interaction (pictures, draw or add text, mark and videos). 

 

Summary 

This chapter concludes that design decisions are made through collaborative work 

with HCD experts, chemical plant experts and computer engineers. Further, some 

experiments show that beacons are highly accurate for providing context aware 

information. Drones are explored in terms of safety and redundancy, and the results 

show that the obstacle avoidance and return to home features are working well, 

however we need more experiments before actual implementation. Scenario based 

design is developed before developing the prototype. Based on the design decisions, 

context aware operator support system (CAOSS) has to be design and developed.  
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Chapter 4 

Design of Context aware operator support system 

(CAOSS) 

 

This chapter provides an overview of design and development context aware 

operator support system (CAOSS) with its five major features. The design starts 

from the system architecture, which explains the overall architecture of the CAOSS 

using smartphone, beacons and drones. Software design specification provides 

information about the SDK and framework used for the software development. The 

design document of the CAOSS system with all features. Finally, it provides 

information about the five CAOSS features. 
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4.1 CAOSS overview 

Context aware operator support system is a mobile application to support chemical plant 

operators’ performing field operations and maintenance in chemical industries. This 

application mainly focuses on replacing traditional paper based method and electronic 

documents to context aware mobile based system. This system mainly focuses to improve 

the operator’s situational awareness and also aids human cognition to reduce human errors 

in work place. It also focuses on the problems including improper manual field reading 

(which leads to human error), lack of alarm systems, handling abnormal situations and lack 

of operators’ communication. The application supports operators in these five major areas 

1. Context based field readings 

During every shift, the major routine task of the plant field operators is to physically walk 

all over the plant to sense the plant conditions and collect field readings. If they find any 

abnormalities like leakage or vibrations, they have to immediately note them down in their 

shift log sheet. Field readings have to be collected from the machines in a regular interval of 

time.  Due to various reasons (stress, fatigue and laziness), the operators often enter random 

values in the log sheet, instead of walking to the device. There are many incidents that occur 

because of improper field readings. CAOSS system is integrated with beacons and it 

provides enhanced security and operator’s presence. Whenever the operators enter the 

particular region close to the device, the beacon triggers the particular log sheet and it alerts 

the operator to enter the field readings. The data is collected using the mobile device, and 

transmitted immediately to the server, replacing the manual paper based entry.  
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2. Context aware notifications and alerts about new work orders  

In CAOSS, every operator has their own credentials to log in, which takes them to their 

dashboard. The dashboard displays the tasks, previous work orders and notifications. 

Operators can click on the tasks to view the entire details. During abnormal situations, the 

operators will immediately be notified through alert messages. Supervisors and plant 

managers have access to the web application of CAOSS, where they can analyze the data 

and also send notifications of new work order to the field operators. 

3. Context sensitive operating procedures 

After many incidents and accidents, the organizations and overseeing bodies have developed 

various procedures and checklists to handle different situations. It is very hard for operators 

to remember all the procedures. It is very complex to choose the right procedure especially 

during a situation under pressure and sometimes operators do not even know whether there 

are procedures for certain situations. CAOSS brings context based procedures and checklists 

dynamically based on the situations. Each log sheet of the plant is configured with alarm 

module and whenever operators enters the abnormal plant reading, the system automatically 

notifies the right actions and consequences. Most of the time operators do not know the 

consequences of abnormalities and CAOSS system displays the consequences to explain the 

criticality of the abnormality. 

4. Operation communication using advanced chat application. 

During unexpected situations or abnormalities, the chat feature in the CAOSS allows the 

operators to send audio or video or text message and share in a group to get immediate 
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suggestions. The chat feature can be connected to plant managers, experts and supervisors 

based on the organization. 

5. Plant inspections using drones. 

Drones can be used to inspect corrosion, cracks, leakage and other anomalies especially in 

elevated and hazardous areas. UAVs are capable of recording videos and taking pictures, as 

well as transmit live videos. It not only mitigates operators’ safety risks, but also saves 

money and time. 

4.2 System Design and analysis 

The system is designed through integration of various advanced technologies including web 

application, databases, UAV, beacons and mobile application. The design uses HCD 

methods including HITLS and formative evaluation. Figure 34 shows a picture of beacons 

(Brand name: Estimote) used for the development of CAOSS.  

 

Figure 34 – Estimote beacon 
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4.2.1 System Architecture 

Beacons are placed in every equipment in the chemical plant. It is used to trigger operators 

(notifications or alerts) when the operators with CAOSS enters the beacons’ range (distance 

from the beacons can be modified from 1 to 50 meters) and the mobile application provides 

location based information about the machine including log sheet, SOP and P&ID. Location-

based information is very important in the chemical plant, and these information not only 

reduce the cognitive load of operators, but also provides solutions to various problems 

including LOTO and documents on demand. The mobile application is context aware and it 

displays the tasks for the operators. All the supportive documents SOP, P&ID and EOP are 

included in the mobile application. After completing the tasks, the field readings and other 

comments will be sent to the cloud. Supervisors and managers can analyze the data remotely.  

 

Figure 35 – System architecture 
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4.2.2 System activities  

The CAOSS system is configured based on time and location based services. The 

routine tasks from the database are linked to a calender and so, CAOSS displays the 

shift operators routine tasks based on the date and time. Beacons play a major role in 

bringing up the location based information. Chemical industry is huge and it consists 

of numerous equipment. It is very time consuming for operators to pull the right log 

sheet and operating procedures. Beacons can be integrated with the mobile application 

to provide the operators with right information at the right time to reduce the operators’ 

time consumption and cognitive load. Web application is developed for supervisors 

and managers to customize the tasks and information in real time and also to analyze 

the log sheets and documentation.  For instance, if any abnormal condition occurs in 

the plant, new work order can be created instantly by the supervisors and it will pop up 

as an alert to the operators’ mobile application to perform the task.  

CAOSS contains five major screens, which displays the login screen, selecting the shift 

for the operator, tasks for the operator during the shift and finally log sheets and other 

plant documents for quick access. A step by step activity of CAOSS with five main 

screens is shown in Figure 36. 
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Figure 36 - Activity diagram 

Home screen: 

It includes App logo, User ID and password, which the operators must use to login through 

this window. Each and every operator in the chemical will get a unique login credentials.  
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Division & shift selection: 

This screen shows the division (Example: phase 1 or phase 2) and the shift selection 

(Example: Morning or second or night). Operators here will select their work region and 

shift to enter the task screen. 

Task screen: 

This screen displays the tasks for the particular division and shift. The tasks are partitioned 

into three different forms as routine, non-routine and emergency. This screen also includes 

records which shows the recent and major abnormalities.  

 

Figure 37 - Dashboard 
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The top section of the dashboard will have the Current time, date and the area/ location of 

the device. It will also display the user information. The dash board will have the list of items 

that the operator could view and work on the following modules: 

 Shift/ Critical Tasks 

 Plant Checklists 

 Log sheets 

Each item will also show the number of 'Past Due', 'Current' and 'Future' event. Tapping on 

them will redirect the user to further screens.  

Log screen: 

Selecting a task from the Division & Shift selection activity opens the particular log screen. 

This screen shows the data to be entered, task to be completed, etc. Workers can write some 

remarks in the remarks for the supervisors. Clicking the particular icon should open the 

concerned machine SOP, P&ID and PFD documents. Current, Past Due and Future work 

orders pulled from database and filtered by the location will be displayed.  They will be 

allowed to create a request for a new work order by tapping create work request button. 

Tapping on the item will re-direct the user to the detail screen, where each work order can 

be viewed in detail. The user could view the details of the work order and choose the status 

of it by tapping on "Start", "In Progress" or "Complete" buttons. 
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Figure 38 – work orders 

Summary: 

After completing all the tasks, it then takes the user to the summary screen to review. 

Clicking submit data will update all the entered data to the database. There will be a common 

Header and Footer for the Application. The header contains the 'Previous Screen' redirector 

button to go to the previous screen the user was on. Page Name will be the current screen 

the user is in and a sign out button to sign out odd the application. The footer will have 

dashboard, documents, notifications, settings and chat icons. Tapping on 'Dashboard' will 

redirect the operator to go to the dashboard screen. Tapping on 'Documents' will allow the 

user to view the intelligent document accessing module. Notifications will allow the user to 

see general notifications sent out by the plant administrative team. Information screen will 

have the information about the application running, device number and other general 
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information. Settings will allow the user to alter the settings of the application. Finally the 

chat application will open up the chat box, connected with other members of the plant.  

4.3 Development of first prototype  

Based on the design document, the first prototype was developed by setting up the beacons 

to the mobile application and configured the basic tasks based on the activity diagram. The 

backend of the system is developed using XAMPP and phpMyAdmin.  

4.3.1 Configuring beacons to the mobile app 

Beacons can be configured either through Apple Ibeacon platform or through Google 

Eddystone platform and both platforms are supported by both android and IOS mobile 

application. Beacons transmits only a 32 bit data There are only four parameters in every 

beacon transmitting packet UUID, major, minor and RSSI.  

 

Figure 39 – Ibeacon Packet 

UUID (Universally unique identifier) is a standard identifying system which can be very 

general to distinguish beacons in our network, and it can be based on the manufacturer or 

application owner. Major and minor values are used to identify and distinguish a group. For 

example, if an industry has 500 beacons, all 500 beacons can use same UUID value to show 

that it belongs to the industry. Consider the industry to have 5 different zones or units, where 



110 

each of them has different major number 1 to 5, and each zone has various number of 

instruments and machines which can be separated with minor numbers. RSSI is the 

transmission power level, based on whose value the distance from the beacons is identified 

approximately. A basic mobile application with a beacon for region monitoring is created. 

Whenever the operator with the mobile phone enters the beacon region, the configured 

message or notification will display in the mobile application. 

 

Figure 40: Mobile app configured with beacons 
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4.3.2 Setting up the mobile application 

After setting up the beacons to the mobile application, a simple user interface is created using 

text box and buttons in the android studio. The app’s response is connected to another 

activity and to a database. SQLite is an open source database and an inbuilt feature of android 

studio. It starts with the login page (Figure 42 left side) and only registered names in the 

database can be enabled to login. After clicking the login button with the correct credentials, 

the user is taken to the division selection page. The database is configured with three shifts: 

morning, evening and night. The operators have to click on the division of in charge and the 

shift to open the dashboard. 

 

Figure 41: Login screen and selecting the division 

The next page is the task screen, which displays operators’ tasks. Usually the operators’ tasks 

will be in paper based document. This mobile application brings the tasks automatically to 

the dashboard. For instance, the routine operations like lubricating oil change and scheduled 

maintenance are synced with calendar and time and so it automatically bring the tasks to the 

operator. The database is configured using calendar API and each task in the database is 
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synced to the calendar. Similarly, when the data in the database is deleted or modified, the 

same data in the calendar will also be removed or modified. The most important feature is 

that the tasks must be updated on the calendar. 

Figure 42 (left side) shows the task screen, where the tasks are categorized into routine, non-

routine and emergency tasks. The operators have to touch the particular task to perform 

actions. For taking a field reading, the particular machine log sheet will open and operator 

have to enter the field readings and submit to update the data in the server. In case of 

maintenance the particular checklists and the standard operating procedures (SOP) will be 

displayed to perform actions.  

 

 

Figure 42: Tasks for the shift operator 

The right side of Figure 42 displays the supportive digital documents which includes log 

sheet, PFDs, P&IDs and SOPs with high levels of interaction. 
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4.3.2 Working with UAV 

Currently the inspection of the pipes, coolant towers and flare stakes are considered as safety 

critical tasks (SCT), which are highly risky and time consuming. A simple UAV integrated 

with camera, sensors, payloads and google maps will be able to perform these complex tasks 

much efficiently. Aerial photos and videos provide valuable and reliable information of 

different conditions of the plant in a short time. Commonly, visual inspection is the first step 

of assessment of defects and failures.  

 

Figure 43 - Advanced features in UAV 

Currently many commercial manufacturers are making UAV with advanced sensors and 

camera to customize according to our needs. After researching most of the UAVs, we chose 

DJI Phantom 4 Pro because of the following features: 

• Five directions of obstacle avoidance (Front, rear, left, right and bottom). Sensor 

range of 30 meters. 
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• Draw (A new technology, simply draw a route on the screen and move in the 

direction with locked altitude) used in long distance pipeline. 

• Return to home (Obstacle avoidance), geofencing. 

• Autonomous (Machine learning, computer vision, obstacle detection & avoidance) 

• Camera 4K 

• Flight time 30 mins. 

• Speed 72km/hr. 

DJI Go App is the interface to access the DJI drone. The DJI remote controller should be 

connected to the mobile device through USB connection. By using the two side sticks the 

flight operations yaw, pitch and roll can be performed. Live 4K video will visualized in the 

mobile device. There are various predefined features available in the DJI Go App. During 

our experiment, obstacle avoidance feature is used to avoid hitting the drones on objects. It 

safely keeps a position of one meter away from the objects.  

The first experiment was to inspect a 30 meter tall lamp post in a soccer field. Manual 

controls are used to monitor the lamp post. The gimbal with 4K camera records highly stable 

high definition videos of the lamp post. The obstacle avoidance feature keeps the drone one 

meter away from the lamp post. The camera in the drone can be adjusted to different angles 

for recording. The data can be analyzed either directly in the display and also it can be saved 

in SD card to analyze later.  
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4.4 CAOSS Features 

CAOSS is designed to support chemical plant operators (field operators) to perform safe and 

effective operation and maintenance (O&M). The system is developed with the help of Fitiri 

Inc. In this technological era, almost 95% of the chemical plants are using paper based 

documents. CAOSS system mainly replaces the paper based method using advanced mobile 

based system. This reduces many problems in the industries as we have already seen in 

Chapter 3. CAOSS provides context sensitive information to enhance operators’ situational 

awareness to reduce human errors. The major features are context based field readings, 

context aware information for maintenance and plant inspection using drones. 

4.4.1 CAOSS content 

Once the CAOSS mobile application is launched, operators’ login page will be displayed. 

Operators have to login using their credentials and it will take them to the main screen. The 

application requires an active internet connection because all backend processes are done in 

the server. The main page includes four menus, dashboard, documents, notification and 

settings. By default the dashboard screen will be shown. To enable the beacon feature, the 

Bluetooth in the mobile device should be turned on.  

 

Figure 44 – CAOSS Menu 
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Dashboard shows the tasks for the operators for performing operation and maintenance. It 

displays routine, non-routine tasks for the operators. The documents provides all the 

supportive documents in simple and highly interactive format. The notifications provides 

alerts about the changes in work order or any important messages. The Settings menu 

provides ways to optimize the application.  

4.4.2 CAOSS Field reading and checklists 

During plant operation, operators in every shift receive a task sheet and that includes the lists 

of actions to be performed during the shift. In the CAOSS dashboard, the task sheets are 

classified in four columns. It includes shifts/tasks, log sheets, equipment changeover and 

work orders. In every shift, operators have to physically walk all over the plant to sense the 

plant conditions and collect field readings. The CAOSS system has digital log sheet with 

configured alarms to safely and effectively collect the field readings. Once the field readings 

are collected and click on the submit button, it will automatically save the data to the server. 

If they find any abnormalities like leakage or vibrations, CAOSS allows operator to enter 

the abnormalities in the comment box. In Figure 46, the left side image shows the dashboard 

and when clicking on the shifts/tasks and it takes to the next page (right side of the image). 

It displays the tasks for the operators. The tasks are managed by the supervisors through the 

web application and also some routine operations are synced with the calendar and it 

automatically shows in the list. The CAOSS system is integrated with beacons and it 

provides enhanced security and operator’s presence. Whenever the operators enter into the 

particular region close to the device, then the beacon triggers the particular log sheet and it 

activates the operator to enter the field readings.  
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Figure 45 – Tasks for operators during shift 

Figure 46 (left side) shows the log sheet, where the operators have to collect the field 

readings. The log sheets are configured using the alarm module. All the critical parameters 

are configured with alarm messages. Some of the alarm message displays the consequences 

and some shows the procedures to handle the abnormality. Once the reading is input on a log 

sheet and the save button clicked on, the data is uploaded to the server. 
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Figure 46 – Log sheet with built-in alarm 

The plant checklists display the step by step type of job used to reduce the failure. It helps 

to maintain the consistency in carrying out the task. While performing a task in the chemical 

plant, it requires many steps to be carried out and sometimes operators can forget certain 

things and it can lead to a huge disaster. In a chemical plant, the checklists are mainly used 

in startup, shutdown, safety procedures and maintenance operations. This computerized 

checklists supports operators to perform the steps one by one with an action message. Figure 

48 shows the checklist implemented in CAOSS. The top bar shows the name of the device 

and the actions are listed one by one. After performing every action, the operators have to 

check the toggle button from no to yes.  
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Figure 47 – Plant checklist 

4.4.3 CAOSS documents 

Plant documents are developed mainly to assist operators to manage the functions allocated 

to the devices. In chemical plants, the documents are huge which includes drawings, SOP, 

EOP, and P&ID. Procedures are initially developed for operator assistance and later with the 
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increase of incidents and accidents, the procedures are increased massively. Currently there 

are thousands of procedures in a chemical plant. The procedures are usually in paper based 

document and it is very hard for operators to look into it. Recently, there have been many 

accidents that have occurred and operators do not even know that they have procedures to 

solve the particular situation.  

Electronic documents are already used in some chemical plants. Initially it started with the 

conversion of paper based document into digital format. But now with the technological 

advancements, the documents can be fed to the operators in context based. CAOSS develops 

intelligent documents using a third party application called “view port”. It provides a single 

view of all the information (diagram, SOP, P&ID) about the plant. It is very simple to 

configure and all the related documents can be accessed by touching the particular part in 

the P&ID.  
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Figure 48 – CAOSS Documents. 

4.5 Automated drone flight 

Drones or multi-rotor aircraft are operated and controlled by adjusting the speed of the motor. 

Currently the drones have four or eight propellers based on the design. The motors can rotate 

in both clockwise and anticlockwise directions to attain roll pitch and yaw operations. The 

flight control operations requires pilots input and which is converted into control signal to 

electronic speed control (ESC).  
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Currently the drones are very good examples of tangible interactive system (TIS). They 

started from the software and electronics, and later they were built with the mechanical 

system.  

DJI phantom 4 pro is designed based on the system on a chip (SoC) solution. It integrates all 

the control unit, power management and other electronics in a single chip. The DJI Phantom 

4 Pro is equipped with four major components for automatic features, which are  

1. Global navigation satellite system (GNSS) 

2. Smart IMU 

3. UV sensors 

4. 4K camera 

All these sensors and actuators values are processed using multi-sensor fusion algorithms 

for improved stability and accuracy. With onboard and mobile SDKs from DJI, custom-built 

applications can be developed using the flight data.  

4.5.1 Importing the DJI SDK: 

To start developing a mobile application, the initial step is to download the DJI SDK from 

the developer website and import into the android studio. The SDK has access to manipulate 

all the sensors in the drone.  
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Figure 49 – SDK Integration 

4.5.2 Development of flight plan using google map 

The first step with DJI SDK is to activate the application using DJI key and bind it to the 

DJI account. App key is provided in the DJI website, use that to link to your application to 

connect with your drone. Once the app key is properly added, it displays a success message 

while executing the app (Figure 51). 

 

 

Figure 50 – Activating the app with DJI key 
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The next step is integrating the google maps into the application. Google maps are an open 

source and it can easily be integrated using simple steps to develop mobile application. Go 

to the android SDK manager and enable google play services. To import google maps into 

the application, a unique key through login to your google account. Include the key from the 

google maps into the developer portal. Now using UI library and create layouts with buttons 

as shown in Figure 52. Add seven buttons: locate, add, clear, configuration, upload, start and 

stop for basic flight operation. These buttons are configured using predefined functions from 

the DJI SDK. 

 

 

Figure 51 – Integration of google maps in the app 

The next step is to add waypoint markers, since the google map is already imported and we 

have to add markers on the map to show the waypoints of the mission. The markers should 
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be added while pressing the button add, and once the marker is completed press exit button. 

Once the waypoint is created, the waypoints have to be uploaded to the drone for autonomous 

flying. Use start and stop mission to start and stop the flight. If the marker was placed wrong 

by mistake, it can be removed using clear button.  Once you press the configuration button, 

you can able to set the altitude and speed of the drone.  

4.5.3 Automated way point setup 

Initially, the drone and the RC controller has to be switched on. Then, the configured mobile 

application is installed into an android device and connected to the RC controller through 

USB connection. Once the application is launched, it automatically gives a success message 

that the application is successfully linked to the DJI account. The first screen also identifies 

the name of the drone connected to the application and in our case it shows the DJI Phantom 

4 Pro. After opening the app, it takes the user to the next page where it displays all the seven 

buttons. Click the add button and touch in the maps to select the waypoints. The application 

automatically takes the first point as the initial waypoint and followed by the next till the last 

waypoint. After configuring the way point, it is uploaded onto the DJI drone. Click on the 

start button and the drone automatically takes off and hovers to all the waypoint in the 

provided altitude. After going to all the waypoints, it finally lands to the initial destination. 
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Figure 52 – Automated flight plan using google maps 

4.5.4 Automated 3D mapping 

3D modelling has huge applications and it takes enormous amount of time and cost to build 

it. Using the drones, the 3D models can be created very effectively using simple steps. We 

have used a third party software called DroneDeploy to automate the 3D mapping. Install 

the DroneDeploy mobile app. 

Step 1: click on the plus button and select the plan a flight. 

Step 2: draw the area where 3D models are required. 

Step 3: Start the drone to automatically capture pictures of the area. Note: Drone Deploy has 

added features including 3D mode and obstacle avoidance. 
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Now the drone flies autonomously over the region and collect various amount of pictures 

and it automatically saves to the SD card in the DJI drone. If the drone went out of battery, 

it automatically stops in the start point. When the drone gets recharged, the mission can be 

started again from the same location. While flying, it displays the 2D model of the area. The 

images have to be later uploaded to the DroneDeploy server to create the 3D model of the 

location. DroneDeploy makes the aerial 3D model quick and easy. Users can be added to the 

3D model in the server for collaborative work. 

The figure below shows the 3D model of a car in a small area. The drones collected 275 high 

resolution images to create an aerial 3D model. The idea is to build the 3D model of the 

power plant and integrate into the mobile application instead of google maps for precise and 

simple inspection. 

 

Figure 53 – 3D modelling using DJI drone 
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Chapter 5 

Testing and Analysis 1 

 

5.1 Testing methods: 

The initial experiments for context aware operator support system (CAOSS) were based on 

qualitative experiments to evaluate the usability of the CAOSS system (Wolcott, 1990). 

Qualitative analysis is a strategy for systematic collection, organization and analyzation of 

textual data. The qualitative questions are well established, articulated and well defined. It 

uses inductive approaches to generate results which are difficult to measure quantitatively. 

The tests were carried out in two steps (see Appendix E): 

1. Conducting user-system interaction tests: 

- Goal: check if CAOSS system is simple and effective for plant operators. 

- Methods: Cognitive walkthrough  

It is used to evaluate how users can easily carry out the features of the 

CAOSS (Spencer, 2000). It begins with defining the tasks that the user 

would be expected to carry out.  

2. Testing the usability to evaluate CAOSS 

- Method: expert review approach 
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This approach uses experts to use his/her knowledge and experience to 

evaluate the system (Molich and Wilson, 2003). This method pays full 

attention to the context of the system and there is no specific set of heuristics 

are used like heuristic evaluation.  

Both the tests are presented in this chapter. CAOSS was incrementally improved based on 

the HITLS through formative evaluations from the beginning of the design process. 

5.1.1 Testing tasks and protocols 

The assessment of CAOSS is carried out by the following steps: 

1) It begins with providing an overview of the system and user interface. 

2) The tasks that the users would be carrying out.  

3) Choose the evaluators 

4) Provide the mobile device to the evaluators for the test. 

5) Run the evaluation 

6) Analyze the results 

The experiment includes two phases 1) performing the basic tasks and 2) Demonstrating 

CAOSS features. Following each test, every participants have to answer a set of questions. 

The entire experiment timeline is shown in the Figure 55. 



130 

 

Figure 54 – Testing timeline 

The mobile application is preloaded with several functions:  

User accounts: The backend of the mobile application is configured with sample user login 

credentials and every operators have to use their credentials to access their account. 

Dashboard: The dashboard of the system includes five major modules including log sheets, 

critical tasks, equipment changeover, plant checklists and work orders. Each and every 

module is configured with tasks, log sheets and checklists. 

Location aware system: The CAOSS is configured with beacons to provide location aware 

information about the area and log sheets. 

Documents: Actual plant P&ID, SOP and other plant documents are included in the 

documents menu. 

The briefing of CAOSS system is administrated as follow: 

- General knowledge questionnaires to get participants opinions and 

thoughts about paper based system. 
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- Train participants for all the functions and features in CAOSS. 

- Cognitive walkthrough to check the participants understanding of the 

usability of CAOSS. 

- Finally ask participants to fill the usability questions about the CAOSS 

system. 

5.2 Testing (Phase1) and analysis 

The test was carried out in February 12th 2018. Five chemical plant operators and engineers 

were chosen as participants. Three of the experts are over thirty years of experience and other 

two with more than three years of experience. The experiment were conducted in two 

different phases to analyze the usability of the CAOSS system. The experiments are 

conducted separately with every participants. In the first phase, each operators are provided 

with the mobile application to perform some basic user-interaction tasks to perform cognitive 

walkthrough analysis. 

5.2.1 Usability evaluation (cognitive walkthrough) 

Designing usable interfaces is one of the key factors in keeping the users engaged and 

satisfied with the application. Usability testing enables to identify and correct them 

incrementally. The cognitive walkthrough of CAOSS is performed with nine different tasks 

from five chemical plant experts. The tasks are set in such a way to run all the features in 

CAOSS. The experiment is conducted without any prior training to the participants. The 

testing is done using the final version of the CAOSS. After every task, Set of five yes or no 
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questions were asked for evaluation. After every task, the graph shows the percentage of 

participants, they find the tasks as simple to use. 

- Task 1: Login to CAOSS system 

This task is aimed to check if the participants could login to the system promptly. 

This task is very important because some of the participants are over thirty years of 

experience and to check how they feel with the tablet/mobile based system. In the 

result, all the participants succeeded to perform this task. Every participant answers 

that, they are already familiar with these kind of login page. 

- Task 2: View the scheduled tasks for the operators 

This task is aimed to make operators to capture an overview in the dashboard. All 

the major parameters used in the chemical plant is added in the dashboard. One of 

the participant is confused with the “critical tasks” and “work orders”. He got 

convinced after explaining the work order and tasks in this context. 
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Figure 55 - Cognitive walkthrough of CAOSS (Task 1) 

 



133 

 

Figure 56 – The list name similarity in CAOSS 

 

- Task 3: Enter the field readings in the log sheet 

This task aimed to collect field readings through the CAOSS system. The 

participants are provided with sample field readings for reference. Participants have 

to choose the right log sheet in the CAOSS and enter the values given. Two 

participants took little long time to choose the right log sheet. But at the end they 

could able to find the right log sheet and entered the values. 
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Figure 57 - Cognitive walkthrough of CAOSS (Task 2) 
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- Task 4: Enter abnormal field readings in the log sheet to get alarm 

In CAOSS system, every log sheet is configured using alarm modules to display the 

actions or consequences. During task 4, operators are provided with abnormal field 

reading for pressure and while entering the data, pop-up alarm notification should 

indicate the right actions/consequences. Every participants has successfully did this 

task. 

 

Figure 59 – Alarm message during abnormal field reading 
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Figure 58 - Cognitive walkthrough of CAOSS (Task 3) 
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Figure 60 - Cognitive walkthrough of CAOSS (Task 4) 

- Task 5: Complete the log sheet and verify it before uploading to the server 

Task 5 aimed to check if participants could able to complete and submit log sheet in 

CAOSS system. Three participants entered all the data into the log sheet and they 

didn’t press the complete toggle button to upload to the server. 
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- Task 6: Open the P&ID document for “P&ID WELL-4” 

Task 6 aimed to check if the operators could easily find the right P&ID in the 

documents. Majority of the participants found the P&ID in very less time. One 

participant took little more time and finally he got it. The results showed that five 

participants understood it (Figure 62) 

 

Figure 62 – Cognitive walkthrough of CAOSS (Task 6) 

- Task 7: Open the Standard operating procedure for “R4 startup” 

Task 7 aimed to check if the operators could easily find the right standard operating 

in the documents. The process is very similar to the previous task and all the 

participants provided excellent actions for completing the task. 
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Figure 63 – Cognitive walkthrough of CAOSS (Task -7) 

- Task 8: Follow the checklist for “prestart boiler checklist” 

Task 7 aimed to check if the operators could able to follow the checklists. The task 

of the participants is to find the right checklist and follow the instructions with a 

toggle button. All the participants successfully completed this task with short 

amount of time. One participant felt this feature as very useful to reduce failure. 

During startup, shutdown and maintenance, there are lot of actions to be performed 

and it is highly compensation for potential limits of human memory. These 

electronic procedures are very interactive and enables to toggle the button whenever 

the operation is performed. The results are showed below (Figure 65) 
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Figure 64 - Cognitive walkthrough of CAOSS (Task -8) 

- Task 9: Set the waypoints for the drone flight and set the speed and altitude 

This task is aimed to check if the participants could able to preset the drone path and 

speed. This task is little complicated because participants have to choose the right 

location in the google maps and then set the waypoint markers. We just checked the 

user interaction and only two participants could properly finish this task. The results 

are shown in the graph below 
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Figure 65 – Cognitive walkthrough of CAOSS (Task-9) 

The design and user interface of CAOSS system is developed after several iterations. The 

experiments were conducted without any prior training to discover the affordances. Results 

were positive, where every participants could complete the tasks. 

5.3 Testing (Phase 2) and analysis 

A summative usability testing is performed in this phase with a five chemical plant experts. 

It is aimed to get experts opinion about the usefulness and efficiency of the CAOSS system 

in chemical plant operation. After completing the nine tasks to look and feel the application, 

the demo of the CAOSS system is shown to the participants with all the available features. 

For detailed explanation please see chapter 4.  
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 3) Context sensitive operating procedures 

 4) Operation communication  

 5) Plant inspection using drones 

The first four features of the CAOSS system is demonstrated directly to experts using the 

beacons and the mobile application. The last feature “plant inspection using drones” is 

demonstrated using a prerecorded video because flying a drones need lot of resources.  

The video represents an experiment, where the system is tested in a soccer field both 

manually and autonomously. At first, in autonomous flight we marked 8 waypoints with an 

altitude of 10 meters with a speed of 10 miles per hour. Initial take-off and landing is also 

set priory. Second, the task is to inspect a 20 meter tall soccer field lamp post. All these are 

recorded and demonstrated to the participants.  

 

Figure 66 – Inspecting a lamp post 
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The experiment aimed to generate expert’s usability review. Each participants are provided 

with eight questions and they have to use their knowledge and experience to answer in the 

rating scale from 1 to 6. The questions are developed to check the features are useful and 

reliable to enhance the safety and efficiency. The results from the five expert’s, shows the 

system is highly useful, safe and reliable. Figure 67 presents the average scores provided by 

the experts. X-axis shows the number of questions and Y-axis shows the percentage of 

participants rated the system is useful (Scale out of 1 to 6). 
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Figure 67 – Usability analysis based on expert opinion 
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The questions are present in Appendix E. The analysis of every question is displayed below. 

Question 1: 

- Two of the participants says that with using smartphones and computers every day, 

the system is very simple and interactive. Oher participants say that the system needs 

minimal training to understand the flow of the system.  

 

Question 2: 

- Four of the participants says paper based system requires lot of redundant work and 

CAOSS makes things simple and faster through automatically brining the input to 

the screen based on the location and also the data becomes live and accessible. One 

of the participant says that, skipping the readings is much quicker in paper based 

system. 

 

Question 3: 

- All the participants agreed this context aware log sheet is very useful and also to 

enhance safety and reliability. They agreed that feature helps to quickly access 

relevant information based on the location and also making sure that the person was 

physically present when collecting the data required. Because as most of the 

situations arise because of the failure of the operator going and actually being present 
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near the equipment. The Bluetooth range can also be varied accordingly to stay away 

from the instruments.  

 

Question 4:  

- Some participants believed that it reduces the decision-making left on the operator 

through right actions and also it eliminates the guess-work. One participant says that, 

usually the consequences and corrective actions are input by highly experienced 

operators or supervisors after verified by process engineers, it helps operators to 

mimic an experienced operator with engineering degree. 

 

Question 5: 

- All the participants found the feature is highly useful because the system can bring 

the procedures based on the situation or on equipment tag numbers. It saves time 

during plant emergencies and gives confidence to operators and supervisors to take 

informative decision quickly. In the case of newly commissioned plants, young 

operators or a rare scenario can lead to erroneous decision making during an 

emergency situation. Providing the right procedures based on the situation greatly 

enhances safety and reliability. They provided some feedback to improvise the 

CAOSS system through adding audio and video SOPs and datasheets. 
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Question 6:  

- 86.6% of the participants believed that the feature is useful. The paper already 

discussed that LOTO is one of the main reason for number of accidents. It is highly 

time consuming to generate LOTO tags and instructions. Since the LOTO 

procedures are verified and loaded into the system in advance, the emergency 

situation and time constraint does not influence LOTO failure. 

 

Question 7: 

- Participant believed that it’s an amazing feature, especially for young operators and 

it eliminates radio communications between control room and field and delivers 

clear message. Further the record of communication is stored and databased. It also 

aids in quick accessibility to the right resources. 

 

Question 8: 

- All the participants suggested the feature is highly useful and reduces huge time in 

certain tasks. But they have few concerns about the redundancy and safety measures. 

Elevated structures such as Absorption and Stripping towers (over 250 feet tall) 

oscillates in wind and operators will not like to spend lot of time to do thorough 
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inspection at elevated heights. Further there is no way operators can climb above the 

last platform to get an overview of instruments and equipment. 

5.4 Conclusion 

The tests were carried out in two steps and the results can be summarized as follows: 

1. Cognitive Walkthrough: The cognitive walkthrough was conducted without training 

to discover CAOSS affordances. There were nine simple tasks for the participants 

to look and feel the system. The UI of the CAOSS is developed using very simple 

and common model. Results were positive and majority of the participants could 

able to use all the features and it will be simpler after training.  

 

2. Usability: The participants were explained about all the features of the CAOSS 

system. Then were provided with eight usability questions. The results shows that 

92% of the experts that the CAOSS system is useful and improves safety and 

efficiency. They also agreed that these location-based and time-based information 

improves the context sensitivity by providing the right information at the right time. 
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Chapter 6 

Testing and Analysis 2 

 

6.1 Testing method 

The second phase of testing is mainly focused in quantitative analysis to measure time and 

accuracy for both paper based approach and CAOSS (Teo and Timothy, 2013). The central 

theme of the quantitative analysis is measurement, based on empirical observation and 

mathematical expression. Scenario based testing is performed and that uses scenarios, which 

can be any real time simple to complex problem. The tests were carried out in three steps: 

1. Measuring the time and accuracy during the scenario: 

- Goal: Check if the CAOSS system reduces the operational time and errors 

than traditional approach. 

- Method: Scenario based testing 

In this approach, we used real use cases or scenarios and which has to be 

performed by the participants through both paper based approach and 

CAOSS to measure the time and accuracy. The scenario is included with 

two different tasks. 

2. Testing the CAOSS system provides context-aware information 
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- Goal: Check if the CAOSS system provides the situational awareness, 

location awareness and time-awareness through providing right information 

at right time. 

- Method: when the participants performing the scenario, after each task they 

were questioned regarding the features of CAOSS improved context 

awareness. 

3. Measuring the cognitive load while executing the task 

- Method: Modified NASA-TLX (Stephane, L. 2013) 

It is a subjective multi-dimensional assessment method to measure work 

load (Coelho et al,. 2014). 

6.1.1 Test scenario design 

The scenario is derived from the Bhopal disaster events. The deep accident analysis is 

performed in chapter 1. The main mission is to explore how the CAOSS system would have 

impacted in that scenario.  With the help of FiTiRi Engineers, we have designed and 

developed the actual P&ID, log sheet, SOPs and check-list for the Bhopal union carbide 

plant. The log sheet for MIC tank shown in table 10 is loaded into the CAOSS system. In 

CAOSS each field of the log sheet is configured using an alarm module (Table 11), so that 

whenever a field reading is greater or lesser than the threshold value, it provides an action 

message showing the consequences or the right actions. Checklists and SOPs are also added 

to the CAOSS system. 
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Table 10 - MIC tank log sheet 

 

MIC TANK LOG SHEET (Every two hours) 

 

Date 

 

Shift 

 

Operator Name 

 

Time 

 

Tank 

level 

in 

(%) 

 

Tank 

pressure 

(mm 

H2O) 

 

RD 

pressure 

(mm 

H2O) 

 

Tank 

controller 

pressure 

(mm 

H2O) 

 

MIC 

Temperature 

In (C) 

 

PVTS 

bypass 

open 

(Y or 

N) 

 

PRSV 

bypass 

open 

(Y or 

N) 

8.00 

AM 

 

       

10.00 

AM 

 

       

12.00 

PM 

 

       

2.00 

PM 

       



149 

Table 11 – Alarm module for MIC log sheet 

ALARM MODULE 

(% mmH2O) 

 

Normal 50 % 

 

Minimum 20 % 

 

High  70% 

 

High High 80% 

 

 

The P&ID (figure 6) in chapter 1 is also loaded into the CAOSS system. The SOP and 

checklist are also loaded into the CAOSS system and which can be accessed both manually 

and also based on the situations. The major reason for the Bhopal disaster is mainly due to 

water entering the MIC tank due to both technical and human factor failure. The test 

scenarios are very closely similar to the exact situation and to evaluate how the CAOSS 

system behaves in that particular scenario. 

 The test scenario includes two tasks: 

- TASK 1: Collect field readings from MIC tank 1. 
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Note: Beacons are trigger with the log sheet, so whenever operator enters 

the beacon region the log sheet will be opened (Location-awareness). 

 

- TASK 2: Select the right checklist and SOP for the choked (sodium salt 

deposition) pipeline. 

Note: Create an abnormal situation with excess temperature. (The CAOSS 

system will show alarm module and actions). 

Checklist should be completed before the cleaning process and then follow 

the SOP for maintenance operation. 

6.1.2 Experimental setup 

The experiment is performed in a virtual environment of a chemical plant, since we couldn’t 

get access to conduct the experiment in an actual chemical plant. A virtual chemical plant is 

created using a simulation tool Unity 3D with interactive controls. Thus experiment involves 

two different platform a computer and tablet. Computer to run the simulated environment of 

the chemical plant and tablet with CAOSS to perform the tasks. 

1. Unity 3D: 

- A virtual chemical plant simulator created in Unity 3D (Chapter 3) is 

extended with two more features. A collider is placed near the tank and so 

whenever we walk close to the collider, the tank displays all the field 

readings. Also, a collider is placed near a pipeline to display the checklist 

and SOP. This environment is setup in a computer. 
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2. CAOSS: 

- The test scenarios are added to the CAOSS system. Every participants are 

provided with tablet to perform both the tasks. 

Each participants have to virtually walk in the chemical plant and once they reach the tank 

the time starts to perform the first task to collect the field readings in both CAOSS system 

and paper based approach. The same again for the task 2 should be repeated. Both the session 

times and errors made during these tasks are to be collected. 

 

Figure 68 – Experiment set-up 

6.1.3 Testing protocol 

The experimental scenario includes two different tasks. At the end of each tasks, a question 

regarding context awareness is asked to the participants. After the end of task 2, every 

participants are given with NASA-TLX rating to measure the cognitive load (Figure 70). 
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 Figure 69 – Testing timeline  

6.2 Testing and analysis 

This testing is conducted with six students from Florida tech (Chemical and mechanical 

Engineering). The virtual environment of the chemical plant is project in a big screen 

(Television) and participants are provided with the tablet installed with CAOSS.  

 

Figure 70 – Testing session with students 
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The participants were explained about the overview of the CAOSS system and the scenario 

used for the experiment using power point slides.  

The experiments were conducted with three students starting the task from the paper based 

document and then to the CAOSS system. Others three participants were in the reverse order 

CAOSS system to paper based system to maintain the consistency. 

Participants started with moving the controls in the virtual chemical plant (unity 3D) to walk 

near the MIC tank. The tank displays the field readings and the timer starts when the field 

reading is visible. Participants found the right log sheet from the set of documents and enter 

the data in the log sheet. The timer is stopped at that moment and the time taken for task 1 

using paper document is noted. Next, the same task is repeated using the CAOSS system. 

Participants are now provided with the tablet loaded with CAOSS system. The log sheets are 

linked with beacons and when the participants brings the tablet near to beacon, the concerned 

log sheet is opened and they entered the data directly in CAOSS system. The time for 

performing task 1 using CAOSS is noted in the table. After task 1 participants were 

questioned about the new features and does it improved their context awareness? 

In task 2, operators entered an abnormal field reading (tank level) in the log sheet. For 

abnormal increase in tank level, participants found the right standard operating procedure 

(SOP) from the set of SOPs. Once the right SOP is found, the time is calculated for task 2 

using paper documents. The same task is repeated using CAOSS system, while entering an 

abnormal field reading, it automatically displayed an alarm message to use SOP for increase 

in tank level.  The time taken for the participants to find SOP from the documents is noted. 

At the end of task 2, participants were questioned again about the new features and does it 

improved their context awareness?  
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At the end of the scenario, each participants were provided with NASA-TLX sheet to analyze 

the cognitive load for performing the scenario using both Paper-based documents and 

CAOSS system. 

The contents of the testing are presented in table 12 and it shows the amount of time 

consumed for performing both the tasks. The table also shows the new features available in 

the CAOSS system. 

Table 12 – Results of the testing 

Participants #1 #2 #3 #4 #5 #6 

Time used for performing Task 1 using paper 

documents in minutes 

0.7 0.81 0.55 1 0.78 0.85 

Time used for performing Task 1 using 

CAOSS system in minutes 

0.53 0.63 0.51 0.73 0.63 0.5 

Time used for performing Task 2 using paper 

documents in minutes 

1.3 1.42 1.38 1.1 0.93 1.2 

Time used for performing Task 2 using 

CAOSS documents in minutes 

0.45 0.68 0.51 0.53 0.48 0.55 

New features in CAOSS for task 1 

 

F1* F1* F1* F1* F1* F1* 

New features in CAOSS for task 2 F2*, 

F3* 

F2*, 

F3* 

F2*, 

F3* 

F2*, 

F3* 

F2*, 

F3* 

F2*, 

F3* 
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*Features 

- F1: CAOSS system triggers with the beacons to open and enable the log sheet for 

the particular equipment automatically. (Note: Operators presence is mandatory). In 

paper based system, operators have to find the right log sheet manually.  

 

- F2: During abnormal field reading, CAOSS system provides alarm message 

regarding the actions to be taken or the consequences. In paper based system there 

is no alarm module. 

 

- F3: Intelligent Standard Operating Procedures (SOPs), which can be accessed 

quickly with a single touch. 

The operational time for both the tasks using paper based method and CAOSS is shown in 

the figure 71 and 72. Where the X-axis shows the number of students and Y-axis shows the 

time taken for performing each task. 
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Figure 71 - Time used for students while performing Task 1 

 

Figure 72 – Time used for students while performing Task 2 
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6.2.1 Context awareness with CAOSS  

After the end of each task, the same questions which are asked to the experts were questioned 

again to the student participants. The questions are 

After task 1: 

Q1: CAOSS field reading is triggered with beacons and it identifies the mobile device 

and enables the log sheet only if it’s in a certain range from the specific plant 

equipment. Does this feature enhances context awareness, safety and reliability? 

 

Main findings are as follows: 

 

- All the participants agreed that the beacons integrated with CAOSS improves the 

context awareness by providing the right log sheet based on the location. Enabling 

and disabling the log sheet based on location can reduce human errors.  

- This feature helps to quickly access relevant information based on the location. 

 

After task 2: 

- Q1: While entering the abnormal field readings in the log sheet, the CAOSS 

system displays the consequences of the ongoing procedures. Does this feature 

enhance context awareness, safety and reliability? 

- Q2: During abnormal situations, CAOSS brings the right procedures. Does this 

feature enhances context awareness, safety and reliability? 
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Main findings are as follows: 

 

- All the participants agreed that the alarm module with right actions and 

consequences improves context awareness. 

- The system is more productive during abnormal and emergency situation 

- Bring the right procedures saves enormous amount of time. 

6.2.2 Workload using NASA-TLX 

A comparison with NASA-TLX mental and visual demand is performed between both paper-

based documents and CAOSS system. After the end of the tasks, participants where provided 

with the NASA-TLX sheet to measure the visual and metal demand in the scale 1 out of 10. 

Figure 73, shows the mental demand and figure 74, shows the visual demand for both paper 

based and CAOSS. 

 

Figure 73 – NASA-TLX mental demand (Paper vs CAOSS) 
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The X-axis in the figure 73 and 74 shows the number of participants using both paper based 

and CAOSS system. Y-axis, shows the users rating on the scale from 1 to 10. 

 

Figure 74 - NASA-TLX Visual demand (Paper vs CAOSS) 
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6.3 Conclusion 

1. A quantitative study based on limited set of students in the scenario shows that the 

Context-aware operator support system (CAOSS) is faster than the paper based 

method. There are three new features including location enabled log sheet, which 

pulls up automatically, when close to the beacon. This feature make sure the 

operators presence for added safety and stop the field reading violation. The second 

feature displays the consequences or the actions to be taken, during the field reading 

is abnormal. Finally, the documents in the CAOSS with simple interaction helps to 

manipulate the documents easily with a simple touch.  

 

2. A modified NASA-TLX with mental and visual demand shows that the CAOSS is 

reduces both metal and visual demand of the participants. It is obvious that more 

testing is needed and will be carried out in the near future to get a mature version of 

CAOSS.  
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Chapter 7 

Conclusion and Perspective 

 

7.1 Conclusion 

CAOSS is mobile/tablet based application, which supports chemical plant field operators in 

performing operation and maintenance. The system is designed to interact between the plant 

operator and technical documents such as log sheet, SOP, P&ID and checklists. It uses latest 

technology for providing context-aware information through mobile platform to perform 

operator day-day activities. The benefits from CAOSS is listed below: 

1. CAOSS replaces paper-based documents and electronic documents such as plant 

manuals, SOP, P&ID, log sheet and checklist with context-aware mobile 

application. 

2. CAOSS log sheets are triggered with beacons and it identifies the mobile device and 

enables the log sheet only if it’s in a certain range from the specific plant equipment 

and it avoids the violations with improved safety and efficiency (context-

awareness). 

3. The routine tasks including oil change and equipment changeover details are synced 

with calendar and it alerts the operator during the particular day (Time awareness). 
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4. The log sheets are configured with alarm module and whenever during abnormality 

it displays the right actions and consequences. 

5. The smart availability of documents enables to view the P&ID, SOP and checklists 

much faster and effectively. It also makes procedures available during critical time. 

6. Chat feature enables to communicate with other field operators, panel operators, 

supervisors and plant managers. This also enables to backtrack the messages through 

databases. 

7. Drones will be very useful to inspect elevated structures like cooling tower, 

chimneys, flare stack and long distance pipeline. The images and video from drones 

can be used to identify leakage, corrosion and structural damages 

8. It is simple to use with minimal training and also very easy to carry. 

9. It has all the benefits of smartphones including mobility, portability, tangibility and 

maturity of use. 

The results show that CAOSS system is promising that, it reduces operational time and 

cognitive load of the field operators. CAOSS is also proved that, it is highly usable and useful 

for everyday plant operation based on the experts’ opinion. Furthermore, it reduces some 

human errors including field reading violations. 

Furthermore, the tests based on the scenario based on the Bhopal disaster shows that the 

CAOSS improves the operational performance through context-based information. These 

implications shows that these advanced technology would have saved this disaster.   

CAOSS drawbacks are listed below: 

1.  
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2. Hardware concerns: 

- Smartphones/tablets are electronic devices and may corrupt or may lose 

power during emergency situations. Therefore, autonomy and physical 

robustness are the issues to be analyzed. Also proper redundancy have to 

studied, because these technologies are not highly matured. Since, some of 

the areas in chemical plant are highly radiated, the devices should be 

properly ruggedized according to the environment. 

- The beacons has to be checked with some redundant technology using other 

hardware or using the software component. 

- Drones are extremely complex in these life-critical industry and so many 

testing including power management, wind speed and weather should be 

carried out before implementing. The safety should be concerned with 

minimum two layers of redundant system. 

3. Software concerns: 

- Software backup is very essential in these life-critical system because, the 

software programs can gets crashed due to virus and other abnormalities. 

Also the chemical plant includes enormous amount of documents and log 

sheets and that might slow down the hardware component. 

- The CAOSS system needs an active internet connection to operate. Some 

alternative mechanism should be considered during power loss and network 

failure. 
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4. Security: 

- CAOSS is developed based on client-server network model using wireless 

networks. So the data collected during the plant operations are stored in the 

server. Cyber-security is then concern for collecting confidential 

information from the plant and this area has to be further analyzed.  

 

5. Human concerns: 

- Context-aware information for operators might have some unexpected side 

effects on human performance and that has to be analyzed before fully 

functional. Before that, operators have to keep a reasonable level of trust on 

this this system.  

- CAOSS provides context-aware information and which needs sensors for 

sensing the environment. The sensors information might have certain 

degrees of uncertainty and inaccuracy. In these life-critical domain it is very 

important to determine the quality of contextual information (QoC). One of 

the most relevant parameter of the QoC is the Probability of Correctness 

(PoC), which expresses the level of confidence, that the contextual 

information sensed, are in fact correct or not (Brgulja et al., 2009). This 

could be another research topic in future. 

Finally, the design and developed is based human-centered design using formative 

evaluations and HITLS. CAOSS might be considered as Tangible interactive system because 

it started from software to hardware to improve safety, efficiency and comfort. 
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7.2 Perspective 

1. The future idea for CAOSS is to integrate with the plant machinery to perform entire 

field operation using mobile device. It main feature are 

- Predictive maintenance: 

When the CAOSS is connected to plant machineries including DCS and 

other sub-system, it will get access to the entire plant readings. Next step is 

to analyze the plant data with Industrial analytics and machine learn for 

predictive maintenance. It also changes the system from corrective 

maintenance to preventive maintenance to predictive maintenance.  It aims 

to prevent machine failures and maximize uptime.  

- Real time condition monitoring: 

Condition based monitoring is a process, where the condition of the 

machines are continuously monitored, mainly to identify patterns that 

indicate equipment failure. With the advancement in processing power of 

these small mobile devices, the condition based monitoring can be made real 

time. This brings to context-based predictive maintenance (Steig, 2004). 

- Industry 4.0: 

The advancement in cyber-physical systems, Internet of Things (IoT), cloud 

computing and cognitive computing changes the third industrial revolution 

to fourth industrial revolution industry 4.0.  
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Figure 75 – Industry 4.0 (Engineering.com, 2017)  

 

2. Beacons can be further extended in further areas 

- Indoor localization: 

Global positioning system (GPS) are currently used in various domains in 

locating, routing, tracking etc. Since GPS signals are highly resistant to 

barriers, it can be used only for outdoor localization. So there is problem in 

the indoor localization. Using Wireless sensor networks there is accurate 

and reliable real time indoor localization is possible. Recently with beacons 

(Bluetooth 4.0) also known as BLE (Bluetooth low energy) is possible to 

achieve accurate indoor localization with lower cost. It provides with 

locating the workers and analyzing their activities. I have conducted a 

simple experiment using six beacons for indoor positioning and the results 

were not so accurate at that point. Beacons are highly used in shopping 

areas, tourist places and airports to provide context-based information. Even 
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though, the indoor positioning system is rarely implemented in hospitals and 

airport and it’s not highly used by people. 

- Robotics: 

It is highly complex for autonomous robots to operate in indoor. The robots 

are supported with image processing, fiducial markers or RFID to locate the 

path precisely. In industrial applications, mainly in radiated and toxic areas, 

robots are used to navigate and understand the physical world. Beacons can 

be integrated with the robots for precise real-time operating and positioning. 

These robotic control can be managed through cloud services. Meanwhile, 

the drones can also be incorporated with beacons for addition safety and 

collision avoidance. A ground robot equipped with Estimote beacon is 

shown in figure 77. 

 

Figure 76  - Robot equipped with beacon for indoor robot positioning (Estimote.com, 2017) 
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3. Drones can be added further added with payload for chemical sample collection. 

- Robotic arm: 

Drones are currently equipped with camera and other safety sensors for safe 

flight. For collecting samples from critical or high altitude region it needs 

some robotic arms that should be controlled to grasp the items. Certain 

payloads can be developed according to the purpose of the industrial needs. 

E.g. Payload to collect ashes from the chimneys for further chemical 

analysis and payload to pull some chemicals from a tank. 

- 3D mapping: 

Drones are currently used to create interactive maps and 3D models much 

faster. In CAOSS system, google maps is used for autonomous flight 

planning and this could be extended with a real 3D model of the industry. 

This could be a future research for simpler automation of drones. In CAOSS 

system 2D maps from google maps is used for positioning and it could be 

simplified using actual 3D model of the industry. 

 

4. Multi-layer security of CAOSS system.  

- Multi-level security: 

The emergent technology is making the industry to cyber-physical system. 

“The term cyber-physical systems (CPS) refers to a new generation of 

systems with integrated computational and physical capabilities that can 

interact with humans through many new modalities. The ability to interact 

with, and expand the capabilities of, the physical world through 
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computation, communication, and control is a key enabler for future 

technology developments” (Baheti and Gill, 2011). These systems are 

highly depended on the internet and therefore security is the main concern. 

 

There are many threats that already targeted on cyberattacks in US nuclear 

and other life-critical industries. According to department of homeland 

security report, “hackers made their way to machines with access to critical 

control at power plants that were not identified”. They also claimed that they 

have not reached up to the level of sabotage and shutdown of plants.  

 

There have been already some reported information failure in industries and 

other cloud system. In addition, with the rapid development of smart 

technologies, it is very important to secure these lie-critical system with 

multi-layers of security (Wang et al., 2018). Cyber-physical security 

assessment should also be a huge research topic for HCD. 

 

5. The Tangible interactive system(TIS) should incorporate flexibility, maturity and 

stability 

- Flexibility: 

In software terms, the system should be easily upgradable and extendable 

according to evolving technology provides flexibility. In this open world 

with highly nonlinear environment, the design should be made flexible. 

CAOSS is developed using open source programming and it can be easily 
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modularized. Currently Augmented reality (AR) glasses are emerged for 

plant operation, and the features of the CAOSS can easily incorporated to 

those AR glasses.  

- Maturity: 

“Product maturity is about technology maturity and maturity of practice” 

(Boy, 2016). CAOSS system is built for smartphones/tablets mainly due to 

the maturity of the mobile technology. In case, to extend the system to AR 

glasses, workers need more training and also important the maturity of 

practice. Socio-technical systems evolve concomitantly with the emergence 

of new technologies. The maturity of the product is decided by the users 

over the time, when the system is safe, efficient and comfort.  

- Stability: 

Stability is another important factor for tangible interactive system (TIS). 

And in CAOSS system, the important concepts to be addressed is 

redundancy and security. Since the system is mostly going towards cloud 

computing and it is very important to address unexpected cyber security 

attacks and possible redundant system.  
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Appendix A 

Safety standards in chemical plant 

 

Safety Integrity Level (SIL) 

To determine a SIL, the safety practitioner team RISK/PROCESS HAZARD ANALYSIS 

(PHA) procedure identifies all process hazards, estimate their risks and decide if that risk is 

tolerable. Once a SIL has been assigned to a process, the safety practitioner has to verify that 

the individual components (in our case switches, controller/logic solvers, final elements, 

etc.) that are working together to implement the individual Safety Instrumented Functions 

(SIF) comply with the constraints of the required SIL. 
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Process safety management (PSM) 

To help ensure safe and healthful workplaces, OSHA has issued the Process Safety 

Management of Highly Hazardous Chemicals standard (29 CFR 1910.119), which contains 

requirements for the management of hazards associated with processes using highly 

hazardous chemicals. The standard mainly applies to manufacturing industries particularly, 

those pertaining to chemicals, transportation equipment, and fabricated metal products.  
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To make sure your company is compliant, keep in mind the following 14 elements that 

OSHA inspectors will look for when they review your PSM program. The fourteen elements 

are given in figure  

 

Figure 77 – Process safety management 
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Appendix B 

Problem Analysis through Plant visit 

 

During summer 2015, I had went for a plant visit in India for days in kudankulam nuclear 

power plant. The main objective is to analyze the current problems faced by the field 

operators during everyday plant operation.  

First two days of my visit was getting a training and overview about the entire plant operation 

including the control room operation and field operation. Since the nuclear core reactor is 

highly confidential and I could able to access that area, But I physically undergone all other 

machines including, boilers, turbines, coolant system, piping and water pumps and other 

safety system. The field operation is almost similar in most of the industries including power 

plants, oil and gas refineries, hydrogen plant and ammonia plant. The main objective of every 

field operator in these life-critical industry is to perform everyday operation to inspect the 

plant and if anything went abnormal and they have to repair the equipment. Finally, they 

have to maintain the machines through proper maintenance including lubricating oil change, 

bearing change, machinery change and so on. 

During my last day of my plant visit, I have interviewed three field operators working in that 

shift with the following ten questions. The questions were not asked individually and it was 

asked in the group.  

1. What is the role of the field operators? 

2. What is the importance of the field operator? 
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3. Who assigns and manages the filed operator? 

4. What is the mode of communication used, between the field operator, panel operator, 

supervisor and manager? 

5. How often do you use supporting documents for performing scheduled or routine 

maintenance? 

6. How often do you use supporting documents for performing non-routine 

maintenance? 

7. Do you have any other form of support other than paper based documents? 

(Example: documents like power point or pdf files in computer) 

8. How often do you make mistakes during plant operation? 

9. Have you ever faced any abnormal situation, where you have no idea to fix that 

issue? 

10. Do you always follow the plant regulations? 

The answers collected were 

Questions Answers 

1. The plant operations are done by field operators and panel operators. 

The tasks of the operators are managed by plant supervisors and 

plant managers. Most of the time, the panel operators have to 

engineers because they have to understand the entire process 

completely and also to guide the field operators. Centralized is 

highly improved, especially in this newly built plant. Majority of the 

operations can be performed from the control room. Some of the 



184 

experienced operators with different power plants are excited about 

the new features in this plant. 

Majority of the field operators are mechanics with specialization in 

welding, drilling and so on. Most of the time field operators do not 

understand the entire process and they just follow the work orders 

from the panel operators and supervisors. Supervisors of the field 

operators are highly experienced foreman or plant engineers. The 

main task of them, is to inspect the plant abnormal leakage or 

vibration and different smelling. And they have to collect field 

reading from the subsystem. 

2. Filed operators are highly important to fix any problem in the plant. 

The control room operators can identify the problem through their 

computers, but field operators have to physically fix the issues with 

the machine.  But mostly the major maintenance are not done by the 

field operators and it will be done through contract employees with 

field operators’ assistance. 

3. Majority of the plant operations are routine based. So, at the end of 

every shift, the field operators have to notify the tasks for the next 

shift operators. This is how the routine shift operations for field 

operators work. During any special work orders or maintenance 

work, the tasks and access are generated by supervisors and it will 

added to the field operators’ task sheet. 
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4. The plant is well connected with intercom facility, so before every 

major task, the plant engineers, supervisors, panel operators 

communicate using their intercom before performing the tasks. If 

they have any doubts during maintenance, they mostly contact their 

senior operators about help and it is very rare for them to contact 

with panel operators during maintenance.  

5. During routine tasks, they don’t use any supporting documents other 

than log sheets. Sometimes they use P&ID for some basic 

references. 

6. During abnormal situations like plant shutdowns and overhauling 

they use standard operating procedures. For example: during 

overhauling of a turbine they have to remove more than thousands 

of components and there are procedures to shut down and turn on. 

Since these tasks are highly confusing and not done on regular basis, 

they use supporting documents like plant manuals and standard 

operating procedures. 

7.  They do have many power point presentations and other manuals in 

their computers to improve their knowledge. Also they conduct 

several seminars and conferences to improve the awareness and 

plant engagement. 

8. Everyone agreed that they do mistakes, they mentioned the LOTO 

as the place where majority of the mistakes happen. One operator 
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mentioned that he opened a wrong oil valve and spilled many gallons 

of oil. 

9.  They said, during plant maintenance it is very common for such 

situations and they use supporting documents and help from experts 

to complete. They again mentioned the turnoff time including 

overhauling and plant shutdown period and where the majority of 

the maintenance work take place. That is the time most of the 

situations occurs. 

10. They mostly follow all the regulations, but sometimes the common 

places they make mistakes are checking the equipment without 

proper gloves and helmet.  

 

Figure shows some of the pictures during plant visit. 
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Figure 78 – Turbine governance system during plant visit 

 

Figure 79 – Hydraulic turbine governance system during plant visit 
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Appendix C 

Design decisions through collaborative work 

 

During December 2015 in Fitiri texas, a collaborative work with group of two chemical plant 

experts with over thirty years of experience and two computer engineers with then years of 

experience. The study is to identify the possible solutions in replacing the paper based 

procedures with advanced technologies with maturity and stability. I gathered all the possible 

solutions and the limitations and developed a modell (Questions, options and criteria. Figure 

82 shows the QOC of technology to replace paper based system.  
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Figure 80 – QOC for replacing the paper based system 

The computer engineers explains some of the examples that they have already implemented 

in replacing the paper based system with mobile applications. They mentioned a successful 

timesheet application, which replaces the manual working hours of the employees with 

digital mobile system and the company feels the application is highly useful and usable. Of 

course this is a life-critical system and there are chemical plant experts, who are more used 
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to paper based system. Chemical experts are likely to adopt mobile technologies because 

they are already familiarized with that for everyday usages.  

Initially, the analysis started with highly advanced machine learning and Industrial Internet 

of Things (IIoT). From chemical plant experts’ perspective, it is very hard to implement a 

new sensor into an existing system without deep analysis. So at this point it is very hard to 

implement a new system on an existing system. Then context-based solutions looks more 

attractive with google maps and Google search based on locations. This system doesn’t need 

to integrate any new sensors to the existing plant. It can be a standalone system to assist 

operators in chemical plant. This could lead to take the design decisions as 

 

Table 13 – Design decisions 

No. Key findings 

 

1. Context based field readings 

2. Context aware notifications and alerts, about new work orders and critical 

information 

3. Context based operating procedures 

4. Operation communication using advanced chat application. 

5. Inspecting chemical plants (elevated structures) using drones 
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Exploring drones for Chemical plant inspection 

The UAV or drone is a fast growing technology with huge usability in various domains and 

this didn’t exist before. Drones are complex tangible interactive system configured with 

various devices for added safety and stability. I have explored three different drones from 

different manufactures including 3DR, DJI and Parrot. Finally I choose the DJI because of 

the advancement in the features. 

I started exploring the DJI phantom 4 pro drone with all the components. Figure shows the 

components and features of the DJI drone. 

 

Figure 81 – Components and features of UAV 
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Appendix D 

Experiments with Beacons and Drones 

 

Beacon experiment: 

Beacons have deployed in Orlando International airport for indoor localization. I have 

checked the usability of the indoor positioning system of MCO mobile application using 

IPhone. The system is designed very similar to the google maps. Our location will be marked 

as blue dot. The navigation system made much easier to locate food courts, security gate, 

terminal gate etc. I have checked the system with some scenarios and attached the Figure 84.  

Scenario 1: Identifying my current location in the airport 

Findings: 

 It is very similar to the google maps, the signals from different beacons are 

triangulated to find my exact location with may be 2 feet of accuracy. 

 Sometime, the application is too slow to load the location. It might be an application 

error or due to the beacons used. 

Scenario 2: Route to the MC Donald’s restaurant in the airport 

Findings: 

 The route shows up in the same way as like google map with blue dot representing 

our mobile device and a blue path for the route. 
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 The blue dot moves, based on our physical movement. 

 In terms of accuracy, it is accurate, when we directly follow the path and whenever 

we move sideways and it is very hard for the system to analyze the direction. 

 The system gets crashed many times. 

 

Figure 82 - Usability test on Indoor localization 



194 

 

Then I acquired six Estimote beacons and integrated the Estimote SDK into android studio 

for demonstrating location-aware information. 

 

Figure 83 – Beacons configured in android studio 

Created a basic application with three beacons for region monitoring using 3 parameters 

UUID, major and minor. 
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Figure 84 – First application for region monitoring 

Drone experimentation 

Drones can be operated through 

• Manual 

• Sky controller 

• Mobile app 

• Autonomous  

• Universal Ground Control station (UGCs) – multi UxV 

• Flight path/mission programming 

Some of the identified places where drones can be used in chemical plants are 
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Table 14 – Identified scenarios 

S.NO                    Scenario 

1.  Tank inspection (Corrosion, Blistered surface and other 

damages) 

2. Cooling tower inspection  

3. Long pipeline inspection  

4. 2D/3D Mapping 

5. Flare stalk inspection 

6. Emergency response 

7. Collecting samples 

 

Features of the drone DJI phantom 4 pro: 

• Five directions of obstacle avoidance (Front, rear, left, right and bottom). Sensor 

range of 30 meters. 

• Draw (New technology, simply draw a route on the screen and move in the direction 

with locked altitude) used in long distance pipeline. 
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• Return to home (Obstacle avoidance), geofencing. 

• Autonomous (Machine learning, computer vision, obstacle detection & avoidance) 

• Camera 4K 

• Flight time 30 mins. 

The drone is tested in a soccer field to inspect the lamp post. At first I tried with manual 

remote controller as shown in figure 

 

Figure 85 – Drone flight using remote controller (RC) 

 

During second experiment, the drone is set with automated flight paths for the same task. 

Figure 88 shows the image of the drone inspecting the lamp post. 
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Figure 86 - Drone flight using automated flight plan 
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Appendix E 

Survey for Testing 1 

 

Cognitive Walkthrough 

There are nine tasks, which are  

Task 1: Login to the CAOSS system 

Task 2: View the scheduled tasks for the operators 

Task 3: Enter the field readings in the log sheet 

Task 4: Enter abnormal field readings in the log sheet to get alarm 

Task 5: Complete the log sheet and verify it before uploading to the server 

Task 6: Open the P&ID document for “P&ID WWELL-4” 

Task 7: Open the standard operating procedure for “R4 startup” 

Task 8: Follow the checklist for “prestart boiler checklist” 

Task 9: Set the waypoints for the drone flight and enter the speed and altitude. 

 

After the end of every task a set of five questions are asked 
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Question 1: Is it obvious for you that actions for completing this task are available? 

YES/NO, if not, comment.  

Question 2: Is information for completing this task available? YES/NO, if not, 

comment.  

Question 3: Did you encounter any issues for performing actions? YES/NO, if not, 

comment.  

Question 4: Does it take too long to complete this task? YES/NO, if not, comment.  

Question 5: Is it obvious to complete this task? YES/NO, if not, comment. 

 

After these tasks, the chemical plant experts is given with an overview about the features of 

the CAOSS system. Then they are provided with eight usability questions. 

 

Question 1: Is this system simple to learn & use?  

Answer the question on the scale of 1 to 6 

Question 2: Is the CAOSS system better than the traditional paper based method? 

Answer the question on the scale of 1 to 6 

Question 3: CAOSS field reading is triggered with beacons and it identifies the 

mobile device and enables the log sheet only if it’s in a certain range from the 

specific plant equipment.  

Does this feature enhance safety and reliability? 
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Example: During plant operation, the operators have to physically walkthrough the 

plant to inspect abnormalities and to collect field reading. Sometimes the operators 

randomly enter the reading without checking the device. 

Answer the question on the scale of 1 to 6 

Question 4: While entering the abnormal field readings in the log sheet, the CAOSS 

system displays the consequences of the ongoing procedures.  

Does this feature enhance safety and reliability? 

Example: when an operator enters pressure value above a threshold value, the 

CAOSS system displays the right procedures and consequences 

Answer the question on the scale of 1 to 6 

Question 5: During abnormal situations, CAOSS brings the right procedures.  

Does this feature enhance safety and reliability? 

Example: If a pressure in particular tank exceeds massively (Bhopal disaster), 

CAOSS brings the right procedures. 

Answer the question on the scale of 1 to 6 

Question 6: CAOSS provides synchronized information about Lockout-Tagout 

(LOTO).  

Does this feature enhance safety and reliability? 
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Example: LOTO is a safety procedure used in chemical plants to safely ensure that 

machines are shut off and not able to start up while operators are performing 

maintenance. 

Answer the question on the scale of 1 to 6 

Question 7: Is the chat feature helpful during normal and abnormal situations in the 

plant? 

Answer the question on the scale of 1 to 6 

Question 8: Is the drone useful for inspecting plants (mainly elevated structures)? 

Answer the question on the scale of 1 to 6 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 


