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ABSTRACT
To mitigate the problem of intrusion attacks by malicious nodes in mobile ad hoc networks (MANETs), security
attributes and quantifiable trust levels, unique to the MANET’s transient, self-organizing topology, augment or replace
traditional protocol metrics of throughput, packet delay and hop-count in the ad hoc route discovery procedures. The
new features are unique to the candidate security protocol, which views security as a quality metric to improve the
relevance of the routes discovered by established reactive ad hoc routing protocols. Attributes of a secure route are
identified in order to define the appropriate metrics to quantify the "level of security" associated with the protocol
messaging and the detection of malicious activities by some intrusive nodes. A state vector of features and metrics
based on the published Secure Routing Protocol (SRP) for MANETs is constructed to encode network security
characteristics. This route discovery protocol mitigates the detrimental effects of various malicious behaviors to provide
trustworthy connectivity information. The protocol ensures that fabricated, compromised, or replayed route replies
would either be rejected or never reach the querying source node. In this paper, the pattern of values, taken by the state
vector of the SRP features in the route request, discovery and reply operations, are analyzed to detect evidence of
intrusion attacks by malicious nodes that could lead to denial of service and network shutdown. The pattern analysis
applies a technique based on negative selection found in natural immune systems that can detect extraneous patterns in
the (nonself) space that is the complement of vector values associated with correct route discovery and route
maintenance. The immune system is well-suited to the distributed nature of the MANET. It does not rely on a central
controller, but instead uses a distributed detection and response mechanism in order to respond to foreign invaders,
mirroring the operation of the route discovery and selection process in the presence of intrusive or malicious nodes.
Furthermore, this pattern detection approach is suitable for the difficult problem of passive or hidden security threats.
Based on the SRP features of the state vector, an artificial immune system (AIS) is constructed as a hierarchy of rules to
detect different types of intrusive activity within the MANET. The pattern detection rules in the complement (nonself)
space are generated in an evolutionary manner using a genetic search algorithm. The effect of the genetic search is to
discern the varying levels of abnormal behavior in the MANET protocol transactions. The efficacy of the AIS technique
is compared to the positive characterization method based on nearest-neighbor classification. Initial evaluations of the
detection scheme are performed to validate the AIS-based method using training and test data sets, generated from
intrusion scenarios simulated from various threat models and security-aware modifications to reactive MANET routing
protocols. These results are reported along with a performance analysis comparing the AIS approach with competing
techniques. Conclusions about the AIS application to MANETs using the SRP are discussed.
Keywords: Artificial immune system, detection rules, dynamic routing protocols, genetic algorithms, mobile ad hoc
networks, pattern recognition, intrusion detection, malicious nodes

1. INTRODUCTION
A mobile ad hoc network (MANET) has characteristics that contrast sharply with fixed networks or last-hop wireless
networks. First, there is no infrastructure support. All routers are mobile and can communicate with each other only
when they are in transmission range. Second, ad hoc wireless nodes are resource-constrained, with limited processing
and memory capacity, and are usually powered with batteries. Finally, the wireless medium can be easily eavesdropped.
No part of the network is dedicated to support individually any specific network functionality, with routing (topology

74

Intelligent Computing: Theory and Applications, Kevin L. Priddy, Peter J. Angeline,
Editors, Proceedings of SPIE Vol. 5103 (2003) © 2003 SPIE · 0277-786X/03/$15.00

Downloaded From: https://www.spiedigitallibrary.org/conference-proceedings-of-spie on 9/20/2017 Terms of Use: https://spiedigitallibrary.spie.org/ss/TermsOfUse.aspx

discovery, data forwarding) being the most prominent example. Other functions that cannot rely on a central server, yet
are of high relevance to this work, are naming services, certification authorities (CA), directory and other administrative
tasks. Even if such services were assumed, their availability could not be guaranteed, due to either the dynamically
changing topology that could easily result in a partitioned network, or the congested links close to the node acting as the
central security server. Moreover, MANET performance constraints, such as, delay in acquiring responses from the
assumed infrastructure, would pose further challenges.
Absence of both a fixed infrastructure and the attendant authorization facilities impede the usual practice of
establishing a line of defense, separating nodes into trusted and non-trusted classes. Such a distinction is based on a
security policy, the possession of the necessary credentials, and the ability for nodes to validate them. In a MANET
there may be no ground for a priori classification; all nodes are required to cooperate in supporting network operations,
while no prior security association can be assumed for all the nodes. Furthermore, freely roaming nodes form transient
associations with their neighbors, join and leave MANET sub-domains independently and without notice, making it
difficult to have a clear picture of ad hoc network membership. In particular, any node may compromise the routing
protocol functionality by disrupting the route discovery process. The mechanisms currently incorporated in MANET
routing protocols cannot cope with disruptions due to such intrusive behavior. Thus, especially in networks of many
nodes, no form of established trust relationships among the majority of nodes can be assumed.
In this paper, a route discovery protocol is first introduced that mitigates the detrimental effects of such intrusive and
malicious behavior to provide accurate connectivity information. The routing protocol, Secure Routing Protocol (SRP)
cited here has been developed to guarantee that fabricated, compromised, or replayed route replies would either be
1
rejected or never reach back to the source node of the route request. Furthermore, the protocol responsiveness is
protected under different types of security attacks that exploit the routing protocol itself. The sole requirement of the
SRP is the existence of a security association (SA) between the node initiating the query and its desired destination. No
assumption is made regarding the intermediate nodes, which may exhibit arbitrary and malicious behavior. The scheme
is robust in the presence of a number of non-colluding nodes and provides accurate routing information rapidly.
Since the level of trust in a traditional ad hoc network cannot be measured or enforced, intrusive or compromised
nodes may participate directly in the route discovery process to intercept and filter routing protocol packets to disrupt
communication. Compromised users may use the information gleaned from relayed packets to mount an attack or
anticipate countermoves in order to gain advantage. Since there is no penalty or punishment for misbehavior, in general,
nodes have no incentive to behave well. Malicious nodes can insert spurious data into routing packets that cause routing
loops, induce long time-outs, advertise false or exaggerated metrics, replay old routing updates, etc.
Traditional MANET routing protocols place complete trust on the nodes and are thereby vulnerable to any or all of
these attacks. Other attacks, e.g., physically destroying nodes or jamming broadcast signals, exist. A comprehensive
solution to all security attacks addresses these issues as well. In this paper, the focus is on threats from intrusion attacks
associated with routing protocols and routing misbehavior.
Following this introduction, Section 2 provides an overview of published approaches for protocols that secure
MANET routing against attacks by malicious nodes. In Section 3, the structure and operation of a preferred approach to
routing security, the Secure Routing Protocol (SRP), are described in detail. The features, with which SRP augments the
packet headers of an underlying MANET routing protocol, are used to form the samples in the development of anomaly
detection approaches. In Section 4, the anomaly detection problem for MANET intrusion attacks is defined. Two
approaches to its solution are developed: self-nonself positive characterization, and the negative-characterization,
artificial immune system (AIS). The generation and selection of rules by genetic algorithms (GAs) for the AIS method
are presented in Section 4. In Section 5, the performance of the two anomaly detection methods is evaluated using data
produced in various simulated scenarios of intrusion attacks on MANET routing. Section 6 summarized the
performance evaluation. Lastly, Section 7 presents conclusions and suggestions for further research on intrusion
detection.

2. BACKGROUND ON SECURE ROUTING PROTOCOLS FOR MANETS
Despite the fact that security of MANET routing protocols is seen to be a major roadblock to commercial application of
this technology, only a limited number of solutions that target route discovery have been based on approaches for fixedinfrastructure networks, ignoring the distinctive MANET challenges. Some secure protocols proposed in the literature
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address the problem of secure data forwarding, using two mechanisms that (i) detect misbehaving nodes and report such
events and (ii) maintain a set of metrics, reflecting the past behavior of other nodes have been proposed to alleviate the
2
detrimental effects of packet dropping. Unfortunately, the path metrics and tokens still allow malicious nodes to hide
their activity and issue fake alerts. Others issue tokens or currency to prevent route breaks and packet dropping, but rely
on an on-line certification authority, tamper-resistant modules and the high overhead of hop-by-hop public key
3
encryption.
In other approaches, the protection of the route discovery process has been regarded as an additional quality-of4
service (QoS) issue, where routes are selected based on certain quantifiable security criteria. Nodes in a MANET
subnet are classified into different trust and privilege levels. A node initiating a route discovery sets the desired security
level for the route; i.e., the required minimal trust level for nodes participating in the query/reply propagation. Nodes at
each trust level share symmetric encryption and decryption keys. Intermediate nodes of different levels cannot decrypt
in-transit routing packets, or determine whether the required QoS parameter can be satisfied, and simply drop them.
Although this scheme provides protection (e.g., integrity) of the routing protocol traffic, it does not eliminate false
routing information maliciously provided by intrusive nodes. Moreover, the proposed use of symmetric cryptography
allows any node to corrupt the routing protocol operation within a level of trust, by mounting virtually any attack that
would be possible without the presence of the scheme. Finally, the assumed supervising organization and the fixed
assignment of trust levels does not apply to the MANET paradigm. In essence, the proposed solution transcribes the
problem of secure routing in a context where nodes of a certain group are assumed to be trustworthy, without actually
addressing the global secure routing problem.
The SRP was selected as the basis for the detection approach, as it is the only protocol found thus far in published
literature that ensures that a node initiating a route discovery will be able to identify and discard replies providing false
topological information, or, avoid receiving them entirely. In this way, SRP approach is distinct from the Internet5
related solutions , which require the existence of a trust structure that encompasses all nodes participating in routing,
and may rely on network management operations to detect routing instabilities. The novelty of SRP, as compared with
other MANET secure routing schemes, is that false route replies, as a result of malicious node intrusions, are discarded
partially by benign nodes while in-transit towards the querying node, or deemed invalid upon reception. Most
importantly, the above-mentioned objectives are achieved with the existence of a security association between the source
and destination nodes alone, without the need for intermediate nodes to cryptographically validate control traffic.works
has been published on the subject. Such efforts have mostly concentrated on the aspect of data packet forwarding,
disregarding the critical issue of route discovery. Conversely,

3. SECURE ROUTING PROTOCOL
The widely accepted technique in MANET route discovery of broadcasting query packets is the basis of the SRP.
Specifically, as routing-query packets traverse the network, the intermediate relaying nodes append their identifiers (e.g.,
IP address) in the query packet header. When one or more queries arrive at the desired destination, replies that contain
the accumulated routes are returned to the querying source node; the source then may use one or more of these routes to
forward its data. Reliance on this basic route-query broadcasting mechanism allows SRP to be applied as an extension
6
of any one of the existing MANET routing protocols. In particular, the Dynamic Source Routing (DSR) and the
7
8
interzone routing protocol (IERP) of the Zone Routing Protocol (ZRP) framework are two protocols that can be
9
extended directly to incorporate SRP. Other protocols, such as, Associativity-based Routing (ABR) , can be combined
with SRP with minimal modifications to achieve the security goals of the SRP protocol.
In SRP, route replies that are validated and accepted by the querying node provide accurate connectivity information,
despite the presence of powerful adversaries. The protocol has been shown to be robust against a set of attacks that
1
attempt to compromise the route discovery, under the assumption of non-colluding adversarial nodes.
3.1 Basic assumptions
It is assumed that the networks use bi-directional communications between a pair of nodes. A security association (SA)
between the source node S and the destination node D is assumed. The trust relationship could be established, for
example, through knowledge of the public key of the other communicating end. The two nodes can negotiate a shared
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10, 11

secret key, e.g., via the Elliptic Curve Diffie-Hellman algorithm
, then, using the SA, verify that the principal that
participated in the exchange was indeed the trusted node. In the remaining discussion, the existence of a shared key KS,D
is assumed. The SA is bi-directional in that the shared key can be used for control traffic flow in both directions,
provided relevant state information is maintained for each direction.
The existence of the SA is justified, because the end hosts chose to use a secure communication scheme and, thus,
should be able to authenticate each other. For example, such a pair of nodes could have performed a secure key
12
exchange, or an initial distribution of credentials. However, the existence of SAs with any of the intermediate nodes is
unnecessary. Finally, it is required that the end nodes be able to use static or non-volatile memory.
13

Intrusive nodes may attempt to compromise network operation by exhibiting arbitrary, Byzantine behavior. They
can corrupt, replay, and fabricate routing packets. They may attempt to misroute them in any possible manner and, in
general, they cannot be expected to properly execute the routing protocol. Although a set of intrusive nodes may mount
attacks against the protocol concurrently, it is assumed that nodes are not capable of colluding within one step of the
protocol execution; that is, within the period of broadcasting one query and reception of the corresponding replies.
14

The underlying data link layer (e.g., IEEE 802.11b ) provides reliable transmission on a link basis, without any
requirement of data link security services, such as the Wired Equivalent Protocol (WEP) function. Moreover, links are
assumed to be bi-directional, a condition satisfied by the proposed medium access control (MAC) protocols, especially
those employing the Request-to-Send (RTS)/Clear-to-Send (CTS) dialogue. It is assumed that a one-to-one mapping
between MAC and IP addresses exists. Finally, the broadcast nature of the radio channel requires that transmissions are
received by all neighbors of the transmitting node.
3.2 Functional overview
The SRP scheme combats attacks that disrupt the route discovery process and guarantees, under the aforementioned
assumptions, the acquisition of correct topological information. It incorporates mechanisms that protect network
functionality from intrusion attacks that exploit the protocol itself, in order to degrade network performance and possibly
lead to denial of service (DoS).
The source node S initiates the route discovery, by constructing a route request (RREQ) packet identified by a pair of
identifiers: a query sequence number and a random query identifier. The source and destination nodes and the unique
(with respect to the pair of end nodes) query identifiers are the input for the calculation of the Message Authentication
15
Code (MAU) , along with KS,D. In addition, the identities (IP addresses) of the traversed intermediate nodes are
accumulated in the RREQ packet.
Intermediate nodes relay RREQs, so that one or more query packets arrive at the destination, and maintain a limited
amount of state information regarding the relayed queries, so that previously seen RREQs are discarded. Moreover, the
intermediate nodes provide feedback in the event of a path break, and they may provide route replies in some cases.
The RREQs reach the destination D, which constructs the route replies (RREPs), calculates a MAU covering the
RREP contents, and returns the packet to S over the reverse of the route accumulated in the respective request packet.
The destination responds to one or more request packets of the same query, so that it provides the source S with as
diverse a topological view as is available in the network. The number of replies and the time-window D allocates for
replies to a specific query are design parameters. Moreover, S could provide an indicator of the required diversity, so
that D can regulate the number of replies. The querying node validates the replies and updates its topological view.
As an illustrative example, consider the topology of ten nodes in Figure 1. S queries the network to discover one or
more routes to D. The nodes M1 and M2 are two malicious intermediate nodes. The query request is denoted as a list
{QS,D; n1,n2,..,nk}, with QS,D denoting the SRP header for a query searching for D and initiated by S. The
ni , i z {1, k}, are the IP addresses of the traversed intermediate nodes and n1 = S, nk = D. The route reply is denoted as
{RS,D; n1,n2,..,nk}. A number of scenarios of possible security attacks by the two malicious nodes can be considered to
1
explain the response by the SRP. Due to the scope and goals of this paper, that discussion is omitted here.
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3.3 Protocol description
The SRP introduces a set of new features that can be incorporated in the underlying routing protocol with low overhead.
In principle, the underlying protocol can retain mechanisms, such as the control of the query propagation, the rate of
query generation, and the neighbor discovery protocol, if present. SRP extends the basic routing protocol by enforcing
rules on the format and propagation of RREQ, RREP, and error messages, by introducing additional functionality.
D

4
1
M2

5
6

M1
S
2

3

Figure 1. Example topology: S wishes to discover a route to D in the presence of two malicious nodes, M1 and M2.

In short, SRP makes efficient use of the SA between the communicating nodes S and D. RREQ packets verifiably
propagate to the destination (in the general case) and RREP packets are returned to S strictly over the reverse route,
accumulated in the RREQ packet. Similarly, route error messages can be generated only by nodes that lie on the route
reported as broken. In order to ensure this critically important function, SRP explicitly determines the interaction with
the network layer; i.e., the Internet protocol (IP) function. Furthermore, it provides an innovative way of query
identification, which protects the query propagation and the end nodes from DoS attacks. Finally, propagating query
packets are handled locally by a priority scheme that enhances the robustness and the responsiveness of the protocol.
The SRP parameters are used to extract features used in the samples input to the AIS algorithms. The features
introduced by SRP require the addition of a six-word header. The SRP header is integrated into the structure of the
underlying routing protocol header as an additional IP option, and covers most portions of the routing protocol datagram.
Different types of SRP messages are distinguished with the help of the 1-byte Type field. Primary considerations are the
1
augmentation of RREQ and RREP packets and each message type is described individually. It is also possible for SRP
to operate in a more general setting, where, for example, a route reply is appended to a data packet.
Route request. A source node S maintains a Query Sequence Number, Qseq, for each destination with which it
securely communicates. This 32-bit sequence number increases monotonically, for each RREQ generated by S, and
allows D to detect outdated RREQs. The Qseq is initialized at the establishment of the SA and although it is not allowed
to wrap around, it provides approximately a space of four billion query requests per destination. If the entire space is
used, a new security association has to be established.
For each outgoing RREQ, S generates a 32-bit random Query Identifier, QID, which is used by intermediate nodes as
16
a means to identify the request. QID is the output of a secure pseudo-random number generator ; its output is
statistically indistinguishable from a truly random one and is unpredictable by an adversary with limited computational
power. Since intermediate nodes have limited memory of past queries, uniqueness and randomness can be efficiently
17
achieved, by using a one-way function, e.g., a secure hash standard (SHA-1
), with a small random seed as input.
This renders the prediction of the query identifiers practically impossible, and combats an attack where malicious nodes
simply broadcast fabricated requests only to cause subsequent legitimate queries to be dropped.
Both QID and Qseq are placed in the SRP header, along with appropriate Type value and the Request Message
15
Authentication Code (MAU). The MAU is a 96-bit long field, generated by a keyed hash algorithm , which calculates
18
the truncated output of a one-way or hash function (e.g., SHA-1 or MD5 ). Input to this one-way function is the entire
IP header, the underlying routing protocol RREQ packet, and most importantly, the shared key KS,D. The RREQ fields
78
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that are updated as the packet propagates towards the destination, i.e., the accumulated addresses of the 8 intermediate
nodes in Figure 1, and the IP-header mutable fields are excluded from this encryption.
Query handling/propagation. Intermediate nodes parse the received RREQs in order to determine whether an SRP
header is present. If not, they process the packet as described in the underlying routing protocol specification.
Otherwise, the intermediate nodes extract the QID. The S and D addresses are also extracted in order to create an entry in
the query table. Queries with QID matching one of the table entries for the same pair of end nodes are discarded.
Otherwise, the intermediate nodes re-broadcast the RREQ.
Intermediate nodes also measure the frequency of queries received from their neighbors, in order to regulate the
query propagation process. All nodes self-regulate the generation of new RREQs, in order to keep the control traffic
overhead low. However, malicious nodes probably act selfishly and avoid backing off before generating a new RREQ,
or generate queries at the highest possible rate, thereby consuming network resources and degrading the routing protocol
performance.
In order to ensure the responsiveness of the routing protocol, each benign node maintains a priority ranking of its
neighbors according to the corresponding observed rate of queries. The highest priority is assigned to nodes generating
(or relaying) requests with the lowest rate, the lowest priority to neighbors that generate queries more frequently. Then,
quanta are allocated proportionally to the priorities and, within each class, queries are serviced in a round-robin manner.
As immediate neighbors of a malicious node observe a high rate of incoming queries, they update the corresponding
priority. Moreover, low-priority queries not serviced are eventually discarded. In this way, non-malicious queries are
only affected for a time period equal to the time it takes to detect and update the priority assigned to a misbehaving
neighbor. At the same time, the round-robin operation provides additional assurance that benign requests will propagate
as well. More importantly, the filtering of suspected requests will be performed close to the potential source of
misbehavior, and benign nodes farther away from the adversary will not be affected, as they will have to relay fabricated
queries at a lower rate.
Route reply. Destination D validates the received RREQ packet, by first verifying that it has originated from a node
with which it has a SA. Then, Qseq is compared to Qmax, the maximum query sequence number received from S, within
the lifetime of the SA. If Qseq d Qmax, the request is discarded as outdated or replayed. Otherwise, D calculates the
keyed hash of the request fields. If the output matches the SRP header MAU, the integrity of this request is verified,
along with the authenticity of its origin.
Node D generates a number of replies to valid requests, at most as many as the number of its neighbors, to disallow a
possibly malicious neighbor from controlling multiple replies. For each valid request, D places the accumulated route in
the RREP packet and the QID and Qseq of the RREQ in the corresponding SRP header fields, so that S can verify the
timeliness of the reply. The MAU covers the underlying protocol RREP and the rest of the SRP header, protects the
integrity of the reply on its way to the source and offers evidence to S that the request has indeed reached the destination.
An alternate, more efficient implementation would be for D to source-route a reply with an empty payload. The SRP
header Type indicates that the packet is a reply, the source-route of the datagram contains the desired route in reverse,
and the MAU covers the IP source-route, as created by D. If the reply is validated, S extracts the node sequence from
the reply IP source-route and reverses it, in order to create the S o D route, or, decomposes it into its constituent links.
Route reply validation. On reception of a RREP, S checks the source and destination addresses, QID and Qseq and
discards the RREP if it does not correspond to the currently pending query. Otherwise, it compares the reply IP sourceroute with the reverse of the route carried in the reply payload. If the two routes match, S calculates the MAU using the
replied route, the SRP header fields, and KS,D. Upon successful verification, S is assured that its RREQ reached D and
that the reply was not corrupted on its way from D to S. Moreover, since the reply packet has been routed and
successfully received over the reverse of the route it carries, the route information has not been compromised during the
request propagation; i.e., before arriving at D. Thus, the connectivity information is authentic.
If the alternate form of reply with empty payload is returned, it is sufficient to validate the MAU, since the IP sourceroute provides the reversed route itself and implies that the reply arrived over this route. Moreover, if an intermediate
node V having an SA with S provides a reply, the route suffix is accepted as authentic. That is, V is trusted to provide a
correct V oD route, and the aforementioned checks are performed for the S oV route segment. If this is proven to be
authentic, then the entire route is deemed authentic.
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Intermediate Node Replies. The caching of overheard routes is a severe vulnerability, since false topology
information can be easily disseminated throughout a large portion of the MANET. A malicious node can fabricate data
packets or RREPs, which are, for example, cached by nodes operating in a promiscuous mode. When such routes are
used or provided as replies, more unsuspecting nodes cache such invalid routes and may use them in the future.
In order to achieve the desired robustness, route caching is not encouraged in general and intermediate nodes are not
required to provide route replies. However, route caching can improve the effectiveness of the route-discovery process.
If an intermediate node V has an active route to D and an SA exists between S and V, then, a reply could be provided to
S. This is the only case in which the RREQ does not actually reach D. This extension of the SRP functionality is
1
enabled by the so-called Intermediate Node Reply Token (INRT). Two alternate designs are proposed. Let KG be a
group key, i.e., a secret shared by the members of a group of nodes to which S belongs. At the same time, S and D, as
every pair of the group nodes, have an established SA, as previously discussed. Then, INRT is merely the keyed hash of
the RREQ message, calculated as before, but now the key is KG, instead of KS,D. Any group node, namely V, that has an
active route to D validates the request based on INRT and generates the reply, as described earlier, using KS,V.
Alternately, instead of extending the header, S could simply use KG for the MAU calculation, which is a solution only if
D belonged to the group as well. A different method would be to calculate INRT as a digital signature; i.e., the hash of
the RREQ encrypted with the private key of S. Then, any receiving node can validate the request and provide the reply.
This mode is useful in case a node does not belong to a group but still is securely associated with nodes other than D.
Route maintenance. Route maintenance, though not directly related to route discovery, is an integral part of most
MANET protocols. Topological changes have to be detected and the sources of the affected routes have to be notified,
avoiding false or fabricated notifications. This task is facilitated by the fact that intermediate-node caching is disabled,
but route error messages must be retained even if Secure Message Transmission (SMT) is used in conjunction with SRP.
The SMT acknowledgments allow for enhanced detection of any type of transmission failure. However, this end-to-end
approach does not allow distinguishing benign (due to topological changes) from malicious route failures.
Thus, route error messages generated by intermediate nodes are retained in SRP, in order to provide fast detection of
path breaks. The route error packets are source-routed along the prefix of the route reported as broken; S compares the
route traversed by the error message to the prefix of the corresponding route. In this way, it can verify that the provided
route error feedback refers to the actual route and is not generated by a node not part of the route. The accuracy of the
feedback, i.e., whether it reports an actual failure to forward a packet, cannot be verified.
For example, in Figure 1, if the route {S, 1, 4, D} had been selected, M2 could simply generate a route error reporting
the (4,D) link broken, even though the route was intact. In order to get the error message to S, M2 has to source-route it
to S, and it does so over {M2, 4, 1, S}. Even though node 4 may not discard such a message, S will compare the sourceroute of the error message to the route reported as broken, or, specifically, the reverse segment reaching the broken link.
The comparison fails, and the feedback is discarded, since S infers that an outlying node generated the route.
A malicious node lying on an S o D route can at most invalidate the route, mislead S by corrupting error messages
generated by another node or masking a dropped packet as a link failure. Consequently, a malicious node can harm only
the route to which it belongs, which is the extent of the damage if the node simply dropped or corrupted data packets.
On the other hand, it is important that under normal conditions the responsiveness of the protocol remains high.
To summarize the SRP for use in the AIS development, the protocol is abstracted as the exchange of two messages, a
RREQ and a RREP. The messages are transmitted over a public channel; i.e., a sequence of intermediate nodes that may
cause impairment. The idealized form (i.e., the protocol with omission of the parts of the messages that do not
contribute to the participants’ beliefs) is depicted in Figure 2. QS,D is the route request and H is the Message
Authentication Code (MAU) function. The relevant fields of QS,D are the sequence number Qseq, and the source and
destination node addresses. As for the RREP, denoted as RS,D, the Qseq field binds RS,D to the corresponding QS,D, and
route is the actual route along which D returns the reply.

S

(1) QS,D, H{(QS,D, KS,D)}

D

(2) {RS,D, route}, H{ (RS,D, route, KS,D)}
Figure 2. Idealized SRP viewed as an exchange of two messages, without unnecessary fields.
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4. IMMUNITY-BASED TECHNIQUES FOR INTRUSION DETECTION
4.1 Background
19

Security in computer networks, it has been argued, can be considered analogous to immunity in natural systems.
Threats and intrusions that compromise privacy, integrity, and availability may arise due to the malfunction at network
interfaces and intrusive activities, both internal and external. The idea of using immunological principles in fixed
20, 21, 22, 23
computer network security has progressed since 1994.
Forrest, et. al., at the University of New Mexico have
worked toward a long-term goal of constructing an AIS for computers. In this approach, the problem of protecting such
systems from harmful viruses is viewed as an instance of the more general problem of distinguishing self (authenticated
users, uncorrupted data, etc.) from others (unauthorized users, viruses and other malicious agents). This method, called
the negative-selection algorithm, was used to detect changes in protected data and program files. Kephart suggested
another immunological approach using decoy programs for virus detection. In this approach, known viruses were
detected by their computer-code signatures and unknown viruses by their unusual behavior within the computer
23
system.
In this paper, the AIS approach is applied to detect intrusive nodes that seek to disrupt MANET route discovery and
maintenance. The detection features are formed as statistics of the parameters, QS,D, Qseq, and RS,D, that the SRP appends
to the IP header in the underlying routing protocol and their error and discard rates in the route discovery and
maintenance process.
In contrast with the AIS approach, a positive characterization (PC) method is first presented that uses only “self” data
to construct a “normal” profile of MANET routing when SRP is in effect. It is applied here to perform anomaly
detection of network intrusions, but is a general single-class approach that can be applied to diverse anomaly detection
problems. A negative characterization (NC) method, on which the AIS approach is based, is subsequently presented that
improves upon the efficiency of the PC method. The NC technique is motivated by published AIS concepts and
24, 25
attempts to extend Forrest’s self-nonself, two-class approach to a multiple-class problem.
Specifically, the nonself
(abnormal) space is further partitioned into multiple subclasses to determine the level of abnormality.
Evaluation of the AIS approach uses simulated scenarios of intrusive and malicious activities in a MANET with the
SRP in effect. Feature samples are processed from simulated outputs to generate the training and test data for both
detection approaches.
4.2 Anomaly detection: definitions and terminology
The purpose of anomaly detection is to identify which states of a system are normal and which are abnormal. The states
19
can be represented as a s et of features. The following definitions and terminology follow the discussion in .
G
Definition 1. System State Space: A state of the system is represented by a vector of features x

( x1i , ! , x ni )

 >0.0,1.0@n . The space of states is denoted by the set S  [0.0, 1.0]n. It includes feature vectors corresponding to all
possible states of the system. The features can represent current and past values of system variables. Actual values can
be scaled or normalized to fall in the defined range [0.0, 0.1].

Definition 2. Normal Subspace (Hard Characterization): A set of feature vectors Self  S represents the normal states
of the system. The complement to the Self subspace is referred to as Nonself and defined as Nonself = S – Self. It is
useful to define the self and nonself sets using the corresponding characteristic function F self : [0.0,1.0] n o {0,1}
G
1, if xG  Self
F self ®
.
¯0, if x  Nonself
The terms self and nonself are motivated by the natural immune system. In general, there is no sharp distinction
between normal and abnormal states. Instead, there is a degree or threshold of normal behavior and, likewise, of
abnormal behavior. This implicit “soft” membership decision is formalized in the next definition.
Definition 3. Normal Subspace (Soft Characterization): The characteristic function of the normal (or abnormal)
subspace is extended to take any value within the interval [0.0, 1.0] is given as P self : [0.0,1.0] n o [0.0,1.0]. In this case,
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the value represents the degree or level of normal behavior: a value of 1 indicates normal, a value of 0 indicates
abnormal, and intermediate values represent elements with some degree of abnormality. This definition is basically a
fuzzy-set specification, with P self a membership function. However, the fuzzy-set approach will not be developed here.
The soft characterization permits a more flexible distinction between normality and abnormality. In a real system, it
may be necessary to decide when to issue an alert. In such situations, anomaly detection becomes again a binary
decision problem. The soft characterization can be transformed to a hard one by introducing a threshold parameter T
G
G  1, if P self ( x ) ! T
G
.
P self ,T ( x ) ®
¯ 0, if P self ( x ) d T
Definition 4. Anomaly Detection Problem: Given a set of normal samples Self’  Self, construct a close estimate of the
normal space characteristic function F self (or P self in the non-hard case). This function should be able to determine
whether the observed system state is anomalous, i.e., indicates a intrusive threat to the system.
In the next two subsections, the PC approach using the nearest-neighbor distance metric and a NC approach are
developed, respectively.
4.3 Positive characterization approach
In the PC approach, normal samples are used to construct a characterization of the Self space. A model for the Self set
is not assumed. A positive sample set is instead used as a representation of the Self space. The degree of abnormality of
a test sample is computed as the distance from the sample to the nearest neighbor in the Self set. Toward this end, the
definition of the characteristic function of the Nonself set is given as:
G
G
G G G
P nonself ( x ) W ( x , Self ) min{d ( x , s ) : s  Self } ,
G G
G
where d ( x , s ) is a Euclidean distance metric or any Minkowski metric. W ( x , Self ) is the nearest-neighbor distance, i.e.,
G
G
the distance from x to the closest sample point in Self. Then, the closer sample x is to the Self set, the closer the value of
G
P nonself ( x ) is to zero. The “hard” version of the characteristic function is given as:
G
G  1, if P self (x) ! T
G
P nonself ,T ( x ) ®
,
¯ 0, if P selfG ( x ) d T
 1, if W (xG , Self ) ! T .
® 0, if W (x, Self ) d T
¯
In a dynamic environment like a MANET, the values that characterize normal system behavior may vary within a
certain range over a period of time, such as a time-out, a time-stamp on packet transmissions, or Qmax, the lifetime of an
SA. The term 1T represents the level of variability in Self, i.e., the maximum distance that a point can be from the set
of Self samples to be classified as normal.
19

The PC approach has an efficient implementation using spatial trees. A KD-tree represents a set of k-dimensional
26, 27, 28
points and is a generalization of the standard one-dimensional binary search tree. A KD-tree
has been used to
implement the PC approach. The nodes of a KD-tree are divided into two classes: internal nodes that partition the space
with a cut plane defined by a value in one of the k dimensions and external nodes, called leaves, that define volumes
resulting in hyper rectangles where the points are stored. The KD-tree representation allows answering queries in an
27
efficient manner. The amortized cost of a nearest-neighbor query is O(log N) , where N is the number of nodes. A
29
19
library that implements the KD-tree structure, developed at the University of Maryland , was used in to construct a
PC approach using actual intrusion data from computer network attacks obtained from Lincoln Laboratory of the
30
Massachusetts Institute of Technology.

5. PERFORMANCE EVALUATION OF THE INTRUSION DETECTION ALGORITHMS
Unfortunately, extensive data does not exist from actual intrusion attacks and security breaches along with
19
comparatively normal operational data from actual MANETs, as were available to Dasgupta and González. Instead,
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data sets used here are generated in simulations of the eight MANET intrusion scenarios described in , using the SRP
modifying the underlying DSR protocol. Simulated scenarios were developed in the ns-2 environment, developed at
University of California, Berkeley, with wireless extensions provided by the Monarch Project at Carnegie-Mellon
31, 32
University.
The simulated data is post-processed into training and test samples from both normal and compromised
route discovery and maintenance operations. Sample vectors are derived from parameter values extracted from the SRP
header packets that have been added to the underlying protocol packets to protect the route processes against malicious
nodes. While traffic data was not emphasized in the simulation scenarios, it could be considered in a combined data and
routing security scheme, e.g., SMT with SRP. Parametric data from simulated scenarios without intrusion attacks are
used to derive training samples, while data from scenarios with attack events are used to form test samples.
Processing the time-phased data for the parameters introduced into the IP header by SRP yields the features used in
the intrusion detection algorithms: F1, the rate of the number of discarded Qseq to the number of Qseq sent from the
source S to destination D; F2, the QS,D error rate; F3, the QS,D discard rate; F4, the number of discarded route feedbacks;
F5, the RS,D error rate; and F6, the RS,D discard rate. These six features are derived from parametric data that is sampled
during each simulation run; the values of each feature are normalized in value to lie in the range [0,1].
G
The set Y of normalized features is generated from a series r = {r1, r2, }, rn} in an overlapping sliding window
pattern
G
rw {(r1 ,! , rw ), (r2 ,! , rw 1 ),! , (rn  w1 ,! , rn )}
where w is the window size. In general, from a time series with n points, a set of (n – w + 1)-dimensional features can be
generated. In some cases, it is appropriate to use more than one time series to generate the feature vectors; shorter
feature vectors are placed sequentially to produce the final feature vector. For example, from the six time series F1 - F6
and a window size of 3, a set of 18-dimensional feature vectors is generated.
5.1 Evaluation of the PC approach
In the evaluation of the PC approach, the training set of sample vectors is used to construct a KD-tree to represent the
Self set. The nearest-neighbor distance from each sample vector in the test set to the Self set determines the extent of the
sample’s “abnormality.” In the set of experiments, sample vectors are constructed using only one feature (time series) at
a time. Histograms of the training and test sample sets corresponding to each feature are generated from normalized
feature values grouped and plotted by simulated time-of-occurrence. The plots allow visualization of correlations
between feature values and intrusion events. Histograms of the values for each feature of the Nonself characteristic
G
function P nonself (x ) , i.e., the distance from the test set to the training set, are created. Window sizes used to construct
the features are 1 and 3, respectively. The Euclidean metric is always used in the Nonself characteristic function, while
G G
the distance metric Df ( x , y ) max x1  x 2 , ! , x n  y n is used selectively to compare the effect of the metric on the
sensitivity of the feature to intrusion events.
Plots of the Nonself characteristic function indicate some local maxima that correspond to significant deviations from
the normal. It can be verified that these peaks coincide with some of the eight ns-2 simulated scenarios of intrusion
attacks by malicious nodes in the test data. Examination of the results leads to the following observations.
G
1) A single feature is not sufficient to detect the number of intrusion attacks. When used individually in P nonself (x ) to
detect deviations that correspond to attacks, none of the six parameters can detect all simulated attacks in the test
data.
2) A larger window size increases the sensitivity of the Nonself characteristic function, seen in higher values of
deviation from Self.
3) A larger window size allows for the detection of temporal patterns. For the time series T1 and T3, increasing the
window size does not change the number of detected anomalies. However, for the time series T2, when the window
size is increased from 1 to 3, one additional deviation corresponding to a security attacks is detected. This deviation
was not the result of a value of this feature, F2, the QS,D error rate, since it would be detected by window size 1.
There was a temporal pattern that was not observed in the training data set and may be reported as an anomaly.
4) Changing the distance metric from Euclidean to Df does not alter the number and type of deviations detected.
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Therefore, in order to detect intrusion attacks embedded in the test data, more than one feature must be used in the
sample vector. In the experiments, all six features were used to construct the sample vector and test the intrusiondetection ability of the PC approach. Two additional tests were performed in which the size of the sliding window was
varied.
1) Window size 1: Feature vector structure ª¬ F1, j , F2, j , F3, j , F4, j , F5, j , F6, j º¼ ,where Fi , j is taken from the time series Ti.
2) Window size 3: Feature vector structure
ª¬ F1, n , F1, n 1 , F1, n  2 , F2, n , F2, n 1 , F2, n  2 , F3, n , F3, n 1 , F3, n  2 , F4, n , F4, n 1 , F4, n  2 , F5, n , F5, n 1 , F5, n  2 , F6, n , F6, n 1 , F6, n  2 º¼ where Fi , j is
taken from the time series Ti.
The Nonself characteristic function, for feature vectors formed from the samples of all six time series, is evaluated
over the test set. The results reveal several anomalies that correspond to the eight simulated intrusion attacks. Again, an
increase in window size increases the sensitivity of the anomaly detection function. However, increased sensitivity
raises the likelihood of more false positive detections. To measure the detection accuracy of these functions, they are
transformed into their corresponding hard-decision versions, where decision outputs are either normal or abnormal. The
decisions can be correlated to the occurrence of the simulated attacks to calculate how many anomalies in the test data
caused by an attack were accurately detected.
G
From Definition 3, the hard version of P nonself ( x ) is generated by specifying a threshold T . This threshold indicates
the boundary in feature space between normal and abnormal and affects the accuracy of the detection system. A larger
value of T allows an increase in the region considered “normal” or Self, thereby increasing the number of false negatives.
Conversely, a smaller value of T restricts the “normal” region, increasing the number of detections, but also the number
of false positives, i.e., false alarms. In order to understand the tradeoff between false alarm rate and detection rate,
G
33
The P nonself ,T ( x ) is tested with different values
receiver operating characteristics (ROCs) diagrams are examined.
of T , then detection and false alarm rates are calculated. These tests generate a set of points that forms the ROC diagram.
G
An examination of the ROC diagrams for the P nonself ( x ) functions reveals, in general, the behavior of the functions
to be very similar, namely, high detection rates with small false alarm rates. The anomaly detection functions that use
window size 3 show somewhat improved detection rates. This can be attributed to the increased sensitivity, produced by
a longer window, to temporal patterns in the MANET data. It is conjectured that after a security breach in a MANET,
the systemic reaction to the disturbance propagates throughout the network over some time period and only a
characteristic function based on a larger window size, is able to detect it.
The PC approach can work adequately in the simulated test scenarios for the security-aware MANET. The primary
limitation of this approach is the large memory requirement, since it is necessary to store all sample vectors that
comprise the “normal” profile. The amount of data generated by MANET traffic dynamics can be very extensive,
making implementation of the PC approach impractical.
5.2 Negative characterization approach
5.2.1

Background

The implementation difficulties of the PC approach motivate introduction of the negative characterization (NC)
approach. As will be seen, the NC approach compresses the information of the normal profile without a significant loss
of detection accuracy.
The main activity of the immune system is to distinguish between self, that is, all cells or molecules in the body, and
nonself, that is, foreign cells. The nonself elements are further categorized in order to determine the specific response
for protection and recovery from different diseases. Specifically, the self-nonself discrimination is achieved in part by T
cells, which have receptors on their surface that can detect foreign proteins, i.e., antigens. During the generation of T
24, 34, 35
cells, receptors are made by a pseudo-random, genetic-rearrangement process.
Then, the receptors undergo a
censoring process, called negative selection, in the thymus, where T cells that react against self-proteins are destroyed,
so only those that do not bind to self-proteins are allowed to leave the thymus. These matured T cells then circulate
throughout the body to perform immunological functions to protect against foreign antigens. Rather than relying on a
central controller, the immune system, however, uses a distributed detection and response mechanism for their survival
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from foreign invaders. The nature of this detection and response is ideally suited to the distributed organization and
control of a MANET.
25

Forrest, et. al.,
developed a negative-selection algorithm based on the principles of self-nonself discrimination
found in the immune system. The negative-selection algorithm is summarized by the following steps.
1.

Define Self as a collection of strings of length l over a finite alphabet. This collection needs to be monitored. For
example, Self may be a normal pattern of activity that is segmented into equal-sized substrings.

2.

Generate a set R of detectors, each of which fails to match any string in Self.

3.

Monitor Self for changes by continually matching the detectors in R against Self. If any detector ever matches, then
a change has occurred, as the detectors are designed to not match any of the original strings in Self.

Many versions of the algorithm have been designed to generate efficient detectors. The algorithms typically use a binary
22, 24, 25, 34, 35
representation and run in linear time with the size of Self, depending on the choice of matching rule.
5.2.2

Structure of the NC approach

The applications of negative selection used for MANET security employ real-valued representation to characterize the
self-nonself feature space and evolve a set of detectors that are able to cover closely the complementary subspace
occupied by nonself samples. The structure of these detector rules is a sequence of conditional statements, namely,
R1 : If Cond1 , then nonself
#

#

#

m

R : If Cond m , then nonself

where
Cond i { F1 [low 1i , high 1i ] and F2 [low i2 , high i2 ] and ! and Fn [low in , high in ];
( F1 , ! , Fn ) is a feature vector; and
[low in , high in ] is the interval bounded by the lower and upper values for the feature Fi in the condition expression of the rule R j .
The conditional expression of each rule defines a hypercube in the normalized feature space ([0.0, 1.0]n). Then, the set
of such rules tries to cover the Nonself space with hypercubes. For n = 2, the condition of a rule represents a rectangle.

The nonself characteristic function in the hard-decision form generated by a set of rules R {R 1 , ! , R m } is:
G
G 
j
j
F nonself,R ( F ) ® 1, if R  R such that F  R
¯0, otherwise.
36
A genetic algorithm (GA) is used to generate rules for the covering of the Nonself space. The set of rules defines
the complement of the normal values of the feature vectors. A rule is considered to be effective, provided it does not
cover normal samples and the volume it defines in feature space is large. These criteria direct the evolution of the GA.
As discussed earlier, soft-decision functions offer an effective characterization of the Nonself space. In this way, the
Nonself space is further partitioned by different levels of deviation from normal or Self. With two features, the levels of
abnormality define concentric regions around the Self domain in the plane.
Different levels of abnormality are distinguished using a variability parameter, Q , where Q represents the level of
deviation permitted in the Self space. As Q increases, the Self space grows; conversely, a decrease in Q reduces the Self
space. Parameter Q can be viewed as the radius of a hypersphere containing the feature samples corresponding to Self.
In Nonself space, a GA with different values of Q generates a set of rules that are able to completely cover this space.
A set of such rules takes the form
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R1 : If Cond1 , then Level 1
#

#

#

i

R : If Cond i , then Level 1
R i 1 : If Cond i 1 , then Level 2
#

#

#

j

R : If Cond j , then Level 2
#

#

#

The levels of deviation are ordered sequentially so that Level 1 contains Level 2, Level 2 contains Level 3, and so on.
This ordering implies that a describing expression can be matched by more than one rule, but that the highest level
matched will be assigned to the sample. A set of rules, R, as described above, generates a soft characteristic function for
the Nonself space of the form
G
G
P nonself ( F ) max ^l R j  R, F  R j and l level(R j )}  {0}
where level(R j ) represents the deviation level reported by the rule R j .
5.2.3

Genetic algorithms for detection rule generation
37, 38, 39

The
The goal of the GA is to determine so-called “good” detection rules that cover the Nonself space.
“goodness” of a rule is determined by the number of normal samples that it covers, its volume in feature space, and its
overlap with other rules. Rule selection is configured as a multi-objective, multi-modal optimization problem. That is,
the objective is not one solution or rule, but a set of solutions, i.e., detection rules that jointly solve the problem of
covering the Nonself region.
36

A niching technique is used with the GAs to generate different rules. The input to the GA is a set of feature vectors
G
G
G
Y {F 1 ,! , F m }, that represent the normal behavior of the MANET. Each member F j of Y is an n-dimensional feature
G
vector F j
F1 j ,! , Fnj . The algorithm for rule generation uses the following terms: S, the set of normal descriptors
training data; Q , the level of variability; maxRules, the maximum number of detection rules in the solution set;
minFitness, the minimum fitness level for a rule to be included in the solution set; maxAttempts, the maximum number
of attempts to evolve a rule with a fitness t minFitness. The following pseudo-code segment describes the rule
generation algorithm.
initiate the ruleSet m I , the empty set
numAttempts m 0
1 if ( _ruleset_  maxRules) and (numAttempts  maxAttempt)
then
Run GA(S,Q)
R m best evolved rule
if Fitness(R) ! minFitness
then
ruleSet m ruleSet  {R}
numAttempts m 0
return to 1
end if
numAttempts m numAttempts  1
end if
end
return (ruleSet)
Figure 3. Rule generation algorithm

Each individual (chromosome) in the GA represents the conditional expression of a rule, since the consequence is
identical for all the rules, namely, the sample belongs to the Nonself space. Levels of deviation in Nonself space are
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represented by the parameter Q . Each element of the chromosome is represented by fixed binary representation of b bits.
Decoding the chromosome is a mapping of the binary representation to the interval [0.0, 1.0].
Evaluation of the GA algorithm uses the following concepts.
1) Fitness Evaluation: Given a rule R with conditional expression, F1  [low1 ,high1 ] and } and Fn  [low n ,high n ] , a
G
G
F1 j ,! , Fnj satisfies the rule R if the hypersphere with center F j and radius Q intercepts the hyperfeature vector F j
rectangle defined by the points (low1, ! , lown) and (high1, ! , highn). Raw fitness of a rule is calculated using the
following two variables:
a)

the number of elements in the training set S that belongs to the subspace defined by the rule R,
G
G
num_elements ( R) F i  S F i  R ;

^

`

b) the volume of hyper-rectangle represented by the rule R, volume( R)

n

 (high i  low i ).
i 1

The raw fitness function of the rule R is given by raw_fitness ( R ) volume( R) - C  num_elements ( R ) , where C is the
coefficient of sensitivity. This coefficient specifies the penalty imposed on a rule if it covers normal samples, a so-called
false-alarm penalty. The larger C is, the higher the penalty. Clearly, this function takes positive or negative real values.
2) Sequential Niching Algorithm: The GA is iterated multiple times to generate different rules in order to cover the
entire Nonself region. In each GA iteration, new rules are generated that cover the remainder of the Nonself region. The
raw fitness of each rule is modified according to the overlap with the previously selected rules. The following pseudocode routine calculates the final fitness of the rule R.
fitnessR m raw_fitnessR
for each Rj  ruleSet do
j
fitnessR m raw_fitnessR  volume(R  R )
end-for

where volume(X) calculates the volume of the set X.

6. COMPARATIVE PERFORMANCE RESULTS
In order to evaluate the intrusion detection performance of the NC approach, tests are performed using sets of simulated
scenario data used earlier to evaluate the PC approach. The detection features F1 - F6 are again used. As a training set,
the time series S1-S6 are used, while the time series T1-T6 are used as the test set, with window sizes of 1, 3 and 5,
alternately.
The parameters for the GA follow. Population size was set at 100; number of generations 1000; mutation rate 0.2,
crossover rate 0.8, and the coefficient of sensitivity 0.5. The latter setting represents moderate sensitivity.
The GA was performed with deviation Q set to 0.05, 0.1, 0.2, and 0.4, respectively. Next, the test sample vectors
were classified according to the rules generated for each value of Q. This process was repeated 25 times and the results
averaged over the runs. Table 1 shows the number of rules generated by the GA for each deviation level and window
size, averaged over 25 runs. The table indicates dramatic changes in the number of rules, as the window size increases,
i.e., as the dimension of the pattern space grows.
Table 1. Effect of deviation level and window size on number of detection rules
Level
1

Radius
(Deviation)
0.05

Avg. Number of Rules
(Window Size = 1)
1.3

Avg. Number of Rules
(Window Size = 3)
23.4

Avg. Number of Rules
(Window Size = 5)
103.4

2

0.1

1.4

28.1

157.8

3

0.2

1.2

34.3

225.4

4

0.4

1.4

45.0

317.9
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Detection profiles for the eight simulated MANET intrusion scenarios are created by application of the GA-based
rules of the AIS to the test set of samples. With a window size of 1, two of the eight intrusion attacks are detected. A
window size of 3 detects four of the eight attacks. A window size of 5 improves the detection results to seven of eight.
While the NC approach of the AIS may lower memory usage and execution time over the PC approach, the PC
approach is more accurate. To see this point, for a window size of 1, the positive approach must store 8,192 u 6 =
49,152 floating-point values, while the NC AIS approach need only store 12 u 12 = 144 floating-point values. This
yields an approximate compression ratio of 342:1. For a window size of 3, the compression ratio is 8,192 u 18 =
147,456 to 128 u 36 = 4,608, or about 32:1. With a window size of 5, the compression ratio is reduced to approximately
12:1. As noted by Dasgupta and González, the tradeoff is between the compactness of the rule set and detection
19
accuracy. The MANET results confirm this observation. As the value of T . varies from 0 to 1, computed detection
rates for both approaches reveal that the PC method is consistently more accurate than NC AIS. Overall, the NC
approach yields detection rates on the same order as the PC method. Table 2 summarizes the highest true positive rates,
with a maximum false alarm rate of 1%, of the two approaches.
Table 2. Maximum true-positive detection rates for the detection techniques (maximum 1% false alarm rate)
Detection Technique (Metric)

Rate for Window Size 1

Rate for Window Size 3

Rate for Window Size 5

Positive Characterization (Euclidean)

89.1%

93.2%

98.9%

Positive Characterization (Df)

88.4%

91.4%

94.7%

Negative Characterization

80.3%

85.6%

90.8%

Entries in the matrix of Table 3 correspond to the number of test sample vectors in each class. Diagonal entries
represent correct classification. The entries indicate that the NC AIS better approximates deviation for the PC method
using the Df distance metric. For all test samples, the differences between the deviation levels reported by the PC
approach and by the NC were computed. A difference of 0 indicates that the reported levels are the same, a difference of
1 indicates that the results differ by one level, and so on. The results for the two distances and three window sizes are
shown in Table 4; differences are expressed as a percentage of nonself sample vectors, i.e., distances > 0.05.
Table 3. Confusion matrix of output levels for PC, with Euclidean and Df metrics, and NC AIS output levels
PC Output Level
Euclidean
[0.0, 0.05]
(0.05, 0.1]
(0.1, 0.2]
(0.2, 0.4]
(0.4, …]

NC Output Level
Nil deviation
[0.0,0.05]
8061
5
0
0
0

Level 1
(0.05, 0.1]
0
8
4.8
28
2

Level 2
(0.1, 0.2]
0
2
3.2
7
7.8

Level 3
(0.2, 0.4]
0
0
2
30.4
15.3

Level 4
(0.4, …]
0
0
0
0.6
14.9

8060
5.7
0
0
0

0
10.5
27.4
0
0

0
2.8
6.2
17.3
0

0
0
2.4
25.2
8

0
0
0
3.5
23

Df
[0.0, 0.05]
(0.05, 0.1]
(0.1, 0.2]
(0.2, 0.4]
(0.4, …]

When different metrics are used for the PC approach, the comparative performance changes. Using the Df metric in
the PC approach improves the results of the comparison. Although only 48.2% of the outputs from the NC AIS agree
with those of the PC algorithm, all of the NC AIS outputs are within zero or one level of the corresponding result
reported by the PC. The reason for the improved proximity lies in the construction of the rules of the NC approach. In a
Euclidean metric space of n dimensions, the set of points equidistant from a fixed point corresponds to a hypersphere,
while, in the Df metric space, this set of points corresponds to a hyperrectangle. Consequently, the rectangular rules of
the NC AIS more closely approximate the structure of the Df space, as evinced in the experimental results.
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Table 4. Difference between PC and NC Output Levels for Test Data
Delta between PC and NC Output Levels

Euclidean Distance

Df Distance

0
1
2
3
4

18.7%

48.2%

30.8%

51.8%

46.3%

0.0%

4.2%.

0.0%

0.0%

0.0%

7. CONCLUSIONS
The proposed NC method of the AIS yields a good approximation to the level of deviation achieved by the PC approach
to intrusion detection within a secure MANET operation. In order to assess the quality of this approximation, a
comparison of the NC output levels with the distance results of the PC approach, using the feature set derived from
header information of a security-aware protocol for MANETs, is performed. These results are summarized in the form
G
G
of a confusion matrix in Table 3. For each sample F in the test set, the characteristic function P nonself ( F ) generated by
the NC AIS is evaluated to find the level of deviation; this level is then compared to the distance computed by the PC
algorithm. Each row and column of the confusion matrix corresponds to a range or level of deviation, respectively. The
ranges are shown in square brackets in the matrix. An ideal output of the NC AIS algorithm generates only values on the
diagonal. The natural immune system has the property that system intruders, considered the nonself, are readily detected
with few false positives. Detection is performed in two stages. In the first stage, the nonself is identified as new to the
invaded system; in the second stage, the immune system then preserves a long-term memory of this identified pattern.
By emulating the actions of the immune system, a one-class pattern recognition algorithm can be implemented in the
part of the feature space complementary to the set of self features. Design refinements to the algorithm can exchange the
number of false positives and negative positives.
An immuno-computing technique, introduced for intrusion detection in computer networks, has been applied to the
19
problem of intrusion attacks on MANET routing. The technique is used to evolve one-class pattern detectors in the
feature space complementary to normal MANET route discovery and maintenance processes to identify any changes in
normal behavior as observed in the patterns of the security-aware protocol features. The NC technique is used to
distinguish and identify the malicious activities of intrusive nodes by monitoring key security protocol parameters in
simulated MANET scenarios. The detection efficacy of the NC AIS is then compared with a PC approach. A lack of
data from actual MANET security attacks forces the use of simulated intrusion scenarios, employed by other researchers
in their evaluation of new security-aware routing protocols.
Some preliminary observations can be made together with suggestions for further research.
When the NC and PC detection schemes are compared, the PC appears to have more detection accuracy at the
expense of more memory and execution time. Early results show that the NC AIS detection scheme is practical against
intrusion attacks on MANET routing. The NC approach can be seen to detect seven of eight simulated security attacks
for a detection rate of 87.5% at a maximum false alarm rate of 1%, while using only 8.25% of the memory required by
the PC approach.
The best detection results for the NC AIS approach were attained for window size of 5. Increasing the window size
may make the AIS algorithm more sensitive to the dynamic abnormal behavior of intrusive nodes in the ever-changing
topology of a MANET. As mobility of the nodes increases, it is conjectured that intrusion detection is improved by
increasing the window size of the feature vectors. However, increasing the window size causes dramatic growth in the
number of rules, and a corresponding decrease in the NC AIS compression advantage. Additional experimentation is
necessary to refine the technique, using an expanded feature set, various window sizes, and more data from simulated
MANET scenarios in which node mobility can vary, the underlying reactive routing protocol is other than DSR, and
40
both data and routing messages face malicious attacks. Security-aware protocols for MANETs, other than SRP, can
also be used to derive new detection features.
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The problem of intrusion detection is essentially one-class pattern recognition of the non-target samples. In addition
to the NC AIS approach using GA-rule selection, other neuro-computational approaches to generate covering rules for
the nonself space are subjects for investigation. Within the AIS scheme, different covering regions of the nonself space,
based on hyperspheres or other uniform volumes and on non-stationary distance metrics, are to be explored in the future.
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