Free-space optical communication link using spatial optical encryption
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ABSTRACT
Free-space optical links are ideal for short-range (1 km to 3 km) communications. An innovative new technique called
Spatial Optical Encryption can be used to secure laser data communications. With this technique, data can be encoded
and transmitted spatially through a single fiber, and then transmitted over a free-space optical link. Different sources of
data could be simultaneously sent over the same fiber. This endeavor demonstrates the design and performance issues of
such a transmitter and receiver using Spatial Optical Encryption over an environmental link of 100 meters.
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INTRODUCTION
Free-Space Optical Laser Communications (FSO laser comm.) is the transmission of modulated visible/infrared beams
through the atmosphere [1,2]. FSO systems are generally classified as short range (~100m), long range (kilometers), very
long range (hundreds of kilometers), and satellite communications.
FSO systems generally consist of a laser source that is directly modulated at high data rates, beam-shaping optics (or
telescope) to transmit the laser beam, receiving optics (or telescope) to focus the beam into the photo-detector, and
receiving electronics to amplify and condition the signal. Most FSO systems place the transmitter and receiver together
as an optical transceiver. The optical transceivers are usually fiber-coupled, direct-modulated and direct-detection units.
The fiber coupling eases installation and is economical. Direct modulation of the light source (light-emitting diode or
laser diode), and direct-detection are also economical. The transmitter optics is used to shape and collimate the beam to a
diameter that can reasonably be received. The receiving optics determines the amount of light collected at the detector.
The types of photo-detectors used in FSO systems depend on the range needed for the link and the operating wavelength.
The size of the transmitter optics determines the eye-safe laser flux permitted out of the aperture. Eye safety is an
important consideration in FSO designs as the eye is a very sensitive light detector that has a peak response to light in
the visual range of 400-700 nm. The tissues of the eyes are susceptible to damage from light at wavelengths ranging
between 400-1550 nm, as the tissues absorb some of these wavelengths more than others. The light enters the cornea,
and the lens focuses this light on the retina. The vitreous fluid of the eye is transparent to wavelengths of 400-1400nm,
hence the focusability of the eye causes a concentration of power at the Retina, in particular at the Macula Lutea area.
Depending on the power and length of exposure, temporarily injury to permanent blindness could result. In the far
infrared, (wavelengths over 1400 nm), the light is not transmitted by the vitreous fluid, so the Macula Lutea does not
receive power to the Retina. However, exposure to ultraviolet (180-400nm), mid-infrared (1400nm-3μm), and far
infrared (3μm-1mm) can damage the cornea and lens, resulting in photokeratitis (welder’s flash or snow blindness) and
cataracts. Lasers can be hazardous because of their ability to be focused to a spot of very high brightness. The proposed
design is inherently safer for the eyes as it converts a typically focused spot of optical energy in to a donut shaped ring,
thereby reducing the energy density for any given area in free space and only the detector optics focuses it back onto the
photo-detector for subsequent detection and processing.
The atmospheric attenuation, scattering and beam alterations significantly limit the operability of most FSOs and depend
on a number of parameters such as wavelength, output power, atmospheric characteristics, and atmospheric conditions.
The atmospheric attenuation and the amount of beam alterations depend on wavelength, output power, atmospheric
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characteristics, and atmospheric conditions. In the regions most used by FSO systems, the common absorbing particles
in the atmosphere are water, carbon dioxide, and ozone. Scattering often redirects light in random directions and causes a
significant reduction of received optical power at a distant receiver. The size of the particles determines the type of
scattering. Similarly when the sun starts heating, all air pockets are not heated identically. This causes turbulent air
pockets that change the index of refraction when light propagates. These unstable air pockets appear to have a random
motion. When a laser beam is propagated, effects of turbulence such as beam wander, scintillation, and beam spread are
commonly noticed.
Combination of these environmental effects can lead to significant scattering. These scattered optical beams can be
detected and processed by smart opportunistic eavesdroppers. As a result the security and integrity of the network can be
significantly compromised. Hence it is often necessary to employ encryption techniques to ensure data integrity.
Encryption and decryption usually involves a special key that is only known to the user, to encode the data [3]. However
there has also been some interest in securing data through physical layer encryption [4,5]. This endeavor proposes an
innovative physical layer encryption technique called Spatial Optical Encryption Technology (SOET) that renders most
eavesdropping efforts useless.
SPATIAL OPTICAL ENCRYPTION
Spatial Optical Encryption Technology (SOET) can be used to secure laser data communications. Data is encoded and
transmitted as spatial modes over a single fiber. Different sources of data could be sent over the different modes or data
can be “hopped” between the different modes for extra security. The block diagram of the proposed system is shown in
figure1 where light from two different optical sources are forced to propagate in close proximity. Any eavesdropper
trying to detect and process the scattered intensity receives a combination of both channels where as the intended
recipient gets only the message. Spatial mode hopping can be employed to add extra layer of security to the system.
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Fig 1 Typical block diagram of the FSO link

Spatial Optical Encryption Technology [6-10] allows the excitation of selected spatial modes in optical waveguides on
the transmitter side and selective spatial de-multiplexing and demodulation of those modes at the detector. This allows
the transmitted message to helically propagate as concentric circles. Each waveguide mode is converted to a circular ring
by the excitation of a different laser beam. For a circular waveguide, different spatial modes are excited at “N” different
angles with respect to the waveguide axis. These angles cause different ring patterns to be generated. The waveguide
output consists of a center spot (the first order mode) and concentric rings representing higher order modes [11-16]. Each
ring can be modulated with a different message or massage can make use of spatial mode hopping for added security.
Spatially separated rings have already been generated in a lab environment using laser sources. One laser is used to
generate a center spot and another is used to generate a concentric ring [17-21]. The lasers are first modulated with
different messages and then the two are spatially multiplexed using an optical fiber. The beam from this fiber is
collimated by the help of optics before transmission. The photo-detector circuitries receive and decode the data streams.
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EXPERIMENTAL SETUP
The Beam Combiner unit is a key component of the FSO system. The Beam Combiner unit spatially multiplexes the
outputs of two laser sources into single fiber by launching then at different angles relative to the carrier fiber. As a result
a focused center spot and a circular ring of energy exits the fiber. Figure 2 shows the layout of the Beam Combiner unit.

Fig 2 Beam combiner layout

Figure 2 shows a typical experimental SDM setup where light from two fiber coupled laser sources is launched into a
single step index multimode fiber at different angles.
The receiver optics consists of a large area Fresnel lens to focus the beam outer “ring” into the detector and a planoconvex lens to focus the center spot onto another detector. The Fresnel lens detection concept is shown in figure 3.

Fig 3 Beam detection concept using Fresnel lens

The Fresnel lens is chosen because of its relatively inexpensive nature and large area design that helps to efficiently
collect the “ring” and the “center spot”.
EXPERIMENTAL DATA
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Fig 4 (a) FSO link output (b) Experimental setup
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Figure 4(a) shows a typical output of the FSO link where one channel is a spot and the other channel is a concentric ring.
Short distance measurements is done (up to 36 meters) and the crosstalk is determined about 1 dB and Bit Error Ration
(BER) was determined to be 1.31 x 10-9. For a 100 meter long FSO system the crosstalk was determined to be
approximately 2 dB and BER was about 1 x 10-8 with problems keeping the link in the wind.
CONCLUSION
An innovative new technique called Spatial Optical Encryption is used to secure laser data communications where data
can be encoded and spatially multiplexed over a single fiber, and then transmitted over a free-space optical link. Multiple
sources of data could be used to send multiple messages over the different spatial modes of the fiber.
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