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ABSTRACT 
 

An optical encryption technique based on polarization property of light is proposed. Many techniques using polarization 
beam splitters to encrypt the signal have been proposed earlier. They are based on splitting and interference of two light 
signals, namely message and noise. Only by placing suitable mirrors and a second beam splitter in a suitable position, 
the two signals are reconstructed at the output. In this paper we report the fiber optic version of a polarization based 
encryption technique that also has the potential to double the data carrying capacity of the fiber. Using polarization 
dependent couplers in the fiber optic cables, we are able to achieve encryption of the light signal. Theoretical analysis 
and simulated results are also presented.  
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INTRODUCTION 
 
Security and authentication of data in fiber optic communication systems has always been one of the important areas of 
research. Encryption and decryption usually involves a special key, known only to the user, to encode the data[1].  
However there has been significant interest in securing data through physical layer encryption and Matoba et al [2,3] 
have shown an interesting method of encryption by employing double random phase encryption where the signal is 
masked and converted into a noise like data. Similarly Javidi et al [4,5] have shown that a signal can be encrypted using 
a polarization encoded mask. Spatial domain multiplexing [6-10] is another recent technique that can be used for 
physical layer encryption through spatial mode hopping of optical channels of the same wave length inside optical fibers. 
Sylman et al [11] have recently demonstrated an entanglement based method for optical encryption and decryption, 
where an intelligent message is allowed to mix with noise and travel in free space.   
 
Along with frequency, polarization is a property of light that largely remains unchanged while propagating significant 
distances through the atmosphere. Consequently there have been many successful endeavors in the past to exploit the 
horizontal and vertical polarizations of coherent light beams to push the bandwidth of single mode optical fibers. 
Therefore it is natural and straightforward to send two polarization states through multimode fibers and reconstitute the 
phase relationship at the remote receiver location before detection.  
 
In this manuscript, we present an extension of polarization based encryption technique shown by Sylman et al, to optical 
fibers. It does not involve any encryption or decryption keys. Instead, it uses polarization property of light to allow 
secure data communication over an optical fiber. A simple approach has been adopted in this method to physically 
encrypt light signals using unique polarization keys before sending it over a fiber. Two light signals of different 
polarizations are mixed using couplers for encryption. Matching couplers and polarizers can be used at the decryption 
side to split the signals and reconstruct the original data. Figure 1 shows the block diagram of this system. Simulation 
results using Optisystem [12] show that only by proper alignment of the second polarizer, the original signal can be 
reconstructed. As a result the security of the signal can be greatly increased. 
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Fig 1: Block Diagram of the system showing Encryption and Decryption 
 

1. ENCRYPTION 
 

The Encryption model of this technique is designed using linear polarizers and directional couplers. The polarizers are 
used to linearly polarize the light beam at a given angle ‘θ’. Combination of two or more linear polarizers can be used 
for better confinement of light to a particular angle. Figure 1 shows that two light signals, source 1 and source 2 are 
linearly polarized and then combined using a 2x2 coupler. By properly adjusting the coupling coefficients of the 
couplers, maximum output at the first output branch can be obtained. This signal is then sent over a fiber of desired 
length. We attenuate the output from the second branch of the coupler to minimize reflections; hence this branch can be 
ignored.       
 

2. DECRYPTION 
 

At the receiver side the signal is split from the fiber by using a 2x2 coupler with a 3dB split ratio. To decrypt the signals 
linear polarizers of suitable angle are used. The angle θ3 of polarizer 3, which is used to achieve decryption of the signal, 
depends on parameters including θ1, θ2 and length of the fiber.  

 
 

3. SYSTEM ANALYSIS 
 

Jones vectors and Jones matrices [13] can be used for the analysis of the polarization based optical fiber encryption and 
decryption system.  
 
3.1  Encryption 

 
Sylman et al [11] have shown the analysis of an optical interferometer based system [14] for optical entanglement in free 
space by taking two signals; a message input and a noise input  
 

Input 1=  , Input 2=                     

 
The two signals are mixed after passing through the beam splitter and are analyzed [15]: 
 

Output 1 from first polarization beam splitter      =     1 00 0   + 0 00 1  =     (1) 

 

Output 2 from first polarization beam splitter      =     0 00 1   + 1 00 0  =     (2)                

 

Proc. of SPIE Vol. 8054  80540M-2

Downloaded From: http://proceedings.spiedigitallibrary.org/ on 04/17/2017 Terms of Use: http://spiedigitallibrary.org/ss/termsofuse.aspx



 

 

For our application in fiber optic communications we apply the boundary conditions of the optical fiber and utilize the 
Jones matrix given by the Optisystem software. The Jones Matrices of the coupler and linear polarizer are as follows 
  

Coupler: C = 1 √√ 1 ,      

 

Linear polarizer: P =  cos sincos sin     

 
3.2 Decryption 
 
 Decryption of the original signals is done using appropriate polarization beam splitter at the output as follows: 
 

                                   Reconstruction of input 1 = 1 00 0   + 0 00 1  =             (3)                                       

 

                                   Reconstruction of input 2 = 0 00 1   + 1 00 0  =             (4)                                         

 
The fiber optic version of the model shows that only specific values of the linear polarizers can provide the desired 
decryption of the signals.  
 

4. SIMULATED RESULTS 
 
The simulation setup of the polarization based encryption and decryption system is shown in figure 2. The input signal is 
shown in figure 3 and the corresponding output is shown in figure 4. 

 
 

Figure 2: Simulation setup of the system, Encryption and Decryption 
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Figure 3: Graph showing input signal 1 
 

 
 

Figure 4: Graph showing output signal 1 after decryption 
 

The table 1 shows the typical polarization values that can be used for successful encryption and decryption of signals in 
optical fibers. It also shows that only for a small range of values of θ3 the original signal is reconstructed with a Bit Error 
Ratio (BER) of 10-9. For all other values of θ3, the BER was of the order of 10-5 or worse, thus proving that a message can 
only be successfully decrypted by employing proper output polarizer at the detector end of the system. The range of the 
angle values is currently being investigated and the model [16,17] is being refined. We plan to experimentally verify 
these results in the near future. Table 2 shows that two independent messages of differing polarizations θ1 and θ2 can be 
mixed together to encrypt them and decryption can only be achieved by using polarizers of specific range of angles 
given by θ3 and θ4. As a result the two messages are not only encrypted but the bandwidth of the channel can also be effectively 
doubled. 
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Table 1: The linear polarizers’ example angle values that produce correct encryption and decryption for input 1 
 

θ1 (i) θ1 (ii) θ2 (i) θ2 (ii) θ3 θ4 
90o 94.544o 90o 90o 183.6-183.7o 90o 

 
Table 2: Range of polarization angles that provide encryption/decryption of both inputs thus doubling bandwidth 

 
θ1  θ2 θ3  θ4  
85 93 171-178 172-177 

 
 

 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 

Figure 5: Graph showing BER of 10-9 of the output signal for the mentioned angle values 
 

5. CONCLUSION 
 
We have presented a technique for encrypting a light signal to be sent over a fiber link as a function of polarization. 
Simulated results and analysis of such systems have been presented. The result show that this system can be used for 
physical layer security and encryption of signals in optical fiber without using encryption and decryption keys. 
Furthermore the bandwidth of the system can also be doubled by using this technique. Currently we are designing 
experiment to implement this method in hardware with the help of appropriate polarizers and polarization dependant 
couplers. 
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