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Abstract 
 

 

Title: Cross Spectral Biometric Performance Analysis on High-Resolution Face Images 

Author:  Praveen Kumar Pandian Shanmuganathan 

Committee Chair:  Dr. Michael C. King 

 Biometrics is increasingly being used to authenticate the identity of individuals in 

critical use case devices like smart phones, laptops, and several other access-control 

systems in our day-to-day lives. Additionally, biometrics is also used in forensic and 

security sensitive areas to detect and identify suspects involved in bombings, robberies, 

and several police investigations. In each of these critical scenarios, the high-quality full-

frontal face images of the subjects are not accurately captured as those subjects do not 

intend to register their identity to the Closed-Circuit Cameras. Hence in such cases, 

identification of the suspects becomes difficult even though we have the best recognition 

systems in place.  

 The periocular region is the area around the eye including the eyebrows, eyelids, 

crow’s feet, iris, and the area under the eye. The main aim of this thesis is to analyze the 

performance of the periocular region when compared to the face and the iris modalities. 

The Face recognition is done using a commercial SDK. The iris recognition is done using 

VASIR, an open source Iris SDK. The periocular recognition is done with the help of 

support vector machines and histogram of gradients using a deep learning library, “D-Lib”. 

The classifiers are trained separately with near-infrared, visible, and cross spectral images 

to analyze the performance on each spectrum. 
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Though there are studies performed to analyze the cross spectral performance of 

the face, iris, and periocular regions separately, this will be the very first study to examine 

all the three modalities in different spectrums. This study would help in determining the 

significance of subject recognition in the NIR and Visible spectrum, where iris and face 

recognition systems typically fail.   

 Upon completion of the experiments, it is evident that though iris and face are 

prominent biometric modalities, there are scenarios where the face and the iris 

recognition fails when the quality of the image is poor, as it does not meet the required 

threshold to qualify the recognition process. In such cases, the periocular region is still 

able to detect and identify the failed iris and face subject images. The periocular region is 

robust to some of the common variations like pose changes, occlusions, lighting, and 

illuminations when compared to the face or iris, therefore it can detect and recognize the 

subjects amidst of low quality unconstrained images. 
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Chapter 1 

Introduction 

Identification and access control are becoming critical in our everyday lives with 

the advancements and improvements in technology. Be it an online transaction in 

computers or an email retrieval through mobile phones or security clearance in airports, 

identity and authorization plays a significant role in providing the right access to the right 

person to perform the intended tasks and deny access to the imposters/unauthorized 

persons from obtaining the privileges. Biometrics is more usable and reliable when 

compared to other authentication mechanisms [1]. The fundamental task of identity and 

access management is to associate the users with their personal identities. As most of the 

access control nowadays is done digitally, the person who is requesting access is not 

physically present while the access is being granted. It could be the real user, a bot, or an 

attacker. Detection and recognition have always been a challenging task, as there are 

many methods nowadays to spoof one person for the other. 

The various authentication methods available to govern access to cyber/digital 

resources include passphrase as passwords, authentication tokens, and biometrics.  

However, the password and token based authentication methods are more prone to be 

compromised, and if any of the modality is stolen/compromised, the resources belonging 

to the user will be lost. To make the resources more secure, research began to combine 

two or more authentication mechanisms to strengthen it. This is called multi-factor 

authentication.  For instance, knowledge and object based authentication mechanisms 
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brought about the usage of both the passphrase and the tokens together.  For example, 

the new chip-based ATM cards have a unique token in the chips that needs to match the 

user’s PIN to authenticate. Knowledge and the ID-based systems require the usage of 

both the PIN and any Photo ID to prove the physical appearance.  

This made the evolution of the three primary types of authentication systems: i) 

Knowledge-based authentication, which emphasizes “What you know” (e.g., Passwords); 

ii) Object-based authentication, which emphasizes “What you have” (e.g., Token or ID 

cards); and iii) Identity-based authentication, which emphasizes “Who you are” (e.g., 

Biometrics) [1]–[3].  

In a conventional authentication system like passwords and tokens, if the 

authentication modality is stolen, it cannot be revived quickly without the help of an 

administrator. But however, in biometrics, the problem of losing the modality could be 

made almost impossible as it uses the person as a key to authenticate. There are several 

different types of biometrics available. 

The two primary categories of biometric systems are based on physical biometrics 

and the behavioral biometrics.  Physical biometrics is one in which the user is identified 

based on their body features, and this includes the face, iris, periorbital region, 

fingerprints, etc. Behavioral biometrics, in turn, identifies subjects based on their very 

own characteristics which is unique for every individual. Examples of them include gait, 

keystroke dynamics, signature, etc. A stable biometrics is one which does not change 

drastically with respect to time.  
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The main objective of this thesis is to measure the performance accuracy of iris 

and periocular recognition algorithms in the near-infrared (NIR), visible, and in cross 

wavelength scenarios.  As an added measure, results for face recognition are also 

presented for the same scenarios.  The face recognition is performed using a commercial 

software development kit (SDK) developed by the company CyberExtruder [4]. The iris 

recognition is performed using the VASIR open source software development kit (SDK). 

And finally, the periocular region recognition is done using a Deep Learning Algorithm 

developed using the D-lib library. Each of the recognition engines are applied on the 

spectrum of images to characterize and analyze the performance. 

There are two noteworthy contributions introduced by this research made 

possible by the availability of a high-resolution face dataset.  First, it offers an initial 

assessment of face, iris, and periocular recognition algorithms on a high-resolution face 

dataset.  Most significantly, this research is the first to validate an ability to exploit 

features in the periorbital region of the face to perform an identification when an iris 

recognition system results in a failure to acquire (FTA) on high-resolution face data 

acquired in the visible and the NIR.   

The remaining chapters of this thesis is organized as follows: 

 Chapter 2 reviews the recent literature about the various types of studies 

done in periocular recognition and the types of feature extractors 

available. 



4 
 

 Chapter 3 describes the experimental set up for the current study and 

explains the importance of the dataset used in the thesis. It also gives a 

brief idea of the various SDK’s and algorithms used in the study. 

 Chapter 4 presents the results of all the experiments conducted across 

the facial images and their significance. 

 Chapter 5 presents the importance of the results obtained in the 

Periocular experiments and how the results could be organized and 

analyzed in recognition. 

 Chapter 6 concludes the thesis discussing the importance of the 

periocular region and how the importance could be driven in various 

applications. 
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Chapter 2 

Background 
The main processes involved in any biometric system are: i) the enrollment phase 

and ii) the recognition phase [5].  

2.1 Enrollment Phase 

 During the enrollment phase, the users are registered to the system. Images of 

the subject corresponding to the biometric entity, be it a face or fingerprint or iris image, 

is sent to the biometric system. The system in turn extracts the features from the 

modality after a pre-processing and checks to see if the extracted image meets a 

threshold limit or not. If the threshold is met, the image is converted to a relevant 

template and it is saved for future verification. The original raw image is discarded from 

the system.  
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Figure 2: Recognition Phase 

2.2 Recognition/Verification Phase 

 During recognition phase, an image is acquired from the subject, pre-

processed, and then the features are extracted from the image. The extracted features 

are then compared with the stored data (gallery) to find if there is a match with the 

features extracted from the subject (probe). Once the matching is done, a score is 

generated based on the distance or the similarity. If the score meets the threshold set for 

the use case, the subject is considered to be already known and the access is provided. 

Based on the subject information and the scores generated, the subjects are further 

classified into True Positives, False Positives, True Negatives and False Negatives. 
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2.3 Components of a biometric system 

The key components in any biometric module are: i) Sensor Module, ii) Quality 

Assessment and Feature Extractor Module, iii) Matching/Decision Making Module, and iv) 

the Database Module. 

2.3.1 Sensor Module 

The sensor module is one which extracts the raw biometric data from the 

individual and converts it into a digital format to be processed by the computer. It is very 

important to get a high-quality sensor, as it has a greater influence over the results. It has 

equal chances to either improve or downgrade the performance as it is highly 

sensitive[5].The conventional sensors include a camera for face or iris biometrics, and an 

optical/capacitive sensor if it is used to detect fingerprints. 

2.3.2 Quality Assessment and Feature Extraction 

Once the raw biometric data is captured, the sensor converts it to an equivalent 

digital image and sends it to the quality assessment module. This module, in turn, checks 

the distinctiveness of the image and calculates if the image is strong enough to be able to 

be classified among the group of images in the database. If the provided image is 

sufficient to be classified after an enhancement, the signal is enhanced before it is sent to 

the feature extraction module. If the image quality is not sufficient enough to be classified 

even after enhancement, it is rejected as Failure to Enroll (FTE)[5]. 

After the enhancement, the high-quality image signal is now passed on to the 

feature extraction module, where the desired features are extracted from the image. In 
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the case of fingerprints, the minutia is extracted and stored as a template corresponding 

to the user name in the database. 

If it is an iris or face, the obtained image from the camera is processed in such a 

way to find if the face has enough features to distinguish the face/iris from other face/iris 

images. If it is strong enough, then the feature extraction module extracts the key 

features and stores them as a template in the database. 

2.3.3 Matching/Decision-Making Module 

The decision-making module is the classifier which is trained with a lot of input 

images, and the classifier is trained enough to produce a minimal error in predicting the 

subject images. The classifier is trained with a series of training images with a known 

ground truth and the training is continued until the prediction error rate stabilizes to a 

minimum. 

Once the training is done, the system is presented with multiple input images, 

which passes the feature extractor where the features of every image is extracted. If the 

image is able to produce enough features to be characterized, corresponding templates  

are generated for every image and then the images are passed to the Matching/Decision 

Making module. 

The Matching/Decision making module is the classifier which then generates 

scores for every input image in the gallery. Based on the scores, the threshold is 

manipulated and based on the scores generated at a given threshold, the True Positives, 

True Negatives, False Positives, and False Negatives are calculated to produce the 

similarity score matrix. If the score is higher than the threshold and if the subject ID of the 
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probe and the gallery is the same, then the subject is a True Positive (TP). If the score is 

lower than the threshold and if the subject ID of the probe is different than the subject ID 

of the gallery, then that subject is termed as a True Negative (TN). If the score is lower 

than the threshold and if the subject ID of the probe is same as the subject ID of the 

gallery, then the case is termed as a False Negative (FN). If the score is higher than the 

threshold and the subject ID of the probe is different than the subject ID of the gallery, 

the case is termed as a False Positive (FP).  

A similarity score matrix is a matrix of scores generated across every subject-to-

subject comparison made between the probe and the gallery. Probe images are the test 

images fed to the classifier and the gallery is the set of images already trained by the 

classifier whose templates have already been created. The similarity matrix is created for 

several thresholds and based on the score distribution, the Receiver Operating 

Characteristic (ROC) Curve is plotted which helps us in evaluating the performance of a 

biometric system. 

2.3.4 Database Module 

The database module acts as a repository of all the information received/created. 

All the created templates are saved in the database along with the metadata. The 

database must be very safe and protected, as it may contain both the RAW images and 

the templates. There are several mechanisms available to protect the databases by 

involving secure encrypting systems to protect the data involved. 
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Block Diagram of a typical biometric system:  

Figure 3: Components of a Biometric System  

2.4 Evaluation of Performance of a Biometric System 

 Once the scores are plotted for every comparison, the corresponding score matrix 

is created which consists of all the scores corresponding to every subject comparison. 

Based on the scores, the threshold range is created and for every threshold, the subjects 

are classified into the True Positives, True Negatives, False Positives and the False 

Negatives. 

Based on the four classifications obtained for every subject corresponding to the 

threshold, the True Positive Rate and the False Positive Rate is determined using the 

formula given below:  
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True Positive Rate= 
𝑇𝑟𝑢𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒𝑠

𝑇𝑟𝑢𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒𝑠+𝐹𝑎𝑙𝑠𝑒 𝑁𝑒𝑔𝑎𝑡𝑖𝑣𝑒𝑠
 

False Positive Rate= 
𝐹𝑎𝑙𝑠𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒𝑠

𝐹𝑎𝑙𝑠𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒𝑠 +𝑇𝑟𝑢𝑒 𝑁𝑒𝑔𝑎𝑡𝑖𝑣𝑒𝑠
 

Once the True Positive Rates and the False Positive Rates are calculated for every 

threshold, the False Acceptance and the False Reject Rates are also calculated using the 

formula below. 

𝐹𝑎𝑙𝑠𝑒 𝐴𝑐𝑐𝑐𝑒𝑝𝑡𝑎𝑛𝑐𝑒 𝑅𝑎𝑡𝑒 = 𝐹𝑎𝑙𝑠𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒 𝑅𝑎𝑡𝑒 

𝐹𝑎𝑙𝑠𝑒 𝑅𝑒𝑗𝑒𝑐𝑡 𝑅𝑎𝑡𝑒 = 1 − (𝑇𝑟𝑢𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒 𝑅𝑎𝑡𝑒) 

 

2.4.1 Receiver Operating Characteristics Curve  

  A ROC curve is the key tool to compare the performance of a biometric 

system. The True Positive and False Positive Scores are plotted for the range of thresholds 

to produce the ROC Curve. A typical ROC Curve is created to visualize the performance of 

different models is shown in Figure 4. 

 

 

 

 

 

 

 

 

Figure 4: Sample ROC Curve [6] 
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2.4.2 CMC Curve 

  A ROC Curve is a well-known and accurate measure to assess 1:1 

Matchers. However, when it comes to a 1-N Matching,  CMC Curves are better in 

measuring the performance of the matchers [7]. A CMC Curve is calculated by generating 

the match scores across all the probe and gallery images for every comparison. The 

generated scores are then ranked starting from the highest scores. If the rank is lower for 

the genuine matches, then the system is considered to be performing better. There are 

usually 10 ranks chosen for every comparison. A typical CMC Curve is given in Figure 5. 

 

Figure 5: CMC Curve[7] 

2.5 Applications of Biometrics 

Having known the importance of identity and authentication of users in sensitive 

areas, biometrics started getting implemented in airports, banks, financial institutions, 

voting systems, identity cards and so on. The main advantages of biometrics compared to 

any other mode of authentication lies in securing the uniqueness of the entity for every 
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individual, maintaining the permanence of the biometric entity throughout the lifespan of 

the person, and making the entity usable in large-scale identification [5] [8]. There are 

many different types of biometrics available. Let us discuss the various types of biometrics 

and their advantages and disadvantages in detail. 

2.6 Fingerprint as a biometric entity 

Fingerprints are one of the unique biometric modalities available in humans. 

Having known the importance and uniqueness of fingerprints, it has been accepted in 

courts of law for more than two decades [9]. The three most important criteria which 

made fingerprints unique are: 

i) Fingerprints remain consistent throughout life unless there is any 

intentional damage done to the fingerprints. This could help in detecting 

subjects whose fingerprints were extracted during childhood. 

ii) The uniqueness found in fingerprints among every individual where no 

two subjects could have the same fingerprints. 

iii) Fingerprints are developed in infants during the fourth month of 

gestation.  The loops, whorls, and deltas are the singularities which are 

determined using the ridge orientations and they contribute to the 

uniqueness in fingerprints. 

 The higher the resolution of the fingerprint capture, more will be the details 

visible in the fingerprint. The features are usually classified into level 1, level 2, and level 3 

depending upon the resolution of the imaging. The level 1 features provide the ridge 

orientation and the ridge frequency at every location. The orientations provide details on 
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the approximate directions where the ridges are heading out at that location. The level 2 

features give more information on where the ridges start, end, split or merge. These 

points are referred as minutiae. From an extracted minutia, the location and the 

orientation of the ridges could be identified. Level 3 features provide further information 

about the ridges. 

Although fingerprints are one of the widely used and accepted biometric 

modalities known, there have been attempts made to spoof fingerprints using modelling 

clay structures, which can easily authenticate imposters. At the same time, a subject has 

to physically provide their fingerprint to any system to assess information. This is a main 

draw back in identifying suspects if their fingerprint is not found in the crime scene. 

2.7 Face as a biometric entity 

Face is being used as a popular biometric entity to authenticate users to the 

system, as the face holds many unique characteristics in a person that could be utilized 

for identification. However, the critical issue in face recognition is that the face changes 

its shape and the features from time to time. Face changes its position and shape during 

every emotional change, which makes it difficult during recognition as the subject cannot 

hold the same position which was recorded during enrolment. To overcome this, users 

are always asked to provide a neutral expression during enrolment and recognition. 

Hence a general face recognition is more subjective to errors, and the recognition system 

might end up with a lot of false negatives depending on several factors like occlusions, 

lighting, pose variations, presentation attacks, and illuminations  [10].  
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A face recognition system has to be strong enough to be able to distinguish 

among the inter class similarities and intra class variations. Inter class similarities are 

supposedly a challenging task in face recognition, as two subjects are more prone to look 

similar, especially if they are relatives. And there could be a lot of variations among two 

images of the same subject if they are taken at different periods. 

The face features can be classified into three different levels, depending upon the 

resolution of the images captured. The level 1 features include the face geometry, the 

color of the skin and texture, and also the gender. The level 1 features can be extracted 

for even low level image captures. The level 2 features provide further detail about the 

subject, including the structure of the face components and more detailed face features. 

The level 3 features can be extracted in high resolution images, which include the scars 

and any skin discoloration including any abnormality in the skin. There are many 

approaches followed to extract these features and they will be described in the Literature 

Review. 

2.8 Iris as a biometric entity 

Though fingerprints and faces are most commonly used in identity and 

authentication, they have their own disadvantages. Fingerprint modalities cannot be used 

to identify a person unless the fingerprint is extracted. This makes it difficult to identify 

criminals and suspects who have not left their fingerprint in the crime scene. Though 

faces could clearly identify subjects, the difficulty level increases as face pose estimation 

is very difficult as humans tend to make a numerous amount of pose variations. With Face 

being a three-dimensional object, the difficulty level further increases subjecting to more 

external influential factors like illumination, viewing angle, and age variations [11]. John 
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Daugman in 2004 developed a new algorithm to identify an individual based on the 

features found in the iris of an individual. Iris is unique because it has much less inter class 

similarities and also higher intra class similarities, which restricts imposters to a higher 

extent when compared to any other biometric modality. 

The main reason to have iris as a prominent biometric entity is the amount of 

uniqueness present in an iris, which could differentiate individuals from one another, 

which ultimately would help in identification. The iris texture is different, even in identical 

twins, which makes it even more unique. Also, as the iris is well protected in humans, as 

its features change very rarely over age and time. To capture the rich details of an iris in 

any imaging system, an NIR imaging is preferred as the texture of the iris is much clearer 

in the NIR region when compared to the visible region [11]. Several advancements were 

brought about to the iris recognition after proving that it is the dominant biometric 

modality, including Iris on the Move system, which would capture the iris images of 

moving individuals and authenticate them while they are walking through a portal [12]. 

Once the iris features are extracted by the iris recognition system, the extracted 

iris texture is transformed from the Cartesian coordinates to the polar coordinates to 

understand the features in the iris. There are various feature extraction methods for iris 

recognition, including Haar Cascades, Gabor wavelets, and LBP. They generate binary iris 

codes based on the textures extracted in the iris region. Finally, during comparison, 

hamming distances are generated when comparing two different irides and the resultant 

hamming distance is taken as a threshold to authenticate subjects. 



17 
 

2.9 Periocular Biometrics 

Though Iris is accurate in recognizing subjects in several deployments, there are 

some limitations with the iris, which could cause a failure in person recognition. The iris is 

a moving target which is located in a moving eyeball, which is located in a moving object 

‘head’, which is again located in a moving body [10]. Hence reliably capturing the picture 

of an iris with high resolution for segmentation is difficult, especially during unconstrained 

scenarios. Even during ideal scenarios, the external factors like lighting, occlusions, and 

illumination significantly affect the extraction of a high quality iris. Having said these 

drawbacks, a new approach was found which had in addition to the iris, the area 

surrounding the iris as well, which is termed as periocular biometrics.  The periocular 

Region is an area in the near vicinity of the eye including the eyeball, eyelids, and 

eyelashes within the periorbital region. An image focusing the periocular region consists 

of the iris and the surrounding periorbital region. Hence, if the captured image has a good 

iris in it, then the system uses the conventional iris recognition to identify the individual. If 

the iris is not clear of having any occlusions or blur, then the system moves to identify the 

individual using the available periocular features from the image.  

 

The images are usually taken in the NIR region to obtain more depth of the image 

and also to provide better clarity [10]. The performance of an iris recognition system is 

usually marked based on the ability to classify the iris from the face image. In case the iris 

is not entirely available due to rotation or low image clarity, then the periocular region is 

chosen, which has the inside and the outside contours rather than having sharp edges 

helping to identify the subject [13].  
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Though it is shown that the periocular recognition has improved human 

identification, research is still in progress to find which area in the periocular region holds 

unique characteristics of a subject. To answer this, tests were performed on the 

periocular region in both the visible and the near-infrared regions involving two different 

periocular recognition algorithms. The results explained that the region surrounding the 

eye, including the cheeks, are more clearly visible while using a visible light whereas, the 

tear ducts, the lower boundary of the eye, and the cheeks are more clearly identified 

using NIR spectrum [14].  

Hence several tests were conducted using the fusion of the iris and the periocular 

region, and it is shown that the results are advantageous when it uses the combination of 

both the iris and the periocular region. Iris is considered to be producing better 

recognition when compared to any other modality if we have an ideal iris image. If the 

quality of iris is not ideal for occlusions or poor lighting or eyelashes which disrupt the 

clarity of the iris, then we should proceed with the periocular region as it has more 

uniqueness to clearly identify the individual [15].  
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Chapter 3 

Related Research 

Unconstrained biometrics has been a popular area of study, and periocular 

biometrics plays an important role in recognizing a person when compared to a face or 

iris biometrics in such scenarios [16]. Face and iris images of a person are not enough to 

identify an individual during improper lighting or unconstrained scenarios, and the images 

do not meet enough threshold to be able to be identified. 

The extensive ability of a periocular region to characterize an individual more 

efficiently and accurately has paved the way to relax some of the constraints which have 

eliminated the need of having a perfect fore-frontal image of a face/iris for an accurate 

recognition [17]. The typical periocular region that could provide enough details to 

characterize a person is shown in Figure 6. The periocular region mainly includes the eyes 

and in addition, the eyebrows, tear ducts, eyelashes, and the area around them. 

   

 

Eyebrows 

Iris Pupil 

Eyelashes 

 More unique features from cheeks 

Sclera 

Figure 6: Periocular Region of the human eye in both NIR and VIS Spectrums 
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There have been several research publications on periocular recognition over the 

last few years to detect the importance of the periocular region and thereby make use of 

those features to identify and recognize individuals, especially when the entire face or iris 

is not available. The uniqueness of a periocular region is that it is not affected by external 

factors like lighting, facial hair, eyeglasses, etc., which is another added advantage in 

unconstrained scenarios. 

3.1 Literature Review in Periocular Recognition 

 It is known that there have been a lot of research done in the cross-spectral 

analysis of face and iris in the past, inhibiting the performance of face and iris recognition 

at ideal scenarios [18]–[22].  Iris recognition has been claimed to be the accurate modality 

in recognizing subjects in ideal conditions. However, during non-ideal conditions, the face 

and iris recognition fails significantly in identifying subjects and that is where periocular 

recognition gains importance.  

  The initial research with the face authentication and landmarking started back in 

2002, where the components of the faces are localized  [23]. This was the foremost 

research carried out on the periocular region, which was then called the local eye area. 

The term periocular was used in research papers after [10], [24] where the importance of 

the periocular region was discussed, and the feasibility of user authentication based on 

the periocular region was practically demonstrated. Initially, the periocular region was 

detected and recognized using the combination of the features like Local Binary Pattern 
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(LBP), Histogram of Oriented Gradients (HoG) and Scale Invariant Feature Transform 

(SIFT) [10]. 

 Local Binary Pattern (LBP) is a very commonly used feature extractor in face 

recognition studies. The feature extractor slides through a window of 9 pixels and 

compares the surrounding neighboring pixels with the pixel in the center as a reference. 

For every comparison, the features are saved as a reference point to create a template. 

 Histogram of Oriented Gradients (HoG) is a similar feature extractor used in 

several computer vision applications. In contrary to the local binary pattern, the 

histogram of oriented gradients feature extractor computes the huge variations in the 

pixel intensity throughout the image and marks some specific locations where there is a 

drastic change in the pixel intensity.  At the positions where there is a huge variation in 

the pixel intensity, the HoG descriptor provides the orientation of the pixels which are 

then saved as a template corresponding to that image. 

 Scale Invariant Feature Transform (SIFT) is a feature extractor which extracts the 

features from the training image. The main importance of a SIFT extractor is that this 

descriptor is invariant to image uniform scaling, orientation, and any distortion that could 

occur. 

Several other studies improving the performance and the approach using the 

same set of feature extractors were carried out extensively [25]–[28] which are discussed 

as follows. In the paper presented by Woodard and Pundlik the authors have extracted 

the iris and the near-infrared images of the iris extracted from the Multi Biometric Grand 

Challenge (MBGC) Dataset[25]. These images are extracted from the video sequences 
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from the iris on the move system. They performed experiments with the iris images and 

the periocular images extracted from the same dataset. They used LBP as their feature 

descriptor. In the paper presented by Woodard et al. clarified with an experiment in the 

periocular region extracted from the Face Recognition Grand Challenge (FRGC) dataset 

[29]. They tried to extract the left and the right periocular regions separately and then 

tried to match the left with the right region of the same person. The results were evident 

as per their proposal and it is the base of how periocular region could efficiently recognize 

subjects. 

With continuing research in the periocular recognition, a research by          

Ricaneck et al. conducted a patch based periocular recognition where the periocular 

region was extracted from challenging face datasets like MORPH, FRGC, Georgia Tech 

Database and also the Notre Dame Twins Dataset [27]. The interesting part of the 

research was the feature extractor that has been used in recognizing the periocular 

region. They have used Three Patch Local Binary Pattern (3-P LBP), which works on the 

same technique as the common Local Binary Pattern, except for the fact that it is more 

advanced than the Local Binary Pattern technique. The main difference with this 

approach when compared to the Local Binary Pattern is that the 3P-LBP looks at 3 nearest 

patches of the neighbors each containing 9 pixel neighbors each. This gives a better 

accuracy than the Local binary pattern because of the increase in the neighbors. In the 

experiment conducted, they achieved close to 97% rank accuracy across the datasets. 

Yet another approach to the studies was initiated in the research by Chun-Wei 

Tan et al. where the main aim of the research is to make the fusion of the iris and 
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periocular region feasible and show an improvement in the recognition accuracy rate 

[28]. The database that was used in place was the CASIA v4 dataset. They have used a 

combination of feature extractors like SIFT, LBP and HoG. They claimed to achieve close to 

50% improvement in the accuracy when the iris and periocular region were fused 

together. 

 Having known the advantages of the Near Infra-red (NIR) imaging, studies were 

carried out to detect and recognize subjects using the periocular region starting from [25], 

[26].  In both the research, the periocular region was extracted from the MBGC dataset 

where the images were in the NIR Region. It is evident that the accuracy of the iris 

recognition is better in the NIR spectrum, as the iris textures could be extracted clearly 

using any feature descriptor which is not the case in the visible region. The visible region 

could contain a lot of occlusions or even reflections, which could spoil the detection rate. 

Also, the presence of higher melanin content in the iris could also hinder the recognition 

rate in the visible spectrum. Hence for such visible images, periocular image could add 

more identity towards the failed iris images[22]. 

Later, research started improving in the periocular region using different 

descriptors including SIFT, LBP and SURF over the FERET dataset [30]. LBP was also a most 

popular descriptor among the research [31]–[36]. It is seen from these experiments that 

the LBP performs well in extracting the features in the NIR spectrum and however the 

HoG descriptor works well in the visible region. The SURF and the SIFT descriptors have 

nominal performance over the NIR and the VIS spectrums. Several authors extended 

experiments with the unconstrained images on the periocular region [37], [38]. The 
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problems of age-degradation and gender transformation were also determined using the 

periocular region [39], [40]. In the research conducted by Ricaneck the experiments were 

conducted on datasets, which had images of subjects who had undergone a hormone 

replacement therapy [39]. The image comparisons were done before and after 

undergoing the hormone replacement. The recognition was done in the periocular region, 

which remains invariant to hormone changes. Those subjects obviously have changes in 

the face and even their irides as they could have opted for lens or any other masks which 

could affect face and iris recognition. However, this research on the fusion of periocular 

region with face regions was able to demonstrate a 76% accuracy for these subjects 

across a commercial recognition software. 

Illumination and pose variation changes were adjusted by normalizing the images 

and then subjected to some models and schemas to correct the errors [37]. Gabor Filters 

and Local Phase Quantization (LPQ) were used and applied to periocular images in both 

visible and NIR spectrum [41]. Circular LBP(CLBP) and GIST perceptual descriptors were 

used to classify subjects in the UBIRIS v2 database in [42]. Several other works in UBIRIS 

were also performed with the above feature descriptors in recognizing subjects at various 

conditions [15], [43]–[46].  

3.2 Periocular Region Detection 

Periocular studies initially started by extracting the periocular region manually 

from human face datasets as there were no periocular datasets available. It is a tedious 

process as the algorithm should detect the entire face and then landmark the facial points 

to extract the exact periocular region in the whole series of images. Most of the 
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extractions were based on initially locating the eye-centers. Once the eye centers were 

found, the periocular region was scaled and extracted. The eye centers and the 

surrounding area were detected using Viola-Jones Face detectors in certain studies [47] 

[35]. The research was also conducted in the hyperspectral database by capturing and 

analyzing the images captured in multiple spectrum of wavelengths [35].  

Research were extended in detecting and characterizing the periocular region 

using the Gabor wavelets [23].They Gabor features were used for image detection and 

face tracking. A few other research conducted by Gabor filters used the symmetry of the 

Gabor filters to detect the circular symmetry to detect the eyes and then extend to the 

periocular region [48], [49]. The advantage of using Gabor filters to detect eyes is there is 

no need of training eye datasets as it detects the circular symmetry structures using 1-D 

convolution because of Gabor being a derivative of the Gaussian filter [16]. 

Another approach to extract the periocular region involved detecting and 

identifying the eyebrows using the Local Eyebrow Active Shape Model [50]. This uses the 

eyebrow region to detect and segment the periocular region. Active shape models were 

also used to extract the periocular region with the help of Viola-Jones Face Detector [51]. 

Recent research involves the feature based extraction of several components in 

the face including eyebrows, iris, area around the eye using classifiers at the pixel level 

[46]. It used the texture and shape descriptors including Local Binary Pattern, entropy, 

and Gabor features. Some of the works also extracted the periocular region by localizing 

the sclera using the RGB/HSV/YCbCr color spaces [45], [52], [53]. D-lib is yet another 

convolutional neural network approach was proposed to detect and landmark the facial 
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points [54]. It uses Deep Learning, which when trained with facial images, could detect 

and locate 68 different points on the face. D-lib is a Machine learning library which 

provides several useful features including Support Vector Machine (SVM) Classifications, 

Relevance Vector Machine (RVM) Classifications, Kernel Regularized Least Squares (KRLS) 

Regression, and some trainer adaptors for implementing kernel algorithms. Another 

advantage of this library is that it also provides support to use multiple GPUs and parallel 

processing using CUDA during training and detection [55]. CUDA is a hardware parallel 

programming platform created by NVIDIA, which helps to use the maximum number of 

cores available in a computer to maximize the performance. 

3.3 Periocular Region Recognition 

Once the periocular region is extracted and segmented, the unique features of 

the periocular region have to be extracted. The features can be grouped into i) global 

features and ii) local features [16]. The global features are those which are extracted from 

the whole facial or periocular image and the local features are extracted from the discrete 

points. The discrete points in face include the center of eyes, the forehead, chin and also 

the cheeks which form the coordinates of the face. The feature descriptors study these 

areas and then save the extracted features as a template. A few widely-used feature 

extraction approaches are Local Binary Patterns (LBP), Histogram of Oriented Gradients 

(HOG), Scale Invariant Feature Transform (SIFT) and Speeded Up Robust Features (SURF) 

3-Pixel Local Binary Pattern (3-PLBP).  

Some of the pre-processing techniques used for certain unconstrained scenarios include 

models like Active Appearance Models for pose correction [40], deformation correction 
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using Elastic Graph Matching(EGM) [56] and illumination correction by normalizing the 

lighting especially in unconstrained images [32], [33]. 

3.3.1 Global Features 

The Global Features can be classified into Textural-based features, shape-based 

features, and color-based features. Global descriptors are made by combining several 

individual feature descriptors. In a global descriptor, matching is done comparing a group 

of similar feature vectors with a threshold distance as a metric. 

3.3.1.1Textural-based features: 

The textural features include the feature descriptors which have been used in the 

periocular region extraction research so far. The several different types of features 

available are Bayesian Graphic Models, Binarized Statistical Image Features, Convolutional 

Restricted Boltzmann Machines, and Local Binary Pattern. 

Bayesian Graphical Models: 

Bayesian Graphical models were used in periocular region extraction where they 

used an iris matcher to locate the iris and then localize to an periocular space [13]. The 

correlation filters were applied to overlap the original image patches. The output was 

used to feed the Bayesian Graphic model (BGM) to detect and remove the occlusions 

between images. 

Binarized Statistical Image Features: 

This feature descriptor computerizes the pixel intensity differences between each 

pixel to another by projecting the image patches on a subspace using Independent 

Component Analysis (ICA). It is considered to be robust than other methods which use 

pixel binary code comparison including LBP [16]. 
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Convolutional Restricted Boltzmann Machines: 

The Restricted Boltzmann Machine approach detects and characterizes inputs 

using filters by capturing the edge orientations and spatial connections between image 

patches [16] and it has been proposed and used in periocular recognition [33]. The 

importance of the Boltzmann Machines approach is that it uses a neural network 

approach for the detection and recognition of the subjects.  

Local Binary Pattern: 

Local binary patterns were introduced for texture classification to detect the 

edges, lines, corners, and patterns on the nearest neighbors. Keeping the center pixel as 

the reference, all the surrounding pixels are compared to identify and measure the 

performance, which is in turn used to detect the variations or the regions of interest in 

the image. It has been used in several of the research studies with modifications like 

Circular LBP [42], [43] and also Three patch LBP [27], [39] where the pixels are compared 

with the patches around the circle.  

3.3.1.2 Shape-based Features 

Several other descriptors were used to detect and recognize the periocular region 

including the eyelid-shape detectors [45], and lip shape detectors [55] where the different 

sub-regions of the region of interest were plotted based on the critical points.  

3.3.1.3 Color based Features 

There were research and studies conducted based on the histogram of gradients, 

which could differentiate based on the pixel variations from the R-G-B spectrum and the 

H-S-V spectrum, which is a cylindrical coordinate representation of the points in the RGB 
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spectrum [26]. The HSV spectrum is a boosted version of the RGB spectrum, which is 

mainly used to enhance the images for optimal recognition. 

3.3.2 Local Features 

In local featured approaches, a set of characteristic points is considered and 

detected. The properties in the local feature-based characteristics are found around the 

key-point descriptors. During detection and recognition, the matching algorithm must 

compare each point in the probe image against all the key points of the template image, 

and this is basically done by taking the distance measure into consideration. Some of the 

common local features are as follows: - 

Scale-invariant Feature Transform: 

It is used along with the Local Binary Pattern [16]. It encodes the orientation using 

a histogram of gradients around the key points.  The peak key-point vector is initially 

found, and it is then contrasted with the other gradient points in the image to match with 

the constraints in the image [14].  

Speeded Up Robust Feature: 

It works the same as the Scale Invariant Feature Transform, except for the fact 

that it is faster than the SIFT. Though it is same as the SIFT, the feature extractor uses a 

Nearest Neighbors approach which increases the overall time taken for extracting the 

features. The feature is extracted in a 4*4 mapping sub-region using Haar wavelet 

responses. It has been used in the recent periocular recognition research [32], [57]. 
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Binary Robust Invariant Scalable Keypoints: 

This descriptor consists of a binary string, which consists of a comparison result 

based on the brightness between pixels. The intensity variations between all pixels are 

counted by keeping the maximum intense and the less intense pixels as a reference [58].  

Having known the important research topics in the periocular region, this 

particular study is going to demonstrate the importance of the periocular region on full 

frontal images. Though the face and the iris experiments are going to be performed using 

some SDK’s those already exist, the periocular recognition system is going to be created 

from the scratch. Among the feature extractors that we have discussed, I am using the 

Histogram of Oriented Gradients as the feature descriptor in our experiments because of 

two main reasons. It is used widely in the library that I am going to use for the SVM 

classifier. Secondly, the HoG classifier is easy to be trained and it works well with visible 

regions as studied in the literature review. The upcoming sections will cover up the details 

of the experimental setup and also the results obtained in every experiment. 
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Chapter 4 

Experiment Design and Methodology 

4.1 Experimental Setup 

 The main aim of this analysis is to compare the performance of periocular images 

on other well-known biometric entities face and iris. There have been tests performed in 

the face and iris recognition which we have already discussed in the literature review , but 

this experiment is going to be significant as it involves very high-resolution face images in 

both the near-infrared and visible spectrums [12], [18], [20], [59]. As we have ideal high 

resolution face images, we can perform the face, iris, and also the periocular recognition 

in a single high resolution dataset. As the images are ideal, it would give us a clear insight 

on which algorithm works well on which spectrum and which doesn’t. This will then help 

us simulate the same experiments on non-ideal images for better understanding. 

4.1.1 Dataset Description 

 The dataset used throughout the experiment is the ND-NIVL from the University 

of Notre Dame[59]. The main reason for using the dataset for the experiments is that the 

dataset has images both in the NIR and the Visible spectrum providing a way for the 

cross-spectral comparison. And as the images in this dataset are all very high resolution, 

its contains enough information to characterize the performance of iris and periocular 

recognition algorithms using the same images. 

 There have been a lot of research completed in the cross-spectral space in face, 

iris and periocular recognition, but this experiment is unique because of the level of detail 
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the images could offer and the detailed resolution could make way for us to conduct all 

the three experiments (including face, iris and periocular) together in a single dataset. 

 The dataset has images captured in both Near-Infrared and the Visible spectrum 

from 574 subjects captured throughout two semesters. The visible images were collected 

using a Nikon D-90 camera, which uses a 23.6 ×15.88 mm CMOS sensor and because of 

that, every image captured is of the resolution 4288 × 2848 pixels. The images were 

captured automatically with the exposure and the focus set automatic. The images were 

captured of neutral expression, and all of them were captured in the frontal pose. The 

subject was required to stand at a 5-foot distance from the camera[59]. 

 The Near-infrared images, on the other hand, was captured from the Honeywell 

CFAIRS system. CFAIRS is a custom-made Canon EOS 50 D Camera with a 22.3 × 14.9 

CMOS sensor. The images captured using this sensor had 4770 × 3177 pixels in them. The 

images were captured in the normal indoor lighting and with neutral expressions and fore 

frontal images. The subjects were made to stand at five feet and seven feet 

respectively[59]. 

 The ND-NIVL dataset has a total of 574 subjects. There are 2,341 visible images 

and 22,264 NIR images captured from these subjects in the mentioned time frame. The 

images were acquired in two sessions. There were 402 subjects who had their images 

registered in both spring and the fall semesters. For the visible images, one image was 

acquired per subject per session. However, the NIR image sessions captured ten images 

per subject per session[59].  
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Spectrum No. Of 
Subjects 

No. of 
Images 

Capture 
Period 

Visible 574 2,341 Fall 2011 to 
Spring 2012 

Near-infrared 574 22,264 Fall 2011 to 
Spring 2012 

Table 1: NIVL Dataset Information [59] 

 

a) b) 

c) d) 

Figure 7: a) Good Visible Image of a Subject b) Good NIR Image of a subject    

c) Poor Visible Image with occlusions d) Poor NIR Image with closed eyes [67] 
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4.2 Workstation Description  

 As the NIVL dataset contains very high-resolution images in both the NIR and 

Visible spectrum, the images occupy a lot of memory for processing and analyzing. 

Moreover, deep learning libraries require a lot of computing power for enormous 

processing and calculations. Hence, we needed a high-performance computer for 

performing these experiments successfully. 

 Our experimental setup has a Dell Alienware computer with Intel 6th Generation 

6700K processor with 16 GB of RAM memory. We had coupled the processing power with 

a NVIDIA GTX 1080 Graphics card with 8 GB of inbuilt RAM for the parallel processing 

computations. It was very time saving, as there were a lot of high resolution images dealt 

with in the dataset. We had an SSD with 512 GB storage space where we had all the 

processing done for the better I/O experience. The SSD offers better read and write 

speeds when compared to a SATA HDD. Better read and write speeds decreased the 

processing time resulting in faster results for the experiments. An additional hard disk of 2 

TB was added to store the datasets. As there were 25,000 high resolution raw images 

across the spectrums and the raw images were close to 15 MB on an average, the entire 

dataset was close to 500 GB in size. 
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4.3 Optimizations for better efficiency 

4.3.1 Multi-Processing and Multi-Threading 

 As most of the image manipulations take a lot of time to process, Python’s 

Multiprocessing threading package library is used in several situations to reduce time 

taken for complex tasks. Flags were set to utilize all the cores in the processor, as by 

default only 2 of the cores are used in OpenCV and any other image processing library.   

 The NIVL Dataset is so far, the only available high-resolution academic face 

dataset. As there are close to 20,000 images to be processed for every biometric entity, it 

would potentially consume a lot of time and would use a lot of memory. Hence it is 

optimized in every way possible by splitting the dataset into different sections and 

allocating pool processes for every split to complete the entire process in a much shorter 

span of time. For all the image manipulations including cropping the face, assigning 

bounding boxes, segmentation etc., the entire images kept in the folder were split into 

five different sections. By taking advantage of Python’s Multi-processing library, five 

different threads were created which themselves will allocate resources to perform the 

intended operations. So instead of one thread completing the segmentation of images in 

a folder, there were five threads those performed the same task in much lesser time 

which improves the time consumed significantly.  

 During image segmentation and cropping, it consumes a lot of time for processing 

all the 20,000 images. A lot of time was saved by creating pool processes in the directory, 

which would create multiple worker processes and allocate multiple threads to start 

multiple tasks at the same time, which considerably reduced the amount of time taken. 
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Process pools control the worker processes which are directly responsible to complete 

the jobs submitted. 
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Chapter 5 

Face Recognition Experiment and Results 
 

5.1 Face Recognition SDK 

 The commercial Face Recognition SDK used for the face experiments is developed 

by CyberExtruder [4]. It is used to analyze the performance of the dataset in visible, Near-

infrared and cross-spectrums. The Commercial SDK is built in C++. Commercial Face 

Recognition Software includes Deep Learning techniques to improve the accuracy and the 

performance of the image detection and recognition. The Face Recognition SDK performs 

better when the face coordinates of the images were provided during the template 

creation. If the face coordinates were provided, the Failure to Enroll (FTE) cases were 

drastically reduced. There are multiple versions of the Commercial SDK, and all the 

versions have been improved continuously and have notable performance variations. 

The classifier used in the SDK is already trained with several face images. Hence in 

our face experiments, the images are chosen, the features are extracted from the image, 

and they are tested with the classifier to generate a score. Once the score is generated, 

the image is saved as a template in the database. During recognition, the test images are 

compared with the gallery which contains the templates of all the images. Scores are 

generated for all the test images with comparison to the images in the gallery to generate 

a similarity score matrix. A similarity matrix consists of all the scores generated by all the 

comparisons made. All the face experiments performed in this research have been done 

using the most recent release V5.6. 
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5.2 Preprocessing 

 The face images were made ready to be processed using the Commercial SDK. All 

the images are checked and tested for the size. It is made sure that the size of the images 

is the same throughout the dataset for better detection and recognition and to maintain 

high uniformity. 

 The commercial SDK uses the fiducial points in the face including the chin, cheeks, 

and the jaws to localize the coordinates for the face. If any of these points are missing in 

the image, the system predicts that the face is missing and it throws out an error saying 

the face is not found. 

 To overcome such errors, the face coordinates are provided as a bounding box 

during template creation to improve the failure cases. The face coordinates were 

extracted using the deep learning library D-lib. Examples for bounding boxes generated is 

given in Figure 8.  

Figure 8: Bounding boxes for Face Images in the NIR 
and Visible Images to reduce occlusions [67] 
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5.3 Experiments and Results 

 The images were grouped into three different folders. One contained the Visible 

images, the other contained only the NIR images and the third folder had both the NIR 

and the Visible images. From the full-frontal face images, the boundaries of the faces are 

extracted, and the coordinates corresponding to the face boundaries are saved in 

individual txt files with the name of the subject as the filename. So, during template 

creation, for every face image, the SDK also picks up the coordinates of the face along 

with the image and forms a bounding box exactly around the face for better detection. 

This also reduces the Failure to Enroll cases. 

 The experiment is conducted in three different phases. In the first phase, the NIR 

images captured in the fall are compared with the NIR images captured in the spring. In 

the second phase, the VIS images captured in the fall were compared with the VIS Images 

captured in the spring and in the final phase the NIR images in the spring were compared 

with the visible images in the fall. The importance of the cross spectral comparison is that, 

in practical scenarios, the enrolled image of a subject could be a visible image. However, 

we have to recognize the same subject in an image captured in the NIR region. Therefore, 

this experiment helps us identify how close of a match it could provide in real time 

situations.  

5.3.1 NIR vs. NIR Images 

 There is a total of 19,801 NIR Images in the dataset. The images are processed 

using the Commercial SDK. There are nearly 2,800 cases which got rejected while creating 

a template as the SDK failed to find the faces during template creation. And later, when 

the location of the faces is provided with bounding boxes during the recognition, it 
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improved the Failure to Enroll cases. After providing the bounding boxes, the FTE cases 

decreased to 1,933. 

 Once the templates are created, the SDK performs an N to N comparison among 

all the enrolled subjects. The threshold is adjusted in steps to find the true positives, true 

negatives, false positives and false negatives for every threshold. Once the total number 

of the True Positives, True Negatives, False Positives and False Negatives were found, and 

the ROC Curves are plotted.  

 With the NIR vs. NIR Image analysis, the True Positive rate is 81.0501% at a False 

Positive Rate of 1%, and the True Positive Rate is 80.0339% at a False Positive Rate of 

0.1%, and finally the True Positive Rate is 78.0546% at a False Positive Rate of 0.01%. 

The ROC curve for this experiment is given in Figure 9. The scores in the 

experiment were obtained only till a maximum of 81%. Hence the ROC curve is extended 

till 100% to close the curve to the maximum. From the NIR to NIR image comparisons, the 

performance of the SDK is low. This is an expected behavior as the feature descriptors 

could only extract enough information in the visible when compared to the NIR images.  
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Figure 9: ROC Curve for NIR vs. NIR Face Images 

 

Table 2: Performance of NIR vs. NIR Facial Images 

 From the table, it is evident that the performance of the NIR vs NIR images is less 

when compared to the VIS to VIS comparisons. The False Positive rates start to decrease 

down from the 1% rate and then they graze down to a True Positive rate of 0 at a False 

False Positive Rate (%) True Positive Rate (%) 

1 81.0501 

0.1 80.0339 

0.01 78.0546 
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Positive Rate of 0.00005%. The False Positive Rate of 1% indicates that there could be 1 

False positive entry for every 100 entries allowed.  

5.3.2. VIS vs. VIS Images 

 Once the NIR vs. NIR experiment is complete, the Visible Images are compared 

against the Visible Images using the Commercial SDK. Having the bounding boxes in place, 

during enrollment, there are only 4 FTE cases among the total of 2341 images. The total 

FTE cases were at 59 when the bounding boxes were not provided.  

 A Similar experiment as discussed above is then performed to find the TP, FP, TN, 

and FN counts for a varying threshold limit. Once the confusion matrix is built, the False 

Acceptance Rate and the False Reject Rates are calculated with the generated True and 

False Positive Rates. 

 With the above-said calculations, True Positive Rate of 99.3958% is obtained at a 

False Positive Rate of 1% and a True Positive Rate of 99.1024% is achieved at a False 

Positive Rate of 0.1%. Finally, at the False Positive Rate of 0.01%, a True Positive Rate of 

98.1875% is achieved.  With this information, the ROC Curves are plotted to measure the 

efficiency. 

Please find the ROC curve for the VIS vs. VIS Face images in Figure 10. It is seen 

that the SDK performs well in the VIS to VIS comparisons. The percentage of accuracy is 

close to 99% for these spectral comparisons. The feature descriptors could extract enough 

information in the visible region images, which is the reason for the highest accuracy. This 

is similar to the results obtained in the literature [59]. 
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Figure 10: ROC Curve for the VIS vs. VIS Face Experiment 

 On deep inspection of the same ROC curves at quite magnified values, of False 

Positive Rates are quite clearly visible. The semi-log ROC Curve is the same extracted from 

the Facial experiments, but it gives an idea on where the curve starts to drop from the 

close to 100%.  

  

 

 

Table 3: Performance of the VIS vs. VIS Facial Images 

False Positive Rate (%) True Positive Rate (%) 

1 99.3958 

0.1 99.1024 

0.01 98.1875 



44 
 

 From Table 3, it is seen that the performance of the Visible vs Visible images has 

produced a higher accuracy when compared to the NIR vs NIR comparisons. The True 

Positive rates are plotted for the 1%, 0.1% and 0.01% variations in the False Positive Rate. 

5.3.3 NIR vs. VIS Images 

 Once the NIR Vs NIR and the VIS vs. VIS Image matching are complete, the cross-

spectral analysis is kept as the next target. As high-resolution images are available for this 

analysis, this opportunity was used to perform a cross-spectral analysis. After providing 

the bounding boxes, during enrollment, there is a total of 1,937 FTE cases found in this 

experiment. Without the bounding box, there were 2,501 FTE Cases. 

 On performing the calculations, the True Positive Rates and the False Positive 

Rates are found. A True Positive Rate of 70.5621% is achieved at a False Positive Rate of 

1%, and a True Positive Rate of 67.0748% is obtained for a False Positive Rate of 0.1%. 

Finally, a True Positive Rate of 65.0578% is achieved for a False Positive Rate of 0.01%.The 

ROC curves are plotted for visualizing the performance, which is given in Figure 11. The 

experiment helps us visualize the performance of the Face Recognition SDK for a cross 

spectral comparison.   
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Figure 11: ROC Curve for the NIR vs. VIS Face Images 

 

False Positive Rate (%) True Positive Rate (%) 

1 70.5621 

0.1 67.0748 

0.01 65.0578 

Table 4: Performance of NIR vs. VIS Facial Images 

 The above Table 4 shows that the performance drops when compared to the 

visible-to-visible comparisons. This is because of the introduction of the NIR images in the 

dataset, which reduces the overall performance. As we have discussed, the feature 

extractor could have enough information in the visible region when compared to the NIR 

vs VIS matches. Hence the performance is lesser, which is a known behavior. 
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A much closer look at the crucial points on the ROC curve magnifying the False 

Positive Rates gives a better idea on the performance of the SDK. This semi-log graph has 

a bigger significance in depicting the points where the True Positive rate starts to fall 

down in the graph. This could be kept in consideration while designing a system for face 

recognition. 

5.4 Summary of Face Recognition Experiments: 

 

 

Figure 12: ROC Curve for Face Experiments 

 From all these face experiments, it is seen that a face recognition system works 

the best in the visible region and the performance of the face recognition system drops 

for the NIR to NIR and the cross spectral comparisons. The reason for the drop in the 

performance is already discussed above. The Face recognition system also works well 

with the ideal full-frontal images. 
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Chapter 6 

Iris Recognition Experiments and Results: 
 

6.1 Iris Recognition SDK 

For Iris Recognition, the Open Source SDK named Video based Automatic System 

for Iris Recognition (VASIR) was used[60]. VASIR is a fully automated system for video and 

still image based iris recognition which is designed, optimized, and developed for 

unconstrained scenarios and poses variations. The main objective for developing the 

VASIR system was to identify and recognize the identity of individuals in less than optimal 

environments[59].  

The three main modules in VASIR are:  

1) Image Acquisition;  

2) Video Processing; and  

3) Iris Recognition  

 

 

 

 

 

 

Figure 13: VASIR Block Diagram [61] 
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The main flow of VASIR iris detection system is as shown in Figure 12 [61]. 

Initially, the provided Iris image is segmented to find the pupil circle, iris circle, the eyelids 

and the coordinates of each of them and the distance between them are registered as a 

template. To locate this area, VASIR uses Open CV Viola Jones Haar cascade features [62] 

[63]. The iris and pupil detectors are the Haar cascade classifiers, which work based on 

the light-dark-light region detection.  

6.2 Preprocessing 

 The next step in preprocessing was to extract the iris samples from the full-frontal 

face images. D-lib deep learning library is used to segment and segregate the Iris images. 

As the D-lib’s trained SVM classifier is already well trained to detect the 68 landmarking 

points, the same classifier is used to extract the iris locations on all the images (both left 

and right iris images). The cropped images are saved under their corresponding filenames 

with a left and right marker. Sample iris images in both NIR and visible spectrum are given 

in Figure 13. 

 

   

 

 

 

 

 

 

Figure 14: Cropped Left and Right NIR and Visible Iris Images [67] 
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6.3 Experiments and Results 

 The pre-processed Iris Images are grouped into three different folders based on 

the spectrum including Visible Images, NIR Images, and the Cross-spectral images. They 

are all made ready to be analyzed by the VASIR SDK. 

6.3.1 NIR vs. NIR Iris Images 

  After segmenting the Iris Images into left and right, there are 19,800 iris image 

pairs, and they are then passed on to the VASIR Iris Recognition SDK. The VASIR SDK 

initially generates a MATLAB Template for every iris image provided, and once all the 

templates are generated for every image available, the SDK then starts to do an N-N 

comparison amongst the templates. As the Iris Images are highly sensitive, any 

irregularity in the images would completely terminate the generation of the templates 

triggering a Failure to enroll condition. There are 3,584 Iris FTE pairs overall that are not 

of good quality to generate templates among the NIR images. One such FTE image which 

failed to be enrolled in the system is shown in Figure 15. Though the resolution is good 

enough, there are some abnormalities like occlusion, closed eyelids, and a few other 

illumination conditions which made the images not suitable enough to generate 

templates. 

 

 

 

 

Figure 15: NIR Iris FTE due to glare from occlusions and glasses [67] 
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Once all of the FTE cases are removed from the database, the recognition is 

initiated, and the scores are generated for a range of thresholds. Based on the scores and 

the thresholds, the True Acceptance Rates and the True Reject Rates are mapped for 

every threshold. The True Positive Rate was 72.237% at a False Positive Rate of 1% for the 

overall NIR images and a True Positive Rate of 71.839% for a False Positive Rate of 0.1%. 

The generated ROC curve for the experiment is given in Figure 15. It is seen in the 

graph that the performance of the NIR vs NIR Iris images are very high when compared to 

any other comparison. This is a known behavior. The iris images perform well in the NIR vs 

NIR matches because the texture of the iris images could be clearly seen in the NIR 

images than the visible images. In the visible images the performance will be low, as there 

could be a lot of darker regions in the iris affecting the texture, thereby deteriorating the 

recognition accuracy in the visible region. 

 

Figure 16: ROC Curve for the NIR vs NIR Iris Experiment 
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From the above Table 5, it is seen that the performance of the iris recognition is 

high when compared to the visible images as per the literature. The results are in sync 

with the similar experiments conducted in other datasets [60]. There is no drastic change 

in performance between the False Positive Rate percentages between 1% and 0.1%. 

However, the performance drops after 0.1%. 

6.3.2 VIS vs. VIS Iris Images 

Similar to the NIR Iris Images, the extracted Visible Iris images are provided as 

inputs to the VASIR SDK to create templates for each of the iris images. There is a total of 

2,341 Visible Iris Image pairs provided as input to the SDK. There were 239 FTE cases 

listed where the template could not be generated. One example for the FTE case where 

the recognition failed because of the closed eyes is given in Figure 17. Once the template 

generated images are processed, the scores are generated and based on the provided 

threshold range, the True Accept and the True Reject rates were generated. 

 

 

 

False Positive Rate (%) True Positive Rate (%) 

1  72.237 

0.1 71.839 

Table 5: Performance of NIR vs NIR Iris Images 

Figure 17: Visible Iris FTE due to occlusions and closed eyes [67] 
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 The ROC Curve for the corresponding experiment is shown in Figure 17. It is seen 

that the performance of the Visible images to the visible images comparison is very less 

when compared to the near-infrared to near-infrared comparisons. This is in sync with the 

literature and it is a known behavior of iris images. The drop-in performance in the visible 

spectrum is because of the subjects with dark colored iris images. Iris texture cannot be 

analyzed properly in the dark colored iris images. The texture cannot be extracted 

properly using the descriptor because of the higher melanin content in the iris images 

[64]. 

 

Figure 18: ROC Curve for VIS vs. VIS Iris Experiment 

 

 

 

 

Table 6: Performance of VIS vs. VIS Iris Images 

False Positive Rate (%) True Positive Rate (%) 

1 23.2456 

0.1 21.3264 
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 From Table 6 and the scores plotted, it is evident that the iris recognition is of a 

lesser accuracy when compared to the NIR images. The reasons for the drop-in accuracy is 

also discussed above. The False positive rates are plotted for 1% and also 0.1% which 

corresponds to the True Positive Rates of 23.2456% and 21.3264%. The performance 

drops after a False Positive Rate of 0.1%. 

6.3.3 NIR vs. VIS Iris Images 

To make the process simple, the already generated templates in the above two 

experiments are used as inputs which eliminated the failure to enroll cases and made way 

to proceed directly to the recognition phase. This saved a lot of time as for every FTE 

case; the VASIR SDK terminated, and the whole process had to be started again.  Hence 

for the cross-spectral analysis, there was a total of 22,141 images (both NIR and VIS), and 

there were 3,823 FTE cases including both the spectrums. 

The ROC Curve for the corresponding experiment is given inFigure 19. It is evident 

from the ROC Curve that the performance of the iris images in the cross spectral studies 

are better than the visible images. This is because of the increased number of the NIR 

images in the experiment.  
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Figure 19: ROC Curve for NIR vs. VIS Iris Experiment 

 

False Positive Rate (%) True Positive Rate (%) 

1 42.709 

0.1 40.072 

Table 7 Performance of NIR vs VIS Iris Images 

 

 From Table 7, the performance of the iris images in the cross-spectral 

images are better than the visible-to-visible comparisons and it is also less when 

compared to the NIR vs NIR images. The significant increase in the cross spectral 

comparison when compared to the visible-to-visible images is that the increased number 

of NIR images in the cross spectral dataset. The NIR images are relatively larger in the 

dataset when compared to the visible images. 
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6.4 Summary of Iris Recognition Experiments 

 

Figure 20: ROC Curve for Iris Experiments 

 The main take away from the Iris experiments as shown in Figure 20 is 

that the iris recognition works well in the NIR images and the iris recognition accuracy is 

less in the visible spectrum. However, for cross spectral recognition, the accuracy is 

relatively higher than the visible-to-visible comparisons. At the same time, though the 

accuracy is higher in the NIR to NIR comparisons the Failure to Enroll (FTE) cases are very 

high in the iris images when compared to the face recognition. This means that the iris 

recognition works well if the image is clear enough for the template to be extracted. This 

in turn concludes that the iris is claimed to be having a relatively better recognition if we 

have a very clear iris image in place. Hence for full-frontal images, iris recognition will be 

the preferred modality as there will be ideal images. But however, if there are non-ideal 

images, the iris recognition will end up by providing several FTE cases. 
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Figure 21: 68 Landmarking Points Identified in the face [55] 

Chapter 7 

Periocular Recognition Experiments and Results: 
 

7.1 Periocular Recognition SDK 

 To detect the Periocular Region, a combination of Open CV and the Deep Learning 

Library D-lib [55] was used. The Deep learning library D-lib, was trained on the ocular 

images using a Histogram of Oriented Gradients (HOG) classifier and generates 68 points 

on the face image.  

 

 

 

 

 

 

 

   

These points are referenced to extract the desired periocular region. The D-lib 

trained classifier is used to extract the landmarking points to extract and segment the 

ocular region. Once the ocular region is extracted, then the datasets are segregated into 

the NIR, VIS and cross spectral images into different folders.  
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  The algorithm for the periocular recognition is created from scratch. The 

periocular recognition algorithm is created based on the Support Vector Machines using 

the Open source Library D-Lib [54]. The feature extractor chosen for the periocular 

experiments is the Histogram of Oriented Gradients [65]. The classifier has to be trained 

with certain images before it is tested with images in the dataset. The data is split into the 

following combinations. The whole entire dataset is divided like this: 50% of the dataset is 

chosen as a training dataset, 25% of the dataset is chosen as a validation dataset and the 

remaining 25% is chosen as a test dataset. The training is continued until the error rate 

stabilizes to a minimum. 

During recognition, for every image in the probe, the library generates a similarity 

score after comparing with the known trained gallery images. The similarity scores can 

then be used to measure the performance using the set thresholds. The probe images are 

the test images which are compared against the images in the gallery. 

Combined with the D-lib library, OpenCV and Scikit image libraries are also used 

for other image manipulations [63], [66] like image segmentation, image enhancement 

and also some orientation changes. 

7.2 Preprocessing: 

 Finally, the periocular region was a little challenging as the periocular region 

involves the area around the eye including the eyelids, eyebrows, crow’s feet and the 

lower portion of the eye. However, the trained Deep Learning classifier does not detect 

these positions in specific to crop the images as in the case of iris images. Hence, in this 
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case, the eye-center is used as the reference point and then the location is approximated 

around the eye center in both the axes and finally the periocular region is extracted. 

 The periocular region was also extracted with more reference points including the 

eyebrows, cheeks, and the forehead and then the excess points were segregated to get 

an accurate and uniform periocular region. 

7.3 Creating Bounding Boxes  

 Creating bounding boxes around the areas of interest in the images improves the 

recognition accuracy of face and periocular match algorithms. Also during D-Lib classifier 

training, the tool IMGLAB helps in creating bounding boxes around the periocular images, 

which serve a purpose in deciding the positives and negatives. Anything outside the 

bounding box is trained as a negative and everything inside the bounding box is trained as 

positive. Imglab is a tool that is used in the image training using an automated process. 

Some examples of the extracted Periocular Images are given in Figure 22. 

 

 Figure 22: Segmented Left and Right NIR Periocular Images [67] 
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7.4 D-Lib Periocular Classifier Training 

 As the Deep learning library D-lib is chosen for the periocular region recognition, 

the main aim is to train the D-lib SVM Classifier using periocular images. A HoG based 

detector is used as a feature extractor for detecting the periocular region from the 

images. The classifier is an XML file which is created using the Imglab tool and it is then 

loaded with the test and the train images separately.  

  

 

 

 

 

 

The training set consists of one image per subject and it is represented using the 

subject name. The images are segmented using an automated process. Once the images 

are loaded in the training XML, using the Imglab tool, bounding boxes are added around 

the area of interest to the corresponding periocular images. The bounding boxes improve 

the recognition accuracy by targeting the filter to focus only on the similar regions. 

Figure 23: Segmented Left and Right Visible Periocular Images [67] 
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 Once the images are annotated with the bounding boxes using the tool, the 

training is started. The training iterations are carried out until the error rate stabilizes at a 

minimum. The value of C in the SVM is adjusted to obtain better precision. The C value in 

SVM insists on optimization as in the amount of misclassification in every training 

example given. The larger the value of C, the optimization will look for a smaller-margin 

for getting the training points correctly classified. Conversely, if the value of C is small, the 

optimization will look for a larger margin to classify objects. Hence C is chosen in such a 

way to detect more precise points. For the Periocular image training, there were close to 

1500 iterations done until the precision was close to 0.01.    

  

   

 

 

 

 

 

 

 

7.5 Experiments and Results: 

 For the periocular recognition, the pre-processed periocular images are chosen as 

input, and they are used for recognition using the D-lib pre-trained SVM Classifier. The 

experiment is performed in three different phases as the face and iris involving the three 

different spectrums including NIR-NIR, VIS-VIS, and NIR-VIS. 

Figure 24: Training Periocular Images by creating Bounding boxes using the Imglab tool. 
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 The D-lib library and Open CV is used to generate a program which reads every 

input image and compares with all the images in the gallery to generate a similarity score. 

The similarity score is then passed over a range of thresholds to classify True Positives, 

False Positives, True Negatives and False Negatives. Based on the similarity score matrix 

generated, the False Positive Rates and the True Positive Rates are calculated, and the 

ROC Curve is plotted.   

7.5.1 VIS vs. VIS Periocular Images: 

 The very first periocular experiment is carried out among the Visible Images. The 

classifier has to be trained from scratch with the images when every recognition is 

conducted.  The analysis is carried out separately for the left and the right-side 

orientations. For both orientations, the classifier is used to create a score for every image 

for the whole N-N comparisons done and finally the ROC Curves are plotted using the 

confusion matrix. The generated ROC Curves are shown in Figure 27 for the Visible 

Periocular Images.  

 

 

 

 

 

 

 

 

 

Figure 25: ROC Curve for VIS vs. VIS Left side Periocular Images 
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Figure 26: ROC Curve for the VIS vs. VIS Right Side Periocular Images 

 

VIS vs. VIS Spectrum Comparisons 

Left Sided Images Right Sided Images 

FPR (in %) TPR (in %) FPR (in %) TPR (in %) 

10 63.89 10 53.60 

4.71 60.00 5.73 51.12 

1 21.83 1 4 

Table 8: Performance of VIS vs. VIS Periocular Images 

 From the Table 8, it is evident that the performance of the periocular region is 

high producing a higher accuracy in the visible region. This increased performance is 

mainly because of the Histogram of Oriented Gradients classifier. The classifier is strong 

enough to extract details from the visible spectrum images. Hence the performance is 

high resulting in higher accuracy. However, the recognition rate drops after a False 

Positive Rate of around 5%. The recognition rate is relatively high until a False Positive 

Rate of 10%, after which the threshold point is given in the bold characters in the above 
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table. It starts dropping off after the threshold point. The performance of the periocular 

region is nearly lesser at a False Positive Rate of 1%.  

 

Figure 27: ROC Curve for the VIS vs. VIS Periocular Images 

 From Figure 27, we can see the performance of the periocular region in both the 

orientations separately. The reason for performing the tests individually is because the 

classifier performs better producing results in separate orientations rather than both the 

orientations together. It is seen that the left sided images perform relatively better than 

the right sided images. 

7.5.2 NIR vs. NIR Periocular Images: 

 The same way as for the Visible Images, the NIR images are chosen, and the N-N 

comparison is performed among the NIR images, and the confusion matrix is generated. 

Once the confusion matrix is generated, the ROC Curves are plotted.The ROC Curve for 

the NIR vs NIR Periocular Left sided images and the right sided images are given in Figure 

28 and Figure 29.  
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Figure 28: ROC Curve for the NIR vs. NIR Left Sided Periocular Images 

 

 

Figure 29: ROC Curve for the NIR vs. NIR right side Periocular Images 
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NIR vs. NIR Spectrum Comparisons 

Left Right 

FPR (in %) TPR (in %) FPR (in %) TPR (in %) 

10 48.81 10 73.89 

3.41 44.57 2.68 59.98 

1 0.04 1 3.87 

Table 9: Performance of NIR vs. NIR Periocular Images 

From Table 9, it is evident that the performance of the periocular region in the 

NIR images is lesser than the performance of the periocular region in the Visible region. 

This is because the Histogram of Oriented Gradients classifier is not strong enough to 

extract distinct features in the NIR region as the Visible region. The performance of the 

periocular region drops after a False Positive Rate of 10%. After a threshold of False 

Positive Rate 3.41% in the Left sided images and a False Positive Rate of 2.68% in the 

Right sided images, the True Positive Rates start dropping off drastically.  

 

Figure 30: ROC Curve for the NIR vs. NIR Periocular Images 
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From Figure 30, it is evident that the performance of the right sided images is 

higher than the left sided periocular images. The performance drops after a False Positive 

Rate of 3% in both the orientations. 

7.5.3 VIS vs. NIR Periocular Images 

 Finally, in the cross-spectral comparison, the periocular images for both the 

visible and the NIR region are merged and then used in the recognition. The N-N 

recognition is performed, and the confusion matrix is generated. The ROC curves are 

generated for both the left and the right sided images are given in Figure 633. It is seen 

from the ROC Curves that the performance of the cross spectral comparisons is lesser 

when compared to the VIS to VIS comparisons. This is mainly because the feature 

extractor performs poorly in the NIR images when compared to the visible images. And as 

there is an increased number of NIR images in the dataset, the performance is lesser 

compared to the visible images. 

 

Figure 31: ROC Curve for the NIR vs. VIS Left sided Periocular Images 
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Figure 32: ROC Curve for the NIR vs. VIS Right sided Periocular Images 

NIR vs. VIS Spectrum Comparisons 

Left Right 

FPR (in %) TPR (in %) FPR (in %) TPR (in %) 

10 62.28 10 63.66 

2.00 40.75 2.00 40.75 

1 0.68 1 32.11 

Table 10: Performance of the NIR vs. VIS Periocular Images 

 From Table 10, it is seen that images in both the orientations perform nearly 

similarly until a False Positive Rate of 2%. The performance of the algorithm is better until 

this threshold point. The True Positive Rate is close to 40% until the threshold. After the 

threshold point, the performance of the algorithm drops drastically towards 0 with 

decrease in the False Positive Rate. Also, after the threshold point, the performance of 

the right sided images are still better than the left sided images. 
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Figure 33: ROC Curve for the NIR vs. VIS Periocular Images 

 Figure 33 shows the performance of both the left and the right cross spectral 

images together in a single image. The performance of the periocular algorithm drops 

after a threshold of 2% False Positive Rate. 
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7.6 Summary of the Ocular Recognition Experiments 

 

Figure 34: ROC Curve for Ocular Experiments 

 After performing all the periocular image recognition using a trained classifier, it 

is evident that the ocular recognition could identify and recognize subjects who were 

failed to be recognized using the face and iris recognition. As seen in Figure 34, the 

periocular region recognition rates were higher in the visible spectrum and these were 

mainly because of the classifier. Choosing different classifiers could improve the 

performance of the algorithm in the NIR spectrum and even in the cross spectral region. It 

is also obvious that for subjects who had clear iris images, the performance of the iris 

algorithm was better when compared to the periocular recognition. Hence, periocular 
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recognition could be used as a supportive biometric modality especially when the iris 

recognition fails. 

 To find the significance of the periocular recognition, the next chapter is made 

specially to identify and recognize the subjects which were failed to be recognized using 

iris recognition engines.  
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Chapter 8 

Iris Enhanced Periocular Analysis 
 

 It is seen from the periocular experiments that the periocular recognition helps in 

recognizing the subjects which were failed to be recognized using the iris recognition. 

Hence, this leads to a proposal of creating a system where periocular recognition could be 

a supportive biometric modality in subject recognition, especially when iris modality fails. 

There could be scenarios where subject recognition becomes critical where we have a 

poor iris. In those cases, periocular recognition could support recognizing those subjects 

especially in non-ideal scenarios. 

8.1 Recognition of Failed Iris Images Using Periocular Region 

To give a better clarity on the experiment, the Failure to Enroll cases from the Iris 

experiments are chosen and they are used as the test images on the already existing 

trained classifiers. So, the recognition system is already trained with all the images in the 

database across all the spectrums and the test images are the failed images chosen from 

the iris experiments. The CMC curves are plotted to show how effective the algorithm is 

in identifying the right subjects in a classifier trained with large number of images. 

8.1.1 VIS vs. VIS Periocular Recognition on Iris FTE Cases 

 In this experiment, the periocular classifier used is already been trained with the 

visible images. The input images were the periocular images of the failed Iris cases. The 

failed iris images were noted and the corresponding periocular images were shortlisted 

using an automated process. 
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 There was a total of 239 FTE Images in the visible region. They were compared 

against the classifier which was trained on the 2,341 total images. The corresponding 

CMC Curve is generated for the case and it is given Figure 34. 

 

Figure 34: Rank vs. Accuracy on VIS vs. VIS Iris FTE on Periocular Images 

 From Figure 34, rank vs. accuracy curve depicts that the accuracy is higher for the 

visible-to-visible image comparisons. However, the accuracy for determining a subject at 

rank 1 stays at 76%. The accuracy rate increases if there are more number of chances 

given to determine the desired subject. The accuracy rate starts to stabilize after a rank of 

eight. 

8.1.2 NIR vs. NIR Periocular Recognition on Iris FTE Cases 

 A similar experiment as the one above is performed on the images extracted from 

the NIR spectrum. The input images were from the FTE cases registered in the Iris 

experiment. The classifier is the same which was trained with all the NIR images from the 

dataset. 
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 There were 3,584 FTE cases in the NIR spectrum and they were chosen as the 

probe. The classifier had been trained against a total of 19,800 images. The resultant CMC 

Curve for the experiment generated is given in Figure 35. 

 

Figure 35: Rank vs. Accuracy on NIR vs. NIR Iris FTE on Periocular Images 

 The graph in Figure 35 depicts that the Rank 1 accuracy provides 69.1% accuracy 

and the accuracy rate increases as the rank factor increases. The accuracy rate for the 

classifier is lesser when compared to the visible images. We have already discussed the 

reasons for the decrease in the accuracy for the Near-infrared images. Given the fact that 

more of the number of chances provided to select a subject from a given gallery, the 

periocular algorithm is able to pick the right choices after a rank of two and it starts to 

stabilize after a rank of four.  
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8.1.3 NIR vs. VIS Periocular Recognition on Iris FTE Cases 

 Finally, the cross-spectral comparison is made between the NIR and the VIS 

spectrum. The input images are the ones which failed to be recognized in the similar cross 

spectral iris recognition experiment. 

 The classifier used for this experiment was trained with all the images across the 

NIR and the visible region. There were a total of 3,823 input images that were compared 

using the classifier trained with 22,141 images. The CMC curve generated for this 

experiment is given in Figure 36. 

 

Figure 36: Rank vs. Accuracy on NIR vs. VIS Iris FTE on Periocular Images 

 The rank vs. accuracy graph in Figure 36 depicts that the accuracy rate is lower 

than the visible-to-visible and near-infrared to near-infrared comparisons. The classifier 

has a reduced accuracy rate for the cross spectral images. However, if the chances for 

picking a right subject is increased, the accuracy also increases and the accuracy gets 

stabilized after a rank of six in this scenario. 
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Chapter 9 

Conclusions and Future Work 
 

9.1 Conclusions 

 From the above experiments, the following conclusions are made. The iris 

recognition algorithm performs well in the NIR-NIR region when compared to the Visible-

Visible and the cross spectral comparisons. Studies claim that the subjects having darker 

irises are more prone to fail in the Visible spectrum, which lowers the overall 

performance of a dataset [64]. However, that will not be the case in a NIR spectrum. NIR 

spectrum can provide the unique features of the iris even if the eyes are dark. 

The relevant findings from the iris recognition across the spectrums are 

tabulated. The tabulations show that the Iris recognition system has a better accuracy in 

the NIR spectrum but however it also produces larger FTE cases. 

 NIR vs. NIR VIS vs. VIS NIR vs. VIS 

False Positive Rate True Positive Rate True Positive Rate True Positive Rate 

1% 72.23 23.24 42.70 

0.1% 71.83 21.32 40.07 

FTE Cases 3,584 239 3,823 

Table 8: Performance of the Iris Recognition 

 The obtained results are similar to the already reviewed literature similar cross-

comparison experiments have been taken over [18], [19]. The ROC Curves for the Iris 

recognition experiment for all the three spectrums is already discussed in Figure 20. 
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 Having said this, we also know that Iris is claimed to be a highly accurate 

biometric modality. When we have a good iris image of a subject, no other biometric 

modality could accurately identify the subject as iris recognition. This usually requires a 

highly cooperative subject.  However, in situations of great importance to law 

enforcement and homeland security that may require high throughput for access control 

systems or standoff acquisition, ideal iris images are more challenging to extract and 

often result in a failure to identify subjects of interest.   

 In such scenarios, the periocular region would still be able to identify and 

characterize the identity of the subject helping to find the suspect (as seen in Figure 38). 

The ROC Curve in Figure 38 depicts the performance of the Periocular region on 

multiple spectrums and orientations. Clearly, it picked all the FTE cases that were left 

behind by the Iris recognition system. 

 

Figure 38: ROC Curve for the Periocular Region among multiple Spectrums 
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Table 9: Performance of the Periocular Region across spectrums 

  Keeping this in mind, a good biometric system could be designed with all the 

three modalities including face, iris, and the periocular recognition engines. During 

enrollment using an ideal fore-frontal image, all of the three modalities will be generating 

their very own templates. During recognition, if the image has a poor iris region which is 

occluded or of less quality, periocular recognition could be extracted from the image of 

the subject, which will still have unique features well enough to characterize and 

recognize the subject. 

9.2 Future Work 

 As we have seen in these experiments, the periocular region is able enough to 

provide scores and recognize subjects even in the conditions like pose variations, facial 

expression changes, and could also be used to detect subjects irrespective of facial 

changes. As the periocular region does not change drastically over time, it could be taken 

as an advantage to detect and recognize current subjects with images enrolled several 

years earlier. This could also be used to predict how a subject would look like after a 

particular period of time.  

 The Periocular recognition algorithm used in this experiment is not strong enough 

for the images having both left and right orientations. As this particular SVM approach 
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with this library is  not very effective, a future work could be started to improve the 

periocular recognition algorithm itself. Once the Periocular recognition algorithm is 

developed to be strong enough, it could be used to visualize more concepts in periocular 

recognition like how much of a periocular region is needed for better recognition and so 

on. 

 This technique has already been used in some insurance companies to predict the 

looks of an individual after a particular time, keeping in mind the current features of the 

individual. The uniqueness of the periocular region could also be used to detect the 

several forms of presentation attack detection as well. 
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