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Abstract 

 

Title:  Soteria: A Persuasive eSecurity Assistant 

Author: Punica Bhardwaj 

Advisor: Major Advisor Heather Crawford, Ph. D 

 

“…security is only as good as the weakest link, and people are the weakest link in 
the chain.” – B Schneier, 2002 

Humans are often referred to as the “weakest link” in the security chain because of 

the poor security decisions taken by them. There can be many reasons for these 

decisions, such as lack of understandability of the software, lack of education, and 

lack of relevant information required to do that particular action. In this Thesis, we 

focus on the lack of relevant information required at the time of performing the 

action.  

In order to provide the user with relevant required at the time of performing an 

action, such as authentication using password, we created an eSecurity Assistant 

called Soteria. For the possible ways of delivering the information, we acquired the 

input of the actual user space.  

We conducted two mutually supporting user studies. The first study was an online 

questionnaire that was aimed at asking users whether they needed any security 

advice, and if they did, what the best way to deliver it to them was. The second 

study was a lab based study that was conducted on the basis of the results we 

obtained from the first study. We built a mockup design for Soteria on the basis of 

the results of this study and did the second user study to test the usability and 

acceptability of the system. 

Statistical analysis of both studies provide evidence that users do need help while 

they take security related decisions and were willing to get interrupted if the 

security of their smartphone was at stake.    
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Chapter 1 

 

Introduction 

 
 
 

 

“The human side of computer security is easily exploited and constantly 

overlooked. Companies spend millions of dollars on firewalls, encryption, and 

secure access devices, and it is all money wasted because none of these measures 

address the weakest link the security chain.”- K Poulsen, 2002 [7] 
 

Computer security is often considered a secondary task. Users find it difficult to 

understand and manage [2, 5, 8]. Sometimes errors caused by the lack of usability 

of systems lead to serious security vulnerabilities that may allow the users to 

commit dangerous mistakes [8]. Whitten and Tygar [8] showed us how the 

seemingly more secure but less usable system lead even experts to expose their 

private keys. This cannot be considered a user’s fault, since if they are confused, 

there is a high chance of them making a mistake which Whitten and Tygar showed 

in their paper [8]. But still keeping this in mind, we cannot dismiss the importance 

of security. Yee [5] argues that the conflict between usability and security can be 

avoided by making changes in the design process [5]. He proposed that instead of 

making security as a last addition to the product, make it a part of the system 

lifecycle when the development is in the earlier stages itself. 
 

There is a fine line between the usability and security of a system. When we give 

more preference to one over the other, users suffer. A more usable and less secure 

system makes it easier for attackers to breach; a less usable and more secure system 

leads to confusion which in turn can result into accidental exposure of confidential 

information [3, 5, 8]. We focused on designing a system where both usability and 

security go hand in hand instead of being at odds. 
 

Our focus here is on the issues users face while performing authentication related 

tasks using passwords. We will discuss research into the security decisions taken by 
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the users, what causes them to make those decisions, and what solutions have been 

proposed in the past to mitigate the problem. Then we will propose our solution and 

follow it up with results of the data we obtained. 

 

1.1 Background 

 

 

Let us talk about car insurance. It is a hassle since we have to spend money we do 

not necessarily want to, but have to because even though we will try our best to 

keep ourselves safe while driving, accidents happen. The same is the case with 

computer security. Herley [1] argues that the reason why users often ignore the 

security warning and make insecure decisions is because they do not see the 

consequences of not following the rules we impose of them [1]. The time and effort 

they put in does not yield any results leading them to give it less attention or 

completely ignore security and try to find ways to bypass it [1]. Security warnings 

such as password meters, which provide information about password strength, do 

not show what is missing [17,76]. Password policies often vary too, for instance, 

some websites ask the users to add any special character while others only allow a 

few special characters in a password. The difference in policies make it hard for 

users to follow one trend, and makes the process of creating and remembering 

passwords even harder [9]. Users have been known to be coerced into making 

stronger security decisions without giving them enough information [10]. 
 

When security designers discovered that security and usability issues arise because 

the security and privacy controls were not designed by keeping the human in mind, 

they began doing usable security research. Although the introduction of usable 

security has helped, we still have one major shortcoming, that is, even though the 

systems are now are designed in a way that they focus on the “average user”, we do 
not have a fixed definition for an average user [12]. These systems are sometimes 

designed to satisfy the majorities. Due to the differences in the way users think, it is 

challenging to create a system which will work for everyone and discourage them 

from engaging in insecure behavior while they implement computer security [12, 

13]. 
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1.2 Motivation 

 

 

The motivation for our research is the intuition that every user is different and 

thus requires different prompts in order to make good security decisions. We had 

the following design goals in mind: 
 

1. The system will train itself as per an individual user, hence will not work 

out of the box  
2. The system will focus on not forcing the users but will give them enough 

information so they could make an informed decision.  
3. Every user has a different mental model of security. This can be 

used positively while designing a system, 
 

Our research is in the favor of the statement that users are not the weakest link. 

They sometimes make insecure decisions because they are forced into doing things 

they do not understand [1, 16]. We focus our research on password based 

authentication in creating a proof of concept for a system called Soteria, and 

highlight some of the security issues that that users face when they use passwords. 
 

Passwords are one of the basic forms of authentication, especially website based 

authentication and the password policies vary with each website in many cases 

[9,10,14,16,17]. Password meters were introduced to help users see the strength of 

the password they were creating [16]. Researchers have been constantly trying to 

improve these meters by making them visually stimulating so as to make it easier 

for the users to actually follow the password meters [16]. But in many cases, the 

systems do not let users log in if their password is not strong (secure) enough as the 

password policy of the company, so they have to follow all the rules which include 

some of these mandates: password should be minimum 6 characters long, must 

have one (or more) upper case letter and lower case letters; must contain a number, 

a symbol from either a list or any symbol and must be different from the email 

address or the username. These policies differ with each vendor, so if a user wants 

to reuse his password, or wants to iterate a variation of a password he uses, he 
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cannot do that. This shows us that there is a need for a system that is not generic, 

and provides the user with a more focused help with the task he is doing, and at 

the time he is doing it. 
 

We wanted to find a solution to solve the security issues like the password problem 

[14] to some extent by telling the users what the issue with their password was 

while they were creating it, and making sure that they do not have to follow this 

warning. They can choose to ignore it and go ahead with creating the password 

they were going to create. We asked the users how they wanted this information 

delivered to them and came up with an application based on the opinions of the 

users. 
 

We propose a solution to some of these issues in the form of Soteria, an eSecurity 

assistant. Soteria trains itself over a period of time with the habits of the users, 

provides suggestions and warns the user of any security decision he makes that can 

harm the security of his smartphone. For example, creating a weak password, 

connecting to an insecure Wi-Fi network and logging into a bank account, visiting 

malicious websites, clicking on malicious links and reusing passwords on various 

accounts. Soteria will warn the users of the implications of their actions but will not 

force them to change their decisions. We used Persuasive Technology [28] and 

worked on the principle of ePets [15], first introduced by Briggs and Olivier in 

2008. While our proof of concept focuses on password creation, the intention is that 

it will help users in other emergent situations, such as when connecting to 

unprotected Wi-Fi or when downloading potentially malicious material. proof of 

concept only focuses on the password part of Soteria, but we want it to be able to 

help users not only when they create passwords. 
 

1.3 Thesis Statement 

 

 

The most important goal of this thesis was to create a system that gives a user the 

information he requires in order to make a security related decision on his 

smartphone. Immediate and timed warnings will be delivered to the users so that 
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they can understand the implications their actions. Our focus was to accomplish 

this task while making sure we were not coercing the user into following our 

advice, and that he had all the means of continuing his task while ignoring our 

warning if he chooses to. We wanted to know what the users wanted, and to 

achieve this, we conducted two user studies. We get into the details as we 

progress with this report. 
 

1.4 Organization of the Thesis 

 

 

The rest of the Thesis is structured as follows: 
 

Chapter 2: This chapter is focused on the background research that lays the 

foundation of our work. We provide an introduction to the fields of usable security 

and human-computer interaction, then move on to discuss persuasive technologies, 

captology and anthropomorphization of technology. We also discuss the concepts 

related to user interface agents, initial versions of digitized personal assistants and 

ePets. This chapter also includes an examination of security warnings, user 

attention, password strength meters and an interface agent called Sesame. We 

conclude this chapter by discussing the requirements of an eSecurity assistant as 

derived from the current and previous research. 
 

Chapter 3: In this chapter we introduce Soteria, our eSecurity assistant. Soteria 

is built upon the concept of ePets and user interface agents, and uses persuasion 

to assist users in making more secure decisions while they use their 

smartphones. Here we discuss our vision for Soteria. 
 

Chapter 4: This chapter talks about our first web based user study, which was an 

online questionnaire. We detail the approach we used for conducting the study, our 

user base, the questions and the analysis of the results. 
 

Chapter 5: This chapter is focused on the major part of the research, the lab based 

user study we conducted for testing Soteria. We discuss the study, give details 

about our analysis, and explain the viewpoint of the users. 
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Chapter 6: We conclude this thesis in this chapter while talking about the future 

work and possible changes to Soteria which can potentially benefit the users 
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Chapter 2 

 

Literature review 

 
 

 

This chapter is focused on the background research that lays the foundation of our 

work. We provide an introduction to the fields of usable security and human-

computer interaction, then move on to discuss persuasive technologies, captology 

and anthropomorphization of technology. We also discuss the concepts related to 

user interface agents, initial versions of digitized personal assistants and ePets. This 

chapter also includes an examination of security warnings, user attention, password 

strength meters and an interface agent called Sesame. We conclude this chapter by 

discussing the requirements of an eSecurity assistant as derived from the current 

and previous research. 
 

2.1 Usable Security 

 

 

ISτ defines usability as “the extent to which a product can be used by specified 

users to achieve specified goals with effectiveness, efficiency, and satisfaction in a 

specific context of use” [22]. Usability is a combination of a psychology and 
physiology, including the needs of the system itself. Other important attributes to 

usability are accuracy, memorability, learnability, user satisfaction and the 

knowledge users have [23]. We focus on the part of usability that deals with the 

quality of the interaction of the user with a software. 
 

In 1999, Whitten and Tygar wrote a paper entitled “Why Johnny Can’t Encrypt: A 
Usability Evaluation of PGP 5.0” [8]. This paper garnered attention towards the 
need of introducing usability into security. They showed us some major flaws PGP 

5.0 had, such as usability issues due to hard to understand user interface, and 

argued that effective security requires a different usability standard instead of the 

failure of applying standard user interface design techniques to security. Their 
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cognitive walkthrough of PGP 5.0 discovered that even though the user interface 

was an attractive graphical interface, it confused the users due to which not only 

novice users but even experienced users ended up revealing confidential 

information. 
 

Before Whitten and Tygar, only a small amount of research was done on usability 

and usable security. Ross Anderson [19] introduced the usability issues in 1994 

when he discussed the impact of user non-compliance on security. He argued that 

cryptosystems fail because of the lack of knowledge the designers have about the 

product failing in reality as opposed to what they see in theory. Don Davis in 1996 

[18] examined the public-key based systems and analyzed how these systems place 

unrealistic expectations on the users such as managing keys and choosing 

passphrases. There was also a human-intervention element where the users had to 

do root-key validation. If the user skipped these details intentionally or 

accidentally, there was no way to detect the issues. Davis argued that these 

compliance defects make the system hard to use [18]. 
 

With this, the attention on usable security grew and now more researchers have 

taken an interest in the field, and have started to understand that usability and 

security need to go hand in hand. When you pay more attention to one, the other 

suffers [4]. There has been a considerable amount of research to support the idea 

that usability and security will always be at odds with each other [2, 3, 4, 5, 8]. The 

more secure you make a system, the harder it becomes to use for the users 

considering the increase in complexity that comes with the increased security 

layers. For example, a system that has stricter password policies makes it secure 

from a breach but, makes it less usable. On the other hand, when you make a 

system more usable and pay more attention to the user experience, it gets easier for 

the attackers, who are also a class of users, to breach the system and exploit the 

vulnerabilities [2, 3, 4, 5, 8]. Ever since the term ‘user-centered security’ was 
introduced in 1996 [21], usable security has remained an interesting research area. 
 

With Soteria, we concentrated on bringing these two closer together as a good 

system design will have a balance between the usability and security. 



 

9 

 

2.2 Human-Computer Interaction (HCI) 

 

 

Chiasson [24] correctly suggests that even though the concept of introducing user 

experience into security applications can draw from the existing knowledge we 

have about human-computer interaction (HCI), there are also some basic and 

important differences that need to be observed. These are: 
 

1. Users have predefined mental models of security [25, 26], and sometimes 

they lack the knowledge of security to an extent that they are unaware of the 

consequences of their actions. In some cases, they do not even realize that 

their actions are insecure.  
2. The two main classes of the users of a system are legitimate users and 

attackers. When making a system more usable to the user class, we are also 

making it easier for the attackers. These attackers will exploit any minute 

vulnerability which they can find. For example, if we let the users create 

memorable passwords which is an aspect of usability, the security goes 

down since dictionary passwords such as “apple”, that also have a shorter 
length, are easy to circumvent.  

3. Security is often a secondary task [25]. If this starts to interfere with their 

primary task, they may try to circumvent any measures that are in place. For 

example, when a new operating system is available for the users, either on 

their computers or their mobile devices, users sometimes choose to delay 

the install because they believe this to be a long, tedious process, and their 

security knowledge tells them nothing about the potentially serious 

consequences of not keeping their system up to date [27] since an 

unpatched device is prone to getting attacked and can also make a device 

slower [27]. 
 

In this thesis, our focus on password based authentication. Weirich and Sasse [16] 

argue that when it comes to authentication based on passwords, much of the earlier 

research focused entirely on the technical aspects of the mechanism. It was not long 

ago that this focus was diverted towards the most important aspect of the security 
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chain: the human user [16]. It was very important to acknowledge the fact that the 

user plays a major role in the scenarios where security fails, and we need to focus 

on the interaction of the humans with the computer. This claim was supported by 

Richter and Roth [20], who argued that the focus has changed from not considering 

the user at all, to acknowledging their role in security breaches and blaming them, 

to ultimately following an approach which focuses on the user and tries to convince 

him that “security is worth the effort” [2]. But in doing so, we have created systems 

that force the users into making security decisions that they often times find hard to 

understand. For example, creating a password is a very tough process for the users 

since password policies ask them to create long and more secure passwords, which 

are hard to remember and can hence result in the users writing them down. The 

problem here is that they are not given an acceptable choice in the matter, and they 

are, in many cases, not even told what is wrong with the password they are creating 

which leads to frustration [17]. For example, Alice wants to access a website for an 

article she wants to read for an assignment that is due in a couple of hours. She 

does not want to create an account on this website, but she has to if she wants to 

access that article. She knows she is never going to return to this website, but since 

she is being coerced into creating an account, she obliges. At this point, she is 

already a little annoyed. Then she is asked to create a strong password, and when 

she tries to do that, she keeps getting a prompt that her password is not strong 

enough but is not given any message that tells her why she is not getting through. 

This causes frustration, anger and wastes her time. We propose a solution to 

address the issue faced by Alice where the website did not tell her where she went 

wrong when creating her password. 
 

2.3 The Functional Triad and Computers 

 

 

The computer systems act in three ways: as tools, as media and as social factors 

[31, 32, 33]. When working as a tool, for example, as a software application, 

computers help users either by doing things the users could not do earlier where 

they require a tool to accomplish their goal, or by helping they do things more 
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easily [34]. When working as media, computers are able to convey symbolic and 

sensory content like pictures, texts, data, graphics, real-time videos, etc [35, 36, 

37]. The last part of this triad is computers working as social factors by adopting 

animate characteristics like physical, emotions and voice communication and play 

animate roles such as coach, pet, assistant, opponent, and follow social rules like 

greetings and apologies [38, 39, 40]. This functional triad is important in 

investigating the persuasive powers of a computer. The strategies used for 

persuasion differ depending upon how the computer is being used as per the triad. 

Each set of the triad has its own sets of persuasion techniques but sometimes, there 

can be overlaps in the situations where the computer is not only working as a tool, 

but as a media and social factor altogether. For example, consider a fitness 

application [28, 29]. This can be considered a tool, since this system could help 

users by working per their individual fitness profiles and guiding them on how to 

exercise and eat right [28,29]. Second, the application can act as a media by giving 

the users options on experimenting with their diet, and seeing the likely effect this 

change will have on their profile [28,29]. The apparent causal effect is what makes 

this a medium. Lastly, this application can also take on the role on a motivator and 

health counsellor, encouraging the users to reach their goals and praising them 

when they reach a milestone [28, 29]. 
 

Forget, Chiasson and Biddle [43] argue that by applying persuasive technology to 

the traditional methods, we can empower users to make more secure decisions and 

also, tell them the implications of their actions. For example, in order for the users 

to see the implications of their actions, the system can show them where they are 

going wrong in the security decisions they are making such as creating weak 

password. This can lead the users to behave in a more secure way since they have 

the information required to make a decision. The methods proposed by Forget et al. 

[43] suggest giving the users a “good job on the strong password” for positive 
encouragement and saying “your password is really weak and you would not want 
the entire network to be compromised because of this”, by also giving them options 
of how to make it more secure [43]. 
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2.4 Computers as Persuasive Technologies: Captology 

 

 

Persuasion can be defined as “an attempt to shape, reinforce or change behaviors, 
feelings or thoughts about an issue, object or action” [28]. The concept of 
persuasive technology was first introduced by B.J Fogg in CHI 1997[29]. In his 

paper, Fogg [29] shed light on the important keywords such as captology, coercion, 

the functional triad and gave a direction to the researchers for beginning the 

exploration of the field. As per the definition, a persuasive computer is an 

interactive technology that attempts to change the attitude and behavior of the users 

in some way. Such a computer is created with the purpose of doing so. The study of 

computer system as a persuasive technology is called captology and it focuses on 

the “design, research, and analysis of inter- active computing products created for 

the purpose of changing people’s attitudes or behaviors” [28]. 
 

One key thing to note here is that there has to be an intention behind persuasion, 

either by the person attempting to persuade or the person they intend to persuade, 

but machines do not have intentions of their own, they need to be created with an 

intent [30]. Computers can be a part of persuasive technology only when the 

creators of the technology and the audience, both have an intent to change human 

behavior. There are three types of intents with computer systems [28, 29]: 
 

1. Endogenous intent: When a product is created to persuade the users in some 

way. For example, video game designed to persuade children to develop 

good health habits or helping children understand the importance of the 

environment by teaching them how to save resources. Any software 

intended to impart knowledge to an individual user falls under endogenous 

intent [28,9]. This comes from within, as the intent is designed into the 

product.  
2. Exogenous intent: When person A provides person B with a computer 

application or system to change his attitude or behavior, for example, a 

mother providing her child with a mobile application that helps with 
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keeping oneself organized in hopes that it will help him become more 

organized. [28,29]  
3. Autogenous intent: When a person himself decided to adopt a technology to 

change his own views, for example, a user buys a fitness tracker for himself 

to monitor his daily activities and calorie intake in order to stay fit [28,29].  
This is different from the endogenous intent since in this case, the user 

himself decides to buy a tracker for himself without asking for or taking 

help from another user. 
 

Captology focuses on the endogenous intent, i.e. the intent that is built into the 

system. 
 

2.5 Computer Persuaders Vs Human Persuaders 

 

 

Computers have many advantages over human persuaders. For example, they can 

be more persistent than humans, they offer greater anonymity, they manage huge 

volumes of data, use many modalities for influencing, they scale easily and can do 

things humans may not be able to do easily such as very high level mathematical 

calculations [28]. This makes for better persuasion in a manner that computers do 

not get tired of repeatedly asking the users to take an action that can help improve 

the security of their system. Computers can be more persistent than humans and 

thus, can act as better persuaders. 
 

Computers can also be ubiquitous, meaning that they can be anywhere the users 

want them to be. Fogg suggests that when computers are embedded in our daily 

lives, they can intervene at the right time and the right place, which gives them a 

far greater edge than their human counterparts [28]. 
 

Research by Forget et al. [77] suggests that users have difficulty understanding and 

managing security related tasks. They performed a study to examine Nintendo`s 

Brain Age games in order to find ways to help users remember more secure 

passwords and discovered that Brain Age influenced the users to remain engaged in 

tasks that would otherwise be considered tedious and will cause cognitive 
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depletion. They also discussed the elements of Persuasive Technology principles 

that can be leveraged in making computer security tasks easier and more engaging 

to the users. Some of these tasks are [77]: 
 

1. Tunneling: guiding users through a process or experience that contains 

opportunities for persuasion  
2. Conditioning: rewarding users when they perform the desired action 

correctly. This way they can be conditioned to behave in the desired manner  
3. Suggestion: well-timed persuasive messages are effective  
4. Self-Monitoring: visible indictors of progress and current state of the user 

can be factored into providing motivation, which can lead to improvement 

in behavior  
5. Surveillance: users can be persuaded to make more secure choices by 

making others aware of these actions taken by users. The authors mention 

that although this can be considered a negative term, the ethical side of 

surveillance can mean that the users will have a sense of accountability [77]  
6. Humor, fun and challenges: a game like interface can persuade the users to 

consider passwords more friendly [77]  
7. Social cues: the simple use of language by characters in games can help 

users to improve their password practices. The characters can be 

authoritative, applaud users when they do something good and be 

knowledgeable so the users interact with them. 
 

Based on the above research, forget et al. [43] also presented a framework for using 

the persuasive technology to educate users into behaving more securely. They 

divided the above mentioned tasks into 5 categories: Simplification (tunneling), 

Personalization (suggestions), Monitoring (surveillance), Conditioning, and Social 

interaction (social roles, and dynamics). This enhanced framework for persuasion 

can be applied to text based passwords where the system randomly places a small 

number of uncommon characters into a password at the time of creation and allows 

the users to select the remaining characters. If the users prefer to have different 

locations for these characters, they can use the shuffle button and the characters 

will be randomized again. They developed Persuasive Text Passwords (PTP), 
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which leverages this idea of placing random characters in a password while 

creation to make the password more secure. 
 

2.6 Persuasion and Coercion: A Very Thin Line 

 

 

Where there is persuasion, there is coercion. Coercion means forcing the users into 

taking an action, such as disabling a login unless they have chosen a system 

specific desired password, and hence the change in attitude that happens because of 

coercion is involuntary. One example of coercion in authentication is when a user 

wants to create a password as simple as “apple” but the system would not allow it. 
The password policies of the websites force the users to create something like 
 
“AppLE87@#. The users have the choice of not creating that password by leaving 
the website, so even though there is a choice, it is not the most acceptable choice. 

Persuasion on the other hand will tell the user why he should create a stronger 

password to attempt to convince the user to make the desired choice [28] One 

example to implement persuasion while avoiding coercion is that a user interface 

can be created in a way that when a user tries to make an insecure decision such as 

if they try to visit a phishing website, the dialogue boxes can change their sizes, the 

screen can change its color, the “close” icon can increase in size while the “enter” 
icon can become very small, etc just to get them to choose the desired, more secure 

option [42]. This is persuasion if they have the ability to move ahead with visiting 

this malicious website if they still want to, and the same thing becomes coercion if 

they are stopped from moving forward [28,29]. 
 

2.7 Can Computer Personalities Be Human Personalities? 

 

 

In 1995, Fogg et al. argued that a minimal set of cues can be used to create 

computer personalities and that the human users will respond to these personalities 

in the same manner as they do for human personalities [54, 55]. They presented the 

similarity-attraction hypothesis, which predicts that people will prefer to interact 

with others who are similar in personality to them. In order to find support for this 
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hypothesis, they conducted a user study, and discovered that when a computer had 

properties in line with dominance or submissiveness, users acknowledged the 

personality type of the computer along those properties only. Their results showed 

that the users preferred to use the computers with similar to their own personalities 

[54]. One key takeaway from this study is that humans respond socially to 

technology. “Computers as social actors” [56] is an accurate description of human-

computer interaction and designers can benefit from it if they create systems that 

present computer systems as devices with interpersonal skills [54, 55, and 56]. 
 

When Tamagotchi [65] was released in the 1990s, it gave us insight as to how 

much of social impact computer systems can have on humans. Tamagotchi was a 

physical device that contained computer technology that made it act like a pet. 

Owners were expected to feed, groom, and pay attention to their Tamagotchi, and 

otherwise it would pine and die. [65] The users interacted with their virtual pets-

they played with them, fed them, cared for them, and mourned their death when 

they died [65]. Most of these people were aware that the Tamagotchi is basically a 

computer but the illusion technology creates affects humans very deeply. This is 

important as we can use this idea in making interactive interfaces that will work 

with the human mind by triggering emotional responses from them [54,65]. Using 

the emotional responses humans have, we can create technology which will 

persuade the users to make more secure decisions by leveraging the feelings the 

users associate with the technology. 
 

2.8 Anthropomorphization of Technology 

 

 

“Unless you stand over them with a loaded gun, users will disable, evade, or avoid 

any security system that proves to be too burdensome or bothersome.” [44] 
 

This line sums up user behavior to some extent. This is why we need systems that 

require the least amount of user effort while also providing a high level of security. 

Persuasive technologies can help in changing the attitude of the users by nudging 

them into making better security decisions. This can also benefit from the fact that 
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humans sometimes treat their computers as if they have human traits, called 

anthropomorphization. This can be elaborated using an incident Fogg described 

[45]. He mentioned that some people in a friendly neighborhood in southern 
 
California heard one of their neighbors screaming “I am going to kill you” to someone 
very loudly. Worried by the fact that the man might actually kill someone in the 

house, the neighbors called the police. When the police arrived, they asked this guy to 

come out of his house and he came out, dressed very casually. Upon inspection, it was 

found that he had been screaming at his computer screen. [45] 
 

Computers are machines, but this incident tells us how compelling they are. To our 

best knowledge, there have been no studies that depict exactly how computers and 

smartphones trigger social responses in humans. Personal assistants like Siri on 

iPhone [46], and Cortana [47] on Microsoft have made machines really embedded 

in the everyday activities of a normal user. Siri has been given certain predefined 

responses that make it appear to be sarcastic, funny and blunt; some qualities that 

humans can relate to [48]. 
 

2.9 To Each Their Own 

 

 

The work done by Schiaffino and Amandi [71] showed us that there is a need for 

personalization in creating these interface agents. The combination of user interface 

agents with the anthropomorphization of technology and personalization paved the 

way for the introduction of ePets. Briggs and Olivier [15] argued that users require 

systems which are usable, secure and have characteristics which motivate the users to 

take the necessary steps to keep their system secure. They mention that in the future, it 

will no longer be enough to “bombard” them with reminders to act securely [15]. Their 
argument was that we need an authentication system that does not require 

memorability like passwords and PINS do, is less intrusive compared to biometrics, 

and makes the security systems less tedious and troublesome [15]. Briggs and Olivier 

discovered that one solution is to create a system that is based on the objects with 

which humans can form deep emotional relations. They proposed a solution called 

ePets, which combined biometric authentication with the 
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mutual bond between the human and their pets. The idea is that as the mobile 

device such as a smartphone (that is acting as a pet) knows and remembers the 

actions of its owner, then it can pass its assurance that the current user is the owner 

to any resources that require device owner authentication. Thus, it is a unique 

solution that combines authentication and identification into one device, and 

depends heavily on the bond the device and the primary user create with each other. 

This work is based on the novel by Phillip Pullman [50] where he describes the 

human soul as an “external daemon which exists outside the human body as a spirit 
that constantly accompany, aid, and comfort their humans [50]”. 
 

The model given by Briggs and Olivier had three qualities [50]: 1) the pet shared its 

identity with the user, meaning that it would track his users in various situations 

and train itself to recognize when its main user was accessing the device, 2) 

requires nurturing, (they suggested that the users occasionally stroke the device 

from time to time to keep the bond alive), 3) the pet will die if separated by the user 

for an amount of time. This was also based on the mental model of a protective dog 

that protects its owner and listens only to his commands. 
 

As an extension to the work done by Briggs and Olivier, Lim and Kho [51] 

mentioned the certain stages a device will go through when it is turning into a pet 

[51]. When the device is first purchased, it is on the factory settings and has no 

relationship with the user. Then in stage 2, it is “born”. There is no authentication 
yet, but the acknowledgement that there is a new user or an owner. In stage 3, the 

pet builds a profile for its owner by tracking him and by asking questions to train 

itself. Stage 4, is when the training is complete and the ePet can successfully 

understand its user and the environment cues [51]. Once the pet reaches stage 4, it 

has matured to a level where authentication takes place in the background. The ePet 

can sense the new surroundings its user visits and instead of asking for his 

password for authentication multiple times, it will use certain questions and 

answers to authenticate the user. This technique is easy to adopt, and gives a 

personal touch that users may welcome into their lives [51]. 



 

19 

 

Storer et al. in 2013 [42] based their framework on the principle of ePets and 

enhanced the work done by Briggs and Olivier [15]. They proposed the use of 

virtual cues to create a user interface for the pet and its behavioral characteristics. 

This framework consisted of various screens where the users had an option of 

choosing “yes” and “no” while making certain security decisions. These screens 
were designed to nudge the users into choosing the correct security action, while 

ensuring that the users had the choice of not following the advice [42, 45]. This was 

important since these models are based on persuasion, and the authors ensured that 

coercion is not introduced [45]. 
 

Tanviruzzaman et al [52] proposed that the gait biometric can be used to train the 

ePet to recognize its primary user. The movement of its primary user will be 

different than any other user who might be accessing the device and hence, can 

give a higher level of security at an application level [52]. They employed the use 

of the accelerometer and GPS module used by Apple iPhones [53] to use gait and 

location tracking as authentication metrics. They used gait matching which used 

moderate cost and does not drain the battery of the phone as quickly as compared to 

the use of GPS. The highlight of this research, as well as the works done by Briggs 

and Olivier [15] was that it focused on eliminating the need of memorability from 

authentication and taking advantage of the large amount of potentially 

distinguishing information we produce simply by using our devices normally. Gait 

proves beneficial in how an ePet might recognize its owner from a stranger and 

require minimal user involvement. The use of the pet metaphor can also help the 

users perceive that their private data is placed securely on their devices. 
 

2.10 User Interface Agents 

 

 

User interface agents are computer programs that provide personalized assistance 

to users with their computer related tasks [71]. Most of these agents achieve the 

desired personalization based on the preferences of an individual user. Schiaffino 

and Amandi [71] did an empirical study on a set of interaction issues that the agents 

must take into account for achieving this personalization. They recruited 42 
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participants to interact with several interface agents. They divided their participants 

into three groups. Expert participants were the ones who had either developed or 

actively used several interface agents in the past. The remainder of the participants 

were categorized as intermediate users if they had interacted with interface agents 

only occasionally and inexpert users if the interacted only with agents (assistants) 

found on MS Word and Excel. These participants were asked to fill out a survey 

consisting of questions related to user-agent interaction and user assistance, and 

were requested to be as thorough as possible. The expert participants answered the 

questions with respect to their experiences with the agents they had worked with 

and the other two groups answered not only on the basis of their interactions but 

also on their expectations of the agents. 
 

Their results [71] showed that the users preferred the agent to work in the 

background (40%) where the agents become active only when prompted. 48% 

users wanted the agents to help with only certain, usually predefined situations and 

only 12% users wanted agents who can work with them. Their results also showed 

that 49% of the users would allow their agents to make warnings, alerts and 

suggestions but they refused to allow these agents to be autonomous. Most of the 

users preferred to have the agent automated on the conditions that: they knew 

exactly what the agent was doing; they had asked the agent to perform a task; and 

only in safer situations where their system could not get compromised. The users 

suggested that they were fearful of losing control of their device and considered 

giving full control to the device, dangerous. Other important aspects of their results 

were that users preferred that when considering the delivery of suggestions and 

warnings delivered the agents, a majority of the users preferred to be first notified 

of the suggestion and then given an option of whether the user wants to read the 

suggestion or not. This tells us that agents need to be personalized and trained 

according to the needs of an individual user. 
 

Another important result that we can also draw from is the questions, “do users 
accept getting interrupted by the agents?” Their results showed that almost 76% of 
users had no problem in getting interrupted if the situation was important and 

relevant while 14% do not want to be interrupted at all [71]. 
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Personalization is often motivated by the fact that the user has needs and meeting 

these needs successfully will ultimately lead to a healthy relationship between the 

user and the agent which in turn can prove useful in convincing the users into 

making more secure decisions [72]. These interface agents are often compared to a 

human personal assistant who works with the user in an office environment and 

provides him with the assistance that he needs. This leads to a trusting relationship 

between the two parties, the agent and the user. Depending upon the situation, one 

of the parties has to initiate a request while the other party assists with the 

interaction. There are times when the agent is always available and other times 

when the agent is only available when prompted. So we have mixed-initiative 

interaction, which means that each agent does what is best at the most appropriate 

time [72, 73, 74]. There are many issues that arise due to the use of interface agents 

such as poor guessability of what the user wants, poor timing of the actions, cost 

and benefit tradeoff and less attention is paid to the times where a user can actually 

guide the agent to be more beneficial [73, 74]. Schiaffino and Amandi [71] 

considered two key issues that need to be addressed when dealing with interaction 

agents: what is the best way to interact with the user and how to interact at the right 

time with the appropriate assistance. They did a user study where real users 

interacted with different interface agents and discovered that different users have 

different preferences and requirements regarding the agents, thus showing that a 

personalization of the agent is necessary in order for these agents to have a good 

relationship with their users [71]. This study also discovered that some users fear 

having a completely autonomous agent and would never allow the agent to execute 

any task on its own without any interaction. Those who would allow it, needed to 

know exactly what the agent was doing at all times and was not compromising their 

system in any way. Many users agreed in that they “do not want to lose control of 

their computers” and that autonomous actions are “dangerous” [71]. 
 

2.11 Covert Persuasion 
 
Since persuasion is the basis on this thesis, it was important to understand the other 

side of persuasion: covert persuasion. While persuasion means leading the users 

into taking the right steps by showing them how it is useful, covert persuasion 
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means leading users into doing something without giving them an opportunity to 

understand the process or giving them an option to back out. For example, creating a 

password which is 8 characters long and has a mix of numbers, alphabets and 

symbols. Here the users are being persuaded into creating the strong password and do 

not have a choice but to create it if they want to create an account. The users do not 

know that they are being covertly persuaded, they believe that this is necessary. 
 

This persuasion is ethical and is necessary too since as per the mental models of the 

users, they understand that some things need to be done in order for them to stay 

secure online and this is an important factor which is being leveraged in this thesis 

as well. We believe that with Soteria, users will be able to understand that it will 

help them in staying safe online and taking better security decisions, and once this 

mental model is put into place, the users may be willing to accept it. Historically, 

users always try to choose the easier way out and if they are given of saying yes to 

security and taking the complicated steps or saying no and potentially making 

themselves insecure but easing the process, they will say no. Hence covert 

persuasion is extremely important in the matters of security. 
 
 
 

2.12 Office Assistants of the Past 
 
In 1995, Microsoft released Microsoft Bob [59], an interface agent working as an 

office assistant. Bob was a personal assistant that installed itself over the Windows 

shell and aimed at providing a more user friendly interface. Users were presented with 

a house and a room where they could associate familiar objects with computer 

applications, for example, if they clicked on paper and pen, the word processor would 

open. Bob came with Rover the dog, had a cute, animated appearance and wanted to 

help users work more efficiently by leveraging the human tendency of associating 

human traits with technology. The issue was that Bob did not assist; if anything, it 

annoyed its users. The real problem with Bob was that its appearance was more apt for 

an elementary school student than its target audience: the inexperienced adult user, 

who does not have the knowledge about their systems and require some assistance. 

τne website correctly quoted, “What BτB should be, is 
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“The Complete Idiot’s Guide” but in actuality it is “Easy Reader”” [60]. Bob sold 
very poorly in the market and Microsoft acknowledged the failure of Bob and 

discontinued it after just one year. Then Microsoft introduced Clippy. 
 

Microsoft τffice Assistant Clippit (“Clippy the Paperclip”) was introduced in 1997 
and came bundled with Microsoft Office for Windows (versions 97 to 2003), in 

Microsoft Publisher (versions 98 to 2003), and Microsoft Office for Mac (versions 

98 to 2004) [58]. Clippy was one of the many graphical personal assistants that we 

have seen over the years, but people seemed to have a special hatred towards  
Clippy as many of the users were quoted saying “I hate that #@$&%#& paperclip! 
[57]”. Clippy was shaped liked an anthropomorphized paper clip - it had eyes and a 

mouth and could move around. It tried to help a user by giving suggestions so he 

could finish his task more effectively and easily. One such task was writing letters.  
When the user typed something that resembled a salutation, for example, “Dear..”,  
Clippy appeared and offered help in writing the letter (figure 2-1). 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Figure 2- 1: Clippy The paperclip 
 

Clicking on “getting help with writing the letter” opened a Letter Wizard and aided 
with formatting and layout. The main problem here was that Clippy kept offering to 

help no matter how many times the user clicked on “just type the letter without 
help”. Further, Clippy provided help to the users with certain features of the 
program. This assistance was triggered by user behaviors. For example, when the 
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user typed a line in uppercase letters, pressing the enter key resulted in a tip which 

explained the headings feature of the program. In the earlier versions, Clippy 

appeared even after it was hidden by the user. This resulted in a huge negative 

following, including media outlets writing articles saying “Die Clippy, Die” [62].  
This particular article gave stepwise instructions on how to permanently 

remove Clippy from the system. 
 

Clippy incorporated an Answer Wizard which used Bayesian inference to guess the 

goal of the user when a particular query was given and used anthropomorphism 

[64]. We can assume that the general idea behind enabling the users to ask 

questions using natural language as opposed to keyword search provided relatively 

accurate results as opposed to keyword search. But despite all that, it failed. One of 

the reasons of why it failed was that it was annoying and distracting. Shneiderman 

claims [63] “The anthropomorphic styles are cute the first time, silly the second 
time, and an annoying distraction the third time.” [63]. 
 

Instinctively, we can assume that one of the reasons of why Clippy failed was 

because of a combination of many different factors, including the time at which it 

was developed. In 1997, technology was not as advanced as it is now, and 

although there were efforts to use Bayesian inference, the learning algorithm that 

Clippy used was not accurate enough to train itself as per the requirements of the 

users. This happened because when the concept of Clippy was first introduced, the 

idea was to use a Bayesian inference engine that will monitor the behavior of thee 

user, infer his intent and provide help in a contextual, personalized fashion. This 

also enable the user to tell Clippy that its help is not required and Clippy obliged. 

But when the actual version of Clippy employed a rule based system on top of the 

Bayesian query analysis which resulted in Clippy popping up all the time which 

was distracting; it kept moving around the screen, distracting the users when they 

were in the middle of a task. Clippy also was not able to understand whether the 

user actually needed help or not. For example, it could not track the frequency with 

which the user was repeating a particular task such as typing a letter. If the user 

required help the first or second time he used the system, ideally Clippy should not 

provide any help at the fourth or fifth try unless specifically asked since users can 
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usually get accustomed to using a software over time but it showed up every time 

the user decided to repeat a task. 
 

This gave us an important conclusion that designing an effective personal assistant 

is hard. There are many factors which are responsible for an agent like this, such as 

task at hand, the situation surrounding the user, assistant behaviors, assistant 

appearance, etc. and all these ultimately decide what the users will be willing to 

accept. 
 

2.13 User Attention 

 

 

Cormac Herley argues [49] that forcing users to adopt new technology is not 

realistic [49]. His focus on a very important point which says that the product 

(security) we present to the users comes with a poor packaging, meaning it is hard 

for non-security experts to understand. Users are asked to do many different things 

to keep themselves secure, for example, creating strong password, not clicking on 

unknown links, not repeating their passwords, changing their passwords every few 

weeks and many more such tasks. The problem here is that the users do not really 

see the benefits for doing this work, which is because the lack of attacks is difficult 

to quantify, and to attribute to a particular action. The other part of this is that the 

benefit is not necessarily to the user since the policies are generally put in place by 

a company and the results protect the company, but the work has to come from the 

user, not the company. The users sometimes do not really see the attacks happening 

as well, for example, we have no proof to show that a weak password will lead to 

an attack, there is no evidence that strong passwords improve security or that 

clicking through a warning will compromise the system. It is assumed and 

hypothesized that the users will follow the security guidelines when they see the 

benefits, but as of now, we have failed to give them the required descriptions of the 

benefits associated with following the security instructions. Everything needs user 

attention: the minute a user gets online, everyone wants his attention: The Internet 

is a place where everyone is looking for the user’s time and effort, and that is the 
one thing that is most valuable to them and the one thing that is most in demand. 
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Herley argues that when security is so important then why are there so many things 

which are optional rather than mandated? [1, 2 49] For example, if a weak 

password will lead to a breach, why are users allowed to create weak passwords on 

so many websites? These things lead to user confusion, and they start to take 

security lightly, and rightly so, since we fail to give them any proof of harm or a 

reason for their efforts [1,49]. 
 

Another problem is that users have many perceptions when it comes to security, 

and following are some of the reasons that make them believe that complying with 

the rules is not necessary [1,2,49,28]: 
 

1. No one can hold them accountable if something was to go wrong [28]  
2. They believe only security experts and people who have something to hide 

will follow all directions [28]  
3. They are under the impression that their actions on a network do not have 

much impact on the overall security, and if they made a mistake, it cannot 

do any considerable amount of damage [28]  
4. They believe that they are not at risk, and they do not have anything to lose 

(this is also attributed to them not understanding exactly how and why they 

are at risk) [28]  
5. Their mental models and the actual security principles are always at odds 

with each other [28].  
6. Users also believe that the odds of this happening to them are low. 

 

Persuasion is the key if we want the users to be safe: they need to be nudged into 

choosing the more secure choice, even if the option of the weak choice exists and 

we also have to make the easiest option also the most secure option in order to 

encourage adoption. 
 

2.14 Security Warnings 

 

 

Security researchers have focused much of their research on authentication, and 

have commented on the statement that average users view security as a secondary 
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task and make insecure decisions while using their computers and smartphones 

[67,68, 2]. Bahr and Ford [66] argue that previous research in security has been 

focused heavily on passwords and hence many other relevant and related areas have 

been left neglected. They mention that many of the tasks require users input, for 

example, users have to take decisions for responding to system messages and 

prompts. The reactions these pop-ups gather are either annoyance or irritation, 

irrespective of the source of the pop-up such as system or web or the authenticity 

meaning they are either trustworthy or suspicious. Many commercial products are 

now available which helps users in blocking these pop-ups when they are generated 

in large numbers on their devices [66, 75]. 
 

Bahr and Ford [66] argued that we have to find a way to make pop-ups more 

efficient and to find the cognitive models and perceptual process that are involved 

during pop-up mediated HCI. They conducted two user studies and discovered that 

users were annoyed by the pop-ups and disliked them. There were many negative 

associations with the pop-ups irrespective of the task. For example, it did not matter 

if the pop-up was large or small in size, whether the given tasks were boring, 

engaging, difficult or easy [66]. The users disliked them no matter when and where 

they appeared. The authors also note that even though the users were annoyed, it 

does not necessarily mean that they dismissed the pop-up. The security designers 

do not have to settle for the idea that popups will never gain user attention and that 

they have to assume that popups are the wrong way to go, but that the researchers 

can perhaps design them differently so that even though they are unpleasant, they 

will receive attention. 
 

Fagan et al [75] also addressed the issues regarding warnings and pop-ups and 

conducted a user study to address the knowledge gap between identifying the 

software update design features and the how they affect the users. Their user study, 

where 155 users participated and used real software updates and warning messages 

suggests that users there are many design flaws associated with the method with 

which the warnings were delivered, which lead to user annoyance, confusion, and 

frustration [75]. They also discovered that some of the negative attitude the users 



 

28 

 

have towards these warnings is due to the negative experience users have had while 

dealing with the pop up messages and warnings on their own computers [75]. 
 
 
 

2.15 Password Strength Meters 

 

 

Without intervention, users are likely to create simple, insecure passwords that can 

be cracked easily [10,11,16,17]. Password strength meters are used widely by the 

web designers as these help give visual feedback to the users, and act as a way that 

designers can ensure that passwords follow their policy guidelines. Password 

composition varies depending on the policy, and has a direct effect on the security 

of the resultant passwords [17]. One thing that much of the meters have in common 

is the information that they provide the user with. Given that each site has different 

ideas on what password is strong or weak, and the user is not told how to follow the 

policy, strength meters create a situation where the user wastes a lot of their time 

for no real benefit [1,49]. 
 

The user studies performed by Ur et al [17, 76] show that the password meters led 

users to create longer passwords but unless the meter scored the password 

stringently, the passwords were not very strong and hence were only marginally 

resistant towards a password cracking attempt. They also showed that when the 

password meter was stringent, the users created significantly stronger password 

which included an array of features such as digits, symbols and upper case 

characters while also being longer lengthwise.  
 

2.16 Sesame: Security interface to Help Users Understand the 

Meaning of Security Warnings 

 

Stoll et al [70] proposed Sesame, novel security user interface which uses the 

spatial extension of the desktop metaphor to provide users with the visualized 

security related system information to help them make informed decisions [70].
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Sesame helps the users by graphically facilitating their understanding regarding the 

various security scenarios that they are presented with while using their desktop 

computers and hence tries to motivate them in participating in the security of their 

own user device. Sesame targets non expert users as they do not understand the 

complexities of the warnings they get. A few of these warnings as taken from the 

research done by Stoll el al [70] are: 
 

1) “AVG Update downloader is trying to access the Internet” 
 
2) “The firewall has blocked Internet access to your computer [FTP] from 
192.168.0.105 [TCP Port 57796, Flags: S]” [70] 
 

These warnings can confuse even the expert users. The users generally do not 

understand what these mean, and even after clicking on “more info” which usually 
accompanies these warning dialogues, the information is far too technical for them 

to understand [70,71, 66]. To help these non-expert users, Sesame creates a visual 

model that allows the user to interpret and understand the security level language. It 

works behind a real system by visualizing the security related interaction at the 

time when the users are required to make decisions. Sesame leverages existing 

information available to the users via the Internet and operates as a knowledge 

based security decision model by providing visual information about the related 

processes. [70] 
 

Sesame only focused on a smaller subset of security threats such as spyware, 

phishing and bot infections. They used two groups for categorizing the participants: 

the control group was presented with a normal desktop setting with ZoneAlarm 

firewall. They experimental group used the same system but in the place of 

ZoneAlarm, they had to use Sesame. [70] 
 

Sesame runs on the desktop and the users can access it by invoking the “τpen 
Sesame” button that is always present on the desktop or via a dialogue box which 
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appears when the Sesame wants to interact with the user. They presented the users 

with 6 security tasks to understand how well the participants could identify the 

security related threats. The first four tasks were related to firewall configuration 

decisions and the rest required the users to identify the authenticity of websites. A 

few examples of the tasks that the authors asked the participants were to allow or 

forbid an outgoing connection to outlook.exe; allow or forbid an incoming 

connection from Microsoft.com after clicking on a video player link and determine 

if the website claiming to be CitiBank is a phishing site. The results of the study 

suggest that the users will take better security decisions when the information 

leading to these decisions is made more available [70]. 
 

The authors discovered that overall, the experimental group, that used sesame, 

performed significantly better in terms of giving the information about the security 

warnings to the users than the control group. With the data the authors received 

during the interview questions, the authors also concluded that Sesame`s novel UI 

helped the users in making better security decisions as compared to their normal 

environments [70]. The users were able to interpret the representation done by 

sesame without explanations. But they also faced certain challenges, for example, 

users felt that some of their actions lead to more dialogue boxes. 
 
 
 

2.17 Our Solution 

 

 

We propose Soteria, that principle of ePets, user interface agents. We took lessons 

from the success of Sesame, which worked because the authors followed a model 

that provided relevant information to the user at a functionally relevant time.  
Clippy also played a major role in our design since it tried to do a little bit of 

everything. Soteria does both of what Clippy and Sesame did by not only working 

as an authentication daemon, but by also providing security at various other 

instances as well. Soteria does this by giving its user warnings and alerts using 

notifications or pop-ups. 
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                                                           Chapter 3 

 

Our Proposed eSecurity Assistant: Soteria 

 

 

In this chapter we introduce Soteria, our eSecurity assistant. Soteria is built upon 

the concept of ePets and user interface agents, and uses persuasion to assist users in 

making more secure decisions while they use their smartphones. Here we discuss 

our vision for Soteria. 
 

3.1 Soteria: Functionality 

 

 

The name “Soteria” is derived from the Greek Goddess for safety, security and 
preservation from harm [79], and since our eSecurity assistant is aimed at helping 

the users from jeopardizing the security of their smartphone, this name appeared 

fitting. 
 

Soteria is based on ePets as introduced by Briggs and Olivier [15]. It is a personalized 

eSecurity assistant that trains itself as per the habits of the primary user. This training 
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takes place when Soteria is first installed, and as per the ePets [15]. We assume the 

device to be single-user, and focus on primary user as the owner of the phone since 

we assume since Soteria will provide transparent authentication to any accounts the 

primary user wants Soteria to protect. Soteria will work in the background of the 

mobile device and monitor all user activities to be able to understand the habits of 

its owner. For example, when it is first installed, it will start learning how the user 

saves his information, the passwords he enters, his most frequently visited websites, 

how he generally accesses the Internet (whether he uses cellular data or connects to 

Wi-Fi networks) and his most frequently visited Wi-Fi networks. These functions 

are explained with each service in the next few sections. 
 

Soteria will have access to the browser, applications, wireless networks, 

authentication and other things that are directly related to the security of the device. 

The user will have the ability to allow or deny permissions to Soteria to any 

applications they like. This is where persuasion is used, the users are not forced into 

doing anything at any point, they have the ability of making any choices as per their 

preference. The user will have the capability of turning on any features or services 

at any point. Once the user chooses to have a service permanently provided to him, 

Soteria will save it and not ask for a permission again but in the beginning (training 

phase) the user has to specifically give the permission for everything. For example, 

assuming a scenario where Soteria warns the user of a suspicious website he is 

visiting and the user decides that he does not wish to be reminded about such 

warnings, he has the ability of turning this feature off. 
 

Soteria will be cross platform, meaning it can be used on all mobile operating 

systems. It will also simplify the system based privacy policies, permissions and 

warnings so they are easier to understand by the non-technical users [78]. This is 

built upon the work done by Liu et al. [78] who created a personalized assistant for 

mobile app permissions [78]. The idea behind this is that when an application that 

the user is installing asks for a permission, Soteria will help in simplifying the 

meaning of such permissions. For instance, in an event where the user installs a 

camera application, but the application asks the user to allow it to access the contact 

list, the email lists or the keyboard of the mobile, Soteria will intervene, and warn 
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the user that such permissions should not be allowed. A camera application should 

not have to use the contact, email or the keystrokes of the mobile device, and 

Soteria intends at keeping the user informed at all times. 
 

Soteria will learn the password creating habits of the user, and warn the user when a 

password that he is creating for a new account is weak as per the password policy 

of the particular website, or if the user is reusing a password he has previously 

used, Soteria will warn the user of the implications of using a password that has the 

ability of compromising their account. It will also give them an option of saving it 

and for this purpose. For example, when a user decided to create a new account 

with the same password he has used before on other accounts, Soteria will warn the 

user to create a different password and tell him why password reuse is not the best 

practice. In the instances where a password is weak, such that it is smaller than 5 

characters in length and has only one category of characters, such as all lowercase 

letters or all uppercase letters, Soteria will warn the user by telling him to create a 

stronger password, and will also suggest them a stronger password. The user will 

have the ability to either use this password or create a password similar to the 

suggested password. Soteria will have a similar approach as a password manager in 

a manner that it will be able to save all the passwords users create, and will be able 

to tell them when they try to reuse a password. 
 

Soteria will also have the ability to inform the users of the security risks when they try 

to access a public Wi-Fi network. Soteria will not stop them from doing it, it will just 

tell them that they are connected to an insecure Wi-Fi network, and they should avoid 

using this network to log-in into their accounts, especially their bank accounts and 

social media accounts. If the users still choose to do so, there will be a warning to tell 

them of this again, but they are allowed to go ahead with this should they want to. 

Soteria will also suggest the user to install a VPN service on their device should they 

frequently use public Wi-Fi networks. If the users already appear to have a VPN 

installed on their device, Soteria will suggest the user to go through the VPN and ask 

the permission of turning the VPN on. Since Soteria uses persuasion and captology, 

none of these actions will be performed directly without the permission of the user. 
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When user access the Internet, and come across malicious websites that are known to 

be phishing websites, Soteria will warn the users about it. Soteria will also check the 

websites for certificates and any expired certificates will result in an error message for 

the user. The user can still choose to ignore the warning and proceed with accessing the 

website. In doing so, the users might be compromising the security of their 

smartphones, and Soteria will give appropriate warnings and make them aware of the 

implications of their security decision. There are also certain times when even 

legitimate websites are termed malicious, so in that case, giving the user an option to 

ignore the warning will result in less frustration from their part. 
 

Soteria will also warn the user if he receives any suspicious links in his email and 

will tell him of the implications of opening unknown links. If the user chooses to 

open any links in his spam folder or downloads anything from there, he will be 

warned. Also, Soteria will track the keywords, meaning if the email says something 

on the lines of “an image is attached” or a “file is attached” but the attachment is an  
.exe file, the user will be warned. 
 

Soteria will also keep a track of any system updates that are available for the device 

of the user and inform him of the implications of not updating his system. It will 

encourage him to update his system, but if he desires, he can choose not to update 

the system. 
 

3.2 Soteria: Design 

 

 

With the functionalities that we have mentioned above, Soteria can irritate a user if 

it shows up every time the user tries to do something on his device. This is why 

Soteria will give the options to the user to choose the scenarios where he would like 

to be warned, and the frequency with which he would prefer the warnings be 

delivered to him. The method with which these warnings is delivered also plays a 

vital role in keeping Soteria less invasion, as if a user is interrupted and distracted, 

he may choose to not be warned at all. This is an important lesson that we learned 



 

35 

 

from Clippy [58,61]. One of the reasons of why it failed was because it was a huge 

distraction to the users. 
 

Soteria will have a very straightforward, simple and understandable design that can 

be used by any age group and users with any background. We decided that the way 

the warnings are delivered is one of the most vital aspects of Soteria, and thus we 

decided to conduct two user studies: first user study is an online study to ask the 

users the ways in which these warnings can be delivered to them. The second user 

study is a lab based study to elicit user opinion on the mock up design of Soteria 

that we created on the basis on the data collected from the first study. We also used 

this opportunity to understand the other aspects of security where the users require 

assistance, apart from the ones we have already noted. 
 

For this thesis, we decided to create initial design and proof of concept of Soteria. 

Our vision and description for Soteria could not be accomplished in one MSc thesis 

and was hence out of the scope. So we decided to choose one aspect of security 

(password based authentication) to focus this research and experiment on. 
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Chapter 4 

 
 

 

User Study 1: An Online Questionnaire 

 
 

 

In the previous chapters, we introduced the various aspects of usable security, 

persuasion, captology and we examined the literature related to ePets, security 

warnings and password meters as it relates to our research. We also gave details on 

what we expect the functionalities and user interface of Soteria should look like and 

with the help of the background research, we found out the things we need to avoid 

in creating Soteria. 
 

In the previous chapter, we presented our vision of Soteria and argued that repeated 

warning messages can frustrate the users. In order to understand the method in 

which the warning messages can be delivered to the users without causing a lot of 

frustration, we decided to conduct an online user study. We did this study as an 

online questionnaire to ask for user input and opinions on security warnings that we 

will use when designing Soteria. We also wanted to gather the user opinions 

regarding the various security practices so as to understand in what areas of security 

do the users require assistance. We designed the study to answer the following 

research questions: 
 

1. What are some of the adjectives that the users associate with security 

practices?  
2. What are some of the security area where users require assistance and in 

which areas users preferred more or less help?  
3. Are the users willing to get interrupted if the security of their smartphone 

was in jeopardy? 
 

Based on the results of question 3, we asked another question: 
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4. If the users were willing to get interrupted, what was the most preferred and 

least invasive way to deliver this information to them? 
 

The answers to these questions will tell us the basic security designs that we should 

keep in mind while designing Soteria or any security system in the future. The 

adjectives will tell us what users felt about security in general which is important in 

designing a system to gain acceptability from the users. The other questions will tell 

us what areas of security users needed help and how can this help be delivered to 

them. 
 

4.1 Hypothesis 
 

 

In order to create Soteria with the best design that was user acceptable, we decided 

to understand the user perception of security by asking them to associate certain 

adjectives with security and measure our work by finding support for our 

hypotheses. We also decided to explore the areas of mobile security that users 

require assistance with and to what extent. We were also interested in finding out 

the user willingness to get interrupted while performing a task. Based on all of our 

questions, we came up with the following hypotheses: 
 

1. Given the research leading to suggesting that users consider security a 

secondary task and often consider it cumbersome, we hypothesized that 

users will associate more negative adjectives with security as compared to 

positives ones such as easy, fast and others on the same lines.  
2. Our second hypothesis revolved around the statement that authentication 

will be one area where the most amount of help is required as compared to 

help related to internet browsing such as suspicious links and phishing 

emails.  
3. One of the ways of assisting the users is via timely warnings. So we 

hypothesized that users will prefer to be interrupted via notifications instead 

of alerts which potentially hinder the task they are performing. This 
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was an exploratory hypothesis, based on the results of the data we 

collect from the areas of security users require help in. 
 
 
 

4.2 Method 

 

 

We conducted this study in the form of an online questionnaire created with the 

help of Google Forms. Our study was IRB approved (#16-048) prior to its start. 
 

The questionnaire had 8 open ended, grid like and multiple choice questions (see 

Appendix 3) where they also had the option of typing their own opinion if none of 

the given options were suitable to them. Each participant had to agree to the 

consent form (see Appendix 1) that explained the details of the study. The 

participants also had to fill out a short demographics questionnaire which asked 

their age, their gender, the region they were from, whether they used a smartphone 

or not and if they did, what type of mobile OS they had an experience with. If they 

did not use a smartphone, they were not allowed to continue, since our participant 

base was smartphone users. We did a qualitative and quantitative data analysis of 

the results we received. 
 

4.2.1  Participants 

 

 

108 volunteers participated in our study as recruited from various social media 

outlets such as Facebook, Twitter, LinkedIn, Slack, WhatsApp and the internal 

mailing lists used by Florida Institute of Technology. The participant selection 

criteria had two requirements: 
 

1. Participants were required to be at least 18 years old  
2. Because Soteria is a mobile assistant, all participants were required to have 

experience using smartphones. 
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We eliminated the data of three participants since they did not agree to the consent 

form. Further, we removed the data of four more participants because they did not 

answer all the required questions. Some of our questions were optional and the data 

of those participants who chose not to answer the optional questions was not 

removed. In the end, we conducted the data analysis with 101 responses. 
 

The participants were mostly male (65.9%) between the ages of 18-29. Our female 

participants accounted for 24.1% responses while the remaining (10%) refused to 

answer the question. The participants were Android participants for the most part 

with 61.4% responses while the next most preferred smartphones were iOS devices 

with 34.1% participants and all others totaled 4.5%. This worked in our favor as 

Soteria is built on an Android mobile device, therefore unfamiliarity with the 

device used in the study is unlikely to be a source of bias. 
 

4.2.2  Procedure 

 

 

The questionnaire was created such that it should take no more than 20 minutes to 

complete. The study was broken down into these components: 
 

1. Preparation: Signing of the consent form while understand the nature of the 

study and filling up the demographics form  
2. Tasks: Answer all the Likert scale, multiple choice and polar questions 

 

This was a within group study, meaning all participants were required to do all the 

tasks. With the first question, we asked them to choose words from a list of 

adjectives that they associated with security. We gave them a wide array of positive 

and negative adjectives to choose from. A few of the adjectives we included in the 

questions were confusing, complex, reassuring, reliable, fast, easy, time-

consuming, hard, annoying, among other (see Appendix 3). The reason behind 

choosing these adjectives was that we wanted the users to associate both positive 

and negative adjectives with the security practices so the results could tell us what 

properties any security system should have and because we did not want to bias 

them towards positive or negative responses. 
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The next question focused on the nature of interruptions and user perception of getting 

interrupted while doing another task. We asked them whether they preferred to be 

interrupted in the middle of a task in general, or when the smartphone security was in 

jeopardy. Based on this, we asked them how they would want the warning to be 

delivered. Based on the background research, we knew that security warning messages 

often interrupt the users, which leads to frustration and annoyance [1, 61, 71,49]. So we 

first presented the participants with a polar question which asked them how they 

reacted to being interrupted in the middle of a task in general. Next, we asked them a 

multiple choice questions to tell us their opinion of being interrupted in the middle of a 

task if it was an emergency in relation to their smartphone security. 
 

Another question focused on asking the participants on how they saved their 

passwords, meaning the method they used to track their passwords. The options 

ranged from using password managers to memorizing them. 
 

4.3  Experimental Setup 

 

The nature of this study allowed the participants to take the questionnaire in any 

environment and on any device (table/mobile/laptop) as they pleased with no 

restriction imposed to them on them on the lines of time-limit (the questionnaire 

was not timed) and they could take as much time to finish it as required and they 

could also exit the study at any time. We employed the use of Google Forms for 

creating the questionnaire and hosting it across various social media networks such 

as Facebook, LinkedIn, Twitter, Slack, and Florida Tech mailing lists. The 

questionnaire was also emailed to our colleagues and peers. 
 

When the participants began the survey, they were presented with a consent form that 

described the nature of the study and the kind of data we were collecting. Next the 

demographic questionnaire was administered that recorded the information about the 

participants such as their age, country, experience with smartphones, etc. Their 

identities were not recorded meaning the data could not be linked back an individual. 
 

We gathered data in the form of Likert scale, multiple choice and polar questions. 

The Likert scale ranged from 1-5, where 1 represented the most positive response 
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such as “help all the time” and 5 represented the most negative response such as 

“none at all” and 3 represented “neutral”. Each question had a guideless with 
explanations of each option. The multiple choice questions were either grid like or 

straightforward. The grid like questions required the participants to choose one 

option while in the others, multiple options could be chosen. Polar questions were 

yes/no questions. 
 

4.4  Results 

 

In this section we present the details the observations from the questionnaire. Since 

this was an online study, statistical analysis was not required. 
 

4.4.1 Scoring and data coding 
 

The data was imported into MS Excel and was coded into SPSS. The participants 

were allowed to choose more than one option for adjectives as well as for the 

delivery of the notifications. We performed descriptive analysis to find the most 

preferred adjectives in the forms of highest percentages. 
 

4.4.2 Primary Analysis 

 

We computed the measures of central tendency to determine 1) the areas of security 

where users need help in and 2) the users agreed to be interrupted if there was a 

 

Questions Mean Median Mode  

How much help do you need in 
the following areas?     

Creating Passwords 2.6341 2.000 2.00  

Visiting unreliable websites 2.0366 2.000 2.00   

Visiting unknown links 1.8293 2.000 1.00  

Using public WiFis 2.1585 2.000 1.00  

Using Third Party Softwares 2.0732 2.000 1.00  
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situation that needed their immediate attention. We see similar patterns all over (see 

table 1) which indicate that users needed help in most other areas of security as 

well and they agreed to be interrupted if there was an immediate situation that 

required their attention. Some users did not want interruptions at all (section 4.4.6) 

but most of them agreed that interruptions in some form such as alerts or 

notifications are welcome. The numbers did not indicate the exact degree of 

preference of one over the other (section 4.4.6). 
 

4.4.3 Adjectives associated with Computer Security 
 

The independent variable were the adjectives and the user perceptions were the 

dependent variables. The participants chose an array of adjectives, both positive 

and negative that they associated with security. We hypothesized that most of the 

adjectives would be negative in nature but contrary to that, as can be from figure 4-

1, while a majority of participants (39.2%) found security to be complex, 35.3% of 

them also thought it was reassuring and 24.5% of them said that it is reliable. Many 

of the participants (23.5%) agreed that security is very time consuming and 17.6% 

of these participants said that it makes their device slow, 15.6% also established 

that security is dependable. While 4.9% of the participants wanted security to be 

optional, 9.8% actually believed that it is optional. 18.6% of the participants were 

annoyed by it and 9.8% found it confusing while 18.6% agreed that security is 

hard. Only 12.7% of the participants said that security is fast and 11.8% found it 

easy while 1% said that security is unnecessary. 19.6% of the participants said that 

they wanted security to be automated, meaning they should not want to worry 

about it. 
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Figure 4- 1 Bar Graph showing the adjectives users used to describe their opinion on security 
 
 

 

The word cloud in figure 4-2 highlights the most frequently used adjectives. The 

adjectives with the highest frequency (complex, reliable, reassuring) can be seen in 

the front, and the other adjectives with relatively lower frequencies are smaller in 

size. 
 

Since many users believe that security is complex, we came to the conclusion that 

Many users believe that security is reassuring, and reliable but is time consuming 

as well as it makes their device slow. All of these things point us, as security 

developers, towards the direction of developing system systems that are fast, 

reliable, and are to-the-point, meaning that they give only the information that is 

required, and at the time it is required. Since some of the users also agreed that they 

should not have to worry about security, it tells us that security needs to be 

automated, in a manner that it works silently in the background, and tells the users 

when they make an insecure decision without having the users ask for this help. 



 

44 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Figure 4- 2 Word Cloud enlarging the adjectives most frequently associated with security by the study 
participants 
 

Soteria needed to work in the background, gather the required information and 

actively alert the user when he needed it without waiting for him to ask for it. This 

was an important point, since we work on the assumption that the use is unaware of 

an action that may negatively affect the security of their phone. 
 

4.4.4 Password Tracking: The participants were asked to choose their password 

storing habits. Figure 4-3 shows us that while 71.6% of the participants stated that 

they remembered their passwords, 45.1% of these also said that they reuse their 

passwords across multiple accounts. This is a weak security practice as we have 

seen from the literature review [9,10, 11,16, 76], but the participants agreed that 

they do reuse their passwords. 19.6% of the participants answered that they use a 

password manager to keep a track of their passwords while about 39% wrote their 

password down on either a piece of paper (15.7%), or entered it somewhere on their 

phone (23.5%). Only 1% of the participants agreed that they share their password 

with a confidant (confidant meaning a close friend, spouse, or child). The results of 

this study show us that just a little less than half the participants write down their 

passwords ether on paper or enter it on their phone. This can be due to 

memorability issues [1,49], and we decided not to give Soteria the password 
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suggestion capability as it could have led the users to write it down somewhere to 

remember it, in order to use it another device. 
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Figure 4- 3 Various Password Tracking mechanisms used by the users 
 
 

 

4.4.5 Others security areas where assistance is needed: The participants were 

asked to choose the areas of security other than authentication where they needed 

help of a security assistant and the frequency with which this help was needed. As 

per our hypothesis, we expected to see that used will prefer most help with 

authentication and creating passwords. As per figure 4-4, a majority of the 

participants (45.6%) required help all the time when they clicked on a potentially 

harmful link, while 41.6% of participants also needed help all the time when 

downloading third-party software. “Help all the time” in this context means that the 
users required assistance every time they clicked on any unknown, potentially 

harmful link and every time the users downloaded software, or any form of media 

from an unknown or third party source (third party sources are the ones which are 



 

46 

 

not provided by the actual developer of the device. For example, on a Samsung 

device running Android OS, any software that is not provided by Google or 

Samsung is third party). 
 

The next most selected category where participants expressed the need for help was 

while connecting to public Wi-Fi networks (43.3%), followed by visiting 

potentially harmful websites (38.6%) and 42% participants needed help at all times 

while creating a password. Only a few participants required some help while 

creating passwords (11.4%). 
 

With these results, it can be concluded that while authentication is a very important 

factor of security, users are more worried about clicking on potentially harmful 

links as compared to creating passwords. This was an important observation, as our 

entire research assumes that participants do require help when they are using their 

smartphones, and these results were an indication that our basic assumption is 

correct. 
 

We also concluded that the actual design of Soteria needs to focus more towards 

ensuring security while the users browse the Internet as compared to password 

research. It seems like passwords, while a good choice for the proof of concept for 

this thesis, may not be where efforts should be focused on when creating Soteria. 
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Weak Passwords    42.0%      25.0%    21.6%   11.4%  

Suspicious Websites    38.6%      34.1%     19.3%  8.0%  

Suspicious Links    45.6%       36.7%   10.2% 7.5%  

Public WiFi    43.3%       29.5%    22.7%  4.5%  

Third Party Software    41.6%       33.0%    17.0% 8.4%  
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Percentage of the help required 

 

 Help All the time   Helo some of the time   Neutral   Very little help   No help at all 

 

Figure 4- 4: Various Scenarios where the users require help 
 

4.4.6 Interruptions 
 

The basic nature of interruptions was in question here. 
 

1. Notifications work in the background and show up on the notification bar of 

the phone. They do not interrupt and do not require immediate attention.  
2. Alerts pop-up on the screen. They interrupt a task and require the users to 

dismiss them before continuing on with their task. 
 

We hypothesized that notification will be a preferred choice, since they deliver the 

message and do not cause any disruption. The participants had to tell us what 

method of interruption was preferred by them in the scenarios where their 

immediate attention was required. Every participant could choose all of the 

provided options. The independent variable in this case was the interruption itself. 
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Figure 4- 5 Method of delivery of warnings as chosen by the users 

 

The results show (figure 4-5) that while 53.9% of all participants wanted us to place a 

notification on the notification bar of their phone to convey emergent security 

information, 50% also preferred getting an alert that pops up on their screen and must 

be cleared manually before the participant could continue their task. This showed us 

that most of the participants had more inclination towards getting notified right away if 

their smartphone security was at stake. These results show that there was a clear 

preference to be notified, but not a particular method was preferred over the other since 

both methods were chosen by close to 50% of the participants. 
 

One important thing to note here is that even though the participants do not, mind 

getting interrupted for important information, we have to find out the situations that 

are relevant and urgent to each participant. What one participant might find urgent, 

another might not. So we need to find a common ground to differentiate between 

each participant and the situations that might arise. 
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4.4 Qualitative Analysis of the Data 

 

We asked the participants open ended questions as well and this sections talks 

about the results we gathered from that as well as the results from the participant 

input where the option “other” was available in addition to our own options. We 
analyzed these results on the basis on grounded theory [80], and present the themes 

we encountered throughout the study. Grounded theory is a de-facto standard and a 

general research method wherein a systematic construction of themes is one by data 

analysis [80]. 
 

Theme 1: Interruptions and delivering warnings 
 

1. The qualitative data we gathered showed us that although a majority of our 

participants believed that security is time-consuming, annoying complex and 

confusing; they also understood that it is important, reliable and reassuring. 

2. While a few participants chose to remain uninterrupted while they were 

performing a task, they also stated that when the security of their 

smartphone was in question, they were interested in getting notified even it 

meant they will be interrupted.   
3. Some users suggested alternate forms of delivering warnings such as 

notifying an alternative contact person of the user so they can stop the user 

from doing something wrong, vibrating the screen or making a unique 

sound, changing the color of the display. 
 

Theme 2: Assistance required while browsing the Internet 

 

1. Many of the participants agreed that they require assistance when they 
browse the Internet.  

2. They gave us some suggestions on the functionality Soteria can have, such as 

adding a feature which takes non-encrypted connections which will still work if 

encrypted, and encrypts them. For example, if there is a link that uses 
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HTTP, and the URL in question is equally valid in HTTPS, the users would 

like the assistant to convert it into HTTPS automatically. 
 

3. Another participant added that it might be useful for Soteria to protect 
against invasive ads that might lead to viruses and other malware.  

4. Participants also said that they need help especially when they go to some 
links and “stuff” gets downloaded automatically. 

 

Theme 3: Pop-ups 
 

1. Many participants expressed that they required the assistance of an assistant 

when they navigate between websites and are presented with multiple 

popups.  
2. A few of them mentioned that pop-ups download harmful software to their 

devices and sometimes lead to even more links that they accidentally click 

on. 
 

Theme 4: Concerns and suggestions about the security of Soteria 
 

We received functionality suggestions from many of our participants: 
 

1. “it is a really nice option to add a virtual digital security assistant. That 

would be a really secured way and it would be like double checking 

whatever you have entered and it would basically be a live antivirus and 

validation check but a live or active one. However, if suppose someone 

hacks the digital security assistant, then it has the same opposite effects and 

therefore the hacker can get access to all the data like passwords or 

websites that you are visiting and that would be devastating. Thus, the idea 

is really great but it has to be made with serious security design.”  
2. Another participant added that most of the phones if kept up to date are very 

secure (especially iOS devices) and security fails is when there is a user 

interaction, like a login or generating a password. They added that fingerprint 

sensors are improving some of the issues, but so far only few websites or 

applications take advantage of that. A single sign on solution would be terrific 

improvement to user security, and Soteria should have this capability. 
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Another participant agreed that Soteria might have issues while downloading 

from websites like GitHub since they download source code, so a lot of 

attention need to be paid if this capability is to be given to Soteria. 
 

3. The participants did not want Soteria to be intrusive, and wanted it to tell 

them when they need help without the user having to ask whether his action 

is right or wrong. Another suggestion was to give Soteria different security 

levels as per the accounts, for example low security to high security. 
 

4.5 Study Limitations 

 

 

Like is true with most studies, our study had a few limitations as well: 
 

1. Since this was an online study, we were not able to ask follow up questions 

to understand the reasons behind the choices they made. Although some of 

the participants gave us some suggestion and explanations, majority of them 

did not.  
2. Another limitation was that although we tried to ensure that our questions 

were worded as per the understanding of an average, non-technical user, 

there is not definite means to prove that all the participants actually 

understood what each of the questions asked and the context in which we 

asked them. None of our results were contradictory either to other questions 

or to previously done research except for the user choice or urging the 

security designers to focus their attention on harmful links and websites.  
3. We did not provide the users with the mock design of Soteria for this study. 

We decided not to do that since we wanted to create Soteria entirely on the 

basis on the results analyzed via this study. Mock ups might have helped the 

users in understanding how Soteria is supposed to work in general.  
4. The notification delivery method varies with different devices. For example, 

in Android devices (Samsung, LG, Nexus etc), when a notification is 

delivered, it shows up as an icon on the notification bar without any warning 

or sound, depending upon the setting of the device, and the users do not see 

the preview. On the contrary, in Apple devices running on iOS, the 
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notification can be previewed but there is no icon to show or remind the 

user that a notification is pending for review. So the participants using these 

different devices could have had a different idea when they imagined the 

delivery of notifications and the information received using both. Alerts 

were comparatively similar as on both kinds of devices, an immediate 

attention is required to dismiss an alert. 
 

4.6 Discussion 
 

 

Evaluation of the results associated with the adjectives suggests that users 

understand the importance of security, and want the security options available but 

while a security system is designed, transparency is needed. Instead of creating a 

system that follows the standard definition of usability, we need to design systems 

that meets the requirements of the user opinion on security, meaning it takes away 

the factors that have a negative impact on the users (complicated, confusing, time-

consuming etc). We also noted that many users are annoyed by security, which 

might be because of the complexity of the security systems. 
 

As our results suggest that users require more assistance when they are faced with 

clicking on a link as compared to authentication, the future designs of Soteria and 

other security systems need to focus more towards safe web browsing. The security 

systems of the future need to be automated, running in the background but 

dynamic, easy to use and understand and above all, they need to provide the most 

relevant information at time it is required by the user, required and not asked. Users 

need a system that they do not have to worry about, that they can depend upon and 

which will not interfere with their primary tasks. In addition to focusing on the 

negative reactions that the users have to security, we also need to focus on the 

positive reactions, such as on the users who said that they find security reliable, 

dependable, reassuring and making the systems better by increasing the strength of 

these properties. 
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Based on the results of this study, Soteria should be designed with the following 

attributes: 
 

1. Interruptions should be presented during emergent situations  
2. Notifications should be used rather than alerts for interrupting the users, 

although both should be considered  
3. It should be less intrusive by running transparently when possible  
4. It should not be complicated or confusing for the users  
5. It should focus more towards providing security while the users surf the 

web instead of only focusing on authentication 
 

We gathered these ideas and created a mock design of Soteria for our second user 

study. We discovered the key points that need to be considered while designing 

Soteria: 
 

1. Any security system that is developed, be it Soteria, any other security 

assistant or any other system in general has to make sure that it has a low 

complexity and is easy for the users to understand as well as easy to use.  
2. The functionality and design of Soteria have to be easy to understand as 

well as easy to use, and we need to ensure that Soteria does not make the 

device slow. Another thing to keep in mind was that the Soteria delivers the 

information in a timely fashion.  
3. These results tell us that Soteria needs to work as a password manager with 

the added capability of reducing or even eliminating the password reuse. 

Our results support those of previous research done on password security 

[10,76].  
4. With these results, we decided to give experimental model of Soteria the 

capability of suggesting password strength as per the complexity of the 

website the users were visiting, telling them exactly what was required by 

that website.  
5. We also concluded that Soteria needs to have the capability of suggesting, 

remembering and storing passwords across all the devices of the users so 

the user does not have to worry about the memorability of the passwords, 
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no matter how complex or how different from the strength required by 

different websites. 
 

Conclusion 
 

 

We conducted an online study to determine the user perception of security and to 

find out whether or not the users will be willing to get interrupted in the situations 

where their smartphone security was in jeopardy. The results from this study were 

vital in creating a mock design of Soteria since we focused on creating it at par 

with what the users want. The information we gathered in this study laid the 

foundation of the appearance and functionality of Soteria. We created Soteria with 

notifications and alerts, which were the two most popular choices. The preference 

for notifications told us that security solutions should consider using less invasive 

notifications, since this is related to why participants found security annoying in 

general. We also found that users find security complex, difficult to understand, 

confusing and time consuming, which tells us that any security system that is 

developed, including Soteria, has to ensure that it is easy to understand, easy to use 

and fast. For this Thesis, we focused of the authentication part by using alerts and 

notifications to understand the further investigate the observation that a majority of 

the users were in the favor of getting interrupted in the middle of a task if a security 

issue required their immediate attention. 
 

We created a mock design of Soteria using the results from this online study and 

conducted a lab based study. The details of the second study are discussed in the 

next chapter. 
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Chapter 5 

 

User Study 2: A Lab Based Elicitation Study 

for Soteria 

 

 

The results from our first user study showed us that a majority of users wanted their 

security related warnings delivered to them in the form of notifications. 

Notifications do not require an immediate action and do not interrupt the user. 

Many other users also chose the security warnings to be delivered using alerts, 

meaning they were willing to be interrupted should a security emergency require 

their immediate attention. The results of the previous study also showed us that 

users find security complex and confusing so we created a design that is easy to 

understand, and delivered security warnings in the form of notifications as well as 

alerts. In order to understand the user opinion on the actual design and principle 

Soteria works on, we designed lab based elicitation study. 
 

With this study, asked our participants to use Soteria to perform a number of security 

related tasks such as creating log ins for various accounts including bank, social media 

and throwaway accounts. Soteria works as an application and we had the participants 

perform the tasks while first using notifications to deliver an emergent security 

message to them, and then using the alerts to do the same. We asked them questions 

regarding their thoughts about the entire design, their preferences for receiving 

messages, in addition to their feedback on the idea of an eSecurity assistant. We 

wanted to know in what other scenarios Soteria could be of help to them, and asked 

them questions regarding multiple scenarios, such as alerting the users when they 

connect to insecure Wi-Fi networks, click on malicious links and websites, and when 

they download insecure third party software. We also asked questions in reference to 

what other ways the users could think of in which an important security message could 

be delivered. The overall goal of the study was to elicit user opinion on security 

warnings that interrupt them in comparison to warnings that do not. 



 

56 

 

In order to analyze the usability of Soteria, we used System Usability Scale [81]. 

SUS similar to a Likert scale, and has ten questions that give a global view of 

subjective assessment of usability. It covers various aspects of usability, including 

support, training and complexity. 

 

5.1 Research Question and Hypotheses 
 

 

The main research questions we asked for this study were: 
 

1) Were the users willing to be interrupted in the middle of a task if an urgent 

authentication warning required their attention?  
2) The results from the first user study showed as that the users wanted to be 

given the warnings in the form of notifications and alerts where 

notifications were the most preferred. With user study 2, will these results 

be consistent, meaning that will the users still prefer to be warned via 

notifications after using Soteria? 
 

We formed our hypotheses based on these research questions: 
 

1) Users prefer the security warnings to be delivered in the form of notification 

in comparison to alerts.  
2) Users do not want to be interrupted in the middle of the tasks.  
3) Users find alerts more helpful compared to notifications. 

 

In order to find support for our hypotheses and research questions, we designed our 

study with multiple security tasks and interview questions. This study was IRB 

approved prior to its start (#16-048). 
 
 
 

5.2 Method 
 
Participants were recruited primarily on Florida Tech campus. This was a within group 

study since we wanted our participants to use Soteria while the security warnings were 

being delivered at first by notifications and then by alerts. A between 
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group study, where one group of participants uses alerts and the other uses 

notifications would have showed us the individual reviews on these two but we 

wanted the same group to tell us their preference among the two. The warning itself 

was an independent variable with two levels, notifications and alerts. Our 

dependent variables were the user’s subjective assessments of Soteria. 
 

Procedure: 
 

1) The participants first took their seats, they were given two copies of the 

consent form that included all the details of the study and information about 

their voluntary participation. They had the option of walking out of the 

study at any given time. They signed and retuned one to the investigator and 

kept one for their records. (5 minutes)  
2) When they signed the consent form, they were required to fill a 

demographics form. This form was created to ensure that the participants 

were above 18 years of age and were smartphone users, which were the two 

primary requirements for this study. (2 minutes)  
3) Once both the consent and demographics forms were filled out, they were 

given a 2-minute demonstration of the notification delivery system of an 

Android device.  
4) Then we proceeded with the study. (15-25 minutes). The time duration of 

the study varied with the participants. 
 

The study had four tasks: 
 

1) Create three log ins: Bank, Social media and Guest accounts using Soteria 

while using notifications  
2) Create three log ins: Bank, Social media and Guest accounts using Soteria 

while using alerts  
3) Answer questions based on System Usability Scale to test the usability of 

Soteria after they had used Soteria with both alerts and notifications  
4) Answer follow up interview questions. 
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We gave predefined passwords to the participants for each account. For bank the 

predefined password was apple1, for social media the password was cat2 and for 

guest account this password was book. The reasons for giving these passwords to 

them was because most of our participants were from a technical background and 

we assumed that if they create a strong password to begin with, Soteria will not 

show up. We wanted Soteria to prompt them so they could give us feedback. In 

order to avoid learning effects, we used Latin Squares 3x3 grid. The reason behind 

using Latin squares was that since the only difference between the tasks was the 

security requirement of the password, we were worried that the participants will not 

read the notifications and alerts once they see the requirement for one password. So 

we gave them the order of tasks as per the Latin squares in order to lower the 

learning effect, where an account with a higher security requirement might be 

followed by one with the lowest security requirement and vice-versa. 
 

We discouraged the use the any passwords identical or similar to the passwords the 

participants used in their daily lives or anything associated with their accounts so as to 

eliminate any password thefts, although we have no way of assessing whether they 

adhered to this requirement as we did not gather their real passwords. We also wanted 

to record whether or not the participants actually read the alerts and notifications. For 

this purpose, we added an unusual word at the end of each warning that the users had to 

remember. Our assumption was that if the participants remember the word, it will tell 

us whether or not they read the notification and the alert completely. 
 

Participants and demographics 
 

1. Recruitment: We recruited mainly via social media, word of mouth and the 

internal university mailing lists at Florida Tech. We had a total of 21 

participants (42.9% female and 57.1% male) and a majority of them were 

Florida Tech students. 

 

2. Smartphone used: The participants were Android users for the most part with 

85.7% responses while the participants using iOS devices were 14.3%. This 

worked in our favor as Soteria is built on an Android mobile device and 
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it was beneficial to us that most of our participants knew how an Android 

device works because both Android and iOS have a different way of 

delivering notifications and alerts. 

 

3. Android vs iOS notifications delivery differences: We were concerned for 

the difference in the delivery of notifications as we assumed that while it is 

easier to see alerts since they show up on the screen, notifications may go 

unnoticed if the user does not know to look for them which can happen if they 

are not familiar with the device. Since at the time of recruitment we were not 

aware whether the participants knew Android notifications and alert work, we 

gave them a brief demonstration to show the usage of the device. 

 

4. Smartphone use each day: One of the questions in our demographics form 

was the number of times in a day our participants used their smartphones to 

group them into smartphone experts and non-experts. Although we did not 

study the difference between experts and non-experts in this study, the reason 

we asked this question to was understand whether being a smartphone user 

impacted the study in any way. Our analysis shows that a majority of our 

participants used their smartphones more than 30 times a day (47.6%). A major 

section of our participants belonged to the age group 18-29 (63.6%). We had a 

few participants aged between 30-39 years (18.2%), 40-59 years (9.1%) and 

one participant who belonged to be 50+ group. 

 

5. Age vs smartphone usage: With the results we received, we were curious to 

find out if there was any effect of the age of the participants with the number of 

times they the smartphone. Our data significantly deviated from normality (D 

(21) =.381, p =.000). We did a Chi-squared test for association since we have 

two independent variables and frequency data, to find the correlation between 

the age group of the participants and the frequency of the use of the smartphone 

in one day. Our results showed that the there was no correlation between the 

age and the frequency of smartphone usage and hence no bias was introduced 

in the study (Χ2= 15.675, df=9, p=0.074). 
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The User Interface of Soteria 
 

We based the study on password based authentication since we wanted the proof of 

concept to focus on a security issue that the users have to work with almost every 

day and with which they were likely to be familiar. For this purpose, we created 

Soteria with three profiles with varying security requirements. Each profile had a 

different security setting wherein each account required a different level of 

password security. We established password policies for the three accounts, and 

included a password meter that showed helped assessing the strength of the 

password being created with the help of stars. The more stars, the stronger the 

password. The stars varied with the policies associated with each account. The three 

accounts were: bank, social media and guest. Bank, also given the color red to show 

high risk, required 4 or more stars for the users to be able to log in. Social media, 

with color yellow to show moderate risk, required 3 or more stars on the password 

meter and the guest account, given color green to show low risk, required 2 or more 

stars on the strength meter. The stars were calculated on the basis on the password 

strength requirement of the particular account. 
 

Password policies used 
 

The password required minimum of 6 characters, at least one uppercase letter, 

lowercase letters, at least one symbol (special character) and a number. Meeting of all 

5 conditions meant 5 stars on the password meter, 4 conditions means 4 stars, 3 

conditions meant 3 stars, 2 conditions meant 2 stars and 1 condition meant 1 star. 
 

Bank Account: In order to successfully create a bank account, at least 4 of these 5 

conditions has to be met. 
 

Social Media Account: In order to successfully create a social media account, 

at least 3 of these 5 conditions has to be met. 
 

Guest Account: In order to successfully create a guest account, at least 2 of these 5 

conditions has to be met. 
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Bank accounts required a high security since it deals with finances, social media 

included policies similar to social media platforms like Facebook, twitter, Gmail, 

etc. where users share their personal information such as pictures, and guest 

accounts were meant to describe throwaway, one time accounts where the users 

have to create an account to access just some information, and do not plan on 

visiting that website again. This was the lowest security account where no 

identifiable information is revealed. 
 

The figure (fig 5.1(a)) below shows the user interface the users were presented with 

when they performed the security tasks. First the users were asked to choose an 

account in order to create a log in (fig 5.1(a)). They choose the account on the basis 

on Latin Squares. 
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Figure 5-1 a 
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Figure 5-2 b 
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Figure 5-3 c 



 

65 

 

After they have chosen an account, they were required to create a username and 

password. Depending upon whether notifications or alerts were chosen, the 

following screens were displayed. 
 

5.3 Hypotheses Testing 

 

 

In this section, we present the statistical analysis of our data to find support for our 

hypotheses. 
 

1) Users were more satisfied with warnings being delivered in the form of 

notifications in comparison to alerts. 
 

In order to test our first hypothesis, we performed Wilcoxon Signed Ranks test. The 

reason behind choosing Wilcoxon test was because we had scores data, and our 

study design was experimental. We had one independent variable, which was the 

warning message itself with two levels: alerts and notifications. The dependent 

variable was the subjective assessment of Soteria as done by the users. 
 

This was a repeated measures study since the users had to perform the security tasks 

using both conditions, alerts and notifications. First we performed a normality tests to 

check whether our data is parametric or not. The results of Kolmogorov-Smirnov and 

Shapiro-Wilk test suggested that our data deviates significantly from normality and 

thus is non-parametric. (D (21) =0.262, p=.001; D(21)=0.301, p=0.001). 
 

We did not get statistically significant results to show that users were more satisfied 

with notifications as compared to results (T= 8.00, p=0.075, r= 0.274). We find that 

the users were not more satisfied with one over the other. The p value deviates 

slightly from the alpha value, and the effect size represent (r=0.274) a medium 

effect and we can deduce that doing the study with a larger group of participants 

can increase the effect size and possibly give us statistically significant results. 
 

2) Users were more annoyed when interrupted in the middle of the tasks via 

alerts as compared to notifications. 
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We focused on finding whether or not the alerts annoyed the users while they were 

interrupted in the middle of their task more than the notifications. In this case, our 

data was non-parametric again (D (21) = 296, p=0.000; D (21) =0.340, p=0.000) 

and the conditions were same as above, one independent variable, repeated 

measures and two conditions, so we performed Wilcoxon test again. 
 

The results of the test fail to find any statistically significant results to show that 

alerts annoyed the users more as compared to notifications (T=24.50, p=.063, 

r=0.29). The effect size (r=0.29) and the slight deviation of the p value from alpha 

(0.05) shows that a bigger sample size might be able to give us statistically 

significant results. 
 

3) Users find alerts more helpful as compared to notifications. 
 

The data was non-parametric (D (21) =.248, p=.002; D (21) =.325 p=.000) so we 

performed Wilcoxon Signed ranks test. Our tests show that users did find alerts 

more helpful as compared to notifications (T=21.00, p=0.041, r= 0.314). Our results 

give us support to reject the null hypotheses and show that a statistically significant 

difference exists. We see medium effect again (r=0.314) which shows that if the 

study is performed with a larger number of participants can get better results. 
 

These results show us that users preferred the information delivered by alerts over 

the information delivered via notifications, and when we asked about this in the 

interview, a few participants told us that even though they were being interrupted 

via alerts which was annoying, they will prefer it as a way of sending a warning if 

their immediate attention is required. Notifications are passive, and they will not be 

helpful when an important information needs to be conveyed. 
 

5.4 System Usability Scale 

 

 

The SUS [81] gives a single number which represents a composite measure of the 

overall usability of a system. We asked the participants to score the SUS after they 

had performed the tasks and before we asked them the interview questions. The 
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reason behind choosing SUS over the other scales is that it is an industry standard and 

can be used on relatively small sample sizes with reliable results. Since our data is 

small, we decided to go with this scale. The standard scale has 10 questions (see 

Appendix 5) but we removed two questions from our study as they did not apply to 
 
Soteria. These two questions were: “I found the various functions in this system were 
well integrated” and “I thought there was too much inconsistency in this system”  
[81]. For the study we created a very simple mock up design, and there was no 

relation of these questions to the functionality of Soteria, so instead of giving them 

a score 0, we decided to remove them, and lower the overall score by a few ranks to 

make up for the loss. 
 

The calculation of SUS 
 

We asked the users to rank the SUS questions from 1-5 choosing from strongly 

disagree (1) to strongly agree (5). All odd numbered questions are scored by 

subtracting 1 from the score received, for example if the users chose 5, it is 

calculated at 4 and for the even numbered questions, and the value is subtracted 

from 5. These new values are added up and then multiplied by 2.5. 
 

Since we deleted two questions, we got relatively low values for the ranks. As per 

the standard, the average percentile score for a system to be acceptable is 50.9 and 

above, and any score above 85 is considered excellent [81]. Our percentiles varied 

between 57.5 to 72.5, with 67.5 being the most frequency encountered percentile. 

This tells us that some participants considered the system to be passable, most of 

them considered it to be average while some of them considered it to be good 

(scores 70 and above). We believe that with the inclusion of the two questions that 

we deleted, we would get more focused results and we will get a better idea on 

what the overall usability of the system. 
 

5.5 Results 

 

 

Scoring and preliminary analysis: The data was coded into SPSS as measures from 

the Likert scale ranging from 1-5. Depending upon the parametric or non-parametric 
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nature of the data, the appropriate tests were used. Statistical analysis revealed that 

there were no outliers. 
 

Primary analysis: 
 

5.5.1 Primary Analysis 
 

Questions Mean 

Media

n Mode 

Std 

Deviation 

How much help do you need in 
the following areas?     

Creating Passwords 2.3751 2.000 2.00 1.33807 

Visiting unreliable websites 1.0366 2.000 2.00 1.36432 

Visiting unknown links 2.8493 2.000 1.00 1.24052 

Using public WiFis 2.1585 2.000 1.00 1.14901 

Using Third Party Software 1.6432 2.000 1.00 1.14565 

If a situation required your immediate 

attention, how would    
you like the information be 

conveyed to you?     

Notifications 2.1905 2.000 2.00 0.92839 

Alerts 1.5714 1.000 1.00 

0.6761

2 

Were you annoyed by the 

interruption?     
I was annoyed by the alerts 2.0476 2.000 2.00 0.58959 

I was annoyed by the 

notifications 1.6667 2.000 1.00 0/73030 

     
 

 

We calculated the measures of central tendency (mean, mode, median) to determine 

1) the other areas of security that users required help in 2) the mode of interruption 

preferred 3) whether the interruption annoyed them. The calculations show a 

similar pattern which converge into the following points: 
 

1. Participants overall agreed to get interrupted using notifications and lets and 

although the preference seems to be notifications, the difference is not very 

steep.  
2. Most participants agreed to have been annoyed by the alerts while some of 

them said they are annoyed by notifications as well. 
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3. Participants overall required help in many other areas of security as wll with 

no specific choice of which one they needed help the most in. 
 

Password creation: In this section, we will discuss the results we received from 

the Likert scale questions as well as the passwords that the participants used to 

create their profiles. The password policies we defined in general included that a 

password must have: 
 

1) Minimum 6 characters,  
2) Mix of uppercase and lower case letters,  
3) At least one special character.  
4) At least one number 

 

Based on these policies, we analyzed the passwords supplied by the participants 

and divided them into three categories: 
 

1) Weak: they followed 2 or fewer of the policies  
2) Moderate: if they followed more than 2 policies  
3) Strong: if they followed all the policies 

 

Soteria allowed the creation of weak passwords since we wanted participants to 

have all the information to make an informed decision but we did not want to force 

them to create a stronger password. When the participants entered a weak 

password, Soteria prompted them once and if they created a weak password again, 

they were prompted one more time but if they did this for a third time, they were 

not prompted again since we wanted to avoid irritating the participants as a result of 

constant, repeated warnings. Here we are dividing our results by the account type: 
 

Bank: The predefined password for the Bank profile was “apple1” because does 
not follow the required policies and therefore it is a moderate password. We chose 
to use this so it guaranteed that Soteria will be activated. 



 

70 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Figure 5-4:Graph showing the password strength of the bank account 
 

 

As can be seen from figure 5-4, passwords created by for the bank profile after 

Soteria showed them the problem with their password with the help of the warning 

message were “strong” for the most part (71.5%). 19% participants created 
passwords that were under the “moderate “category while 9.5% were weak. From 
these results, it can be inferred that most people followed instructions on how to 

create a strong password when prompted for it. 
 

 

Social Media: The predefined password for the social media profile was “cat2” 

because it follows only one of the required policies so it guaranteed that Soteria will 

be activated. We decided to give social media a moderate profile because we 

assumed that social media requires less security in comparison to bank and more 

security in comparison to throwaway accounts. 



 

71 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Figure 5 -5: Graph showing the password strength of the social media account 
 

In order to have different levels of security, social media, which holds personal 

information of the users, we decided to require 3 stars in order to create a log in. As we 

can see from figure 5-5, majority of the passwords created by the users for the social 

media profile after Soteria showed them the problem with their password were 
 
“moderate” (47.6%) while a large portion of the participants created passwords that 

were “strong” (38.1%). τnly 14.3% participants created weak passwords for social 
media account. With these results, it can be assumed that the users followed 

Soteria's advice. 
 

Guest account: Figure 5.4 shows the strength of the passwords that the users 

created for the throwaway account. We explained to the participants that this 

account was one which the participants visit only one time, implying that this is a 

low risk account and a strong password was not required. 
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Figure 5 -6 Graph showing the password strength of the guest account 
 

We were surprised to see that a large majority of the participants (52.4%) created  
“moderate” passwords for the guest account. The remaining participants created 

weak (23.8%) or strong passwords (23.8%). This shows that the users did not care 

about the fact that this was a throwaway account and used a moderately secure 

password which provides at least some sense of security. We believe that the one 

reason behind could be that the users who did not get the guest account as the first 

account to create a log in for had learned enough about strong passwords to just 

create one anyway so they did not have to try again. Another reason could be that 

since they were participating in a study about passwords, which impacted their 

decision making. 
 

Interview Questions 

 

As a part of the follow up interview, as asked the participants questions to understand 

their thought processes while they used Soteria, and their opinions on the design and 

functionality. Here we discuss the results we received from those questions. 
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Polar question: Since the participants had to use both notifications and alert, we 

wanted to see if the participants saw the notifications, and if yes, whether they read 

them or not. The first question was to ask them if they noticed the “notification” 
which showed up on the notification bar on the smartphone. 90.48% of all the 

participants said that they saw the notification while 9.52% did not. We followed 

up with the participants who said that they did not see the notifications to 

understand the reason behind it, and a few of them told us that since they were not 

an Android user, and did not even see when the notification first showed up. 

Another participant told us that he clicked on the account too quickly and did not 

realize there was a notification that he had to read. Once he clicked on the next 

account the notification was gone. 
 

We wanted to test whether or not the participants read the warnings in alerts and 

notification completely so we decided to add an unusual word at the end of the 

messages. We added a polar question to ask the users if they saw the word that 

appeared at the end of the notification and alerts. Only one participant remembered 

one of the words that was shown and none of the others did, although we agree that 

self-report is often an issue and cannot be fully trusted. We concluded that since 

almost all the participants reacted in the same way, it was a shortcoming from our 

end. If we had told them to look for the words they might have done so but while 

designing the study, we wanted to see whether the participants actually read the 

notifications and if we had told them in advance, it would have created a bias. But 

at the end, we did not get any relevant data for this question. 
 

Likert Scale Questions: We used three types of Likert scales depending upon the 

type of the question we asked. These questions were divided into two parts: part 

one had three questions that the participants had to answer individually for both 

alerts and notifications. The second part had two questions which were related to 

the functionality of Soteria. 
 

In the first part, the questions were: 
 

1) I was satisfied with Soteria. In this context, satisfied related to whether or 

not they were provided timely information. 
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2) I was annoyed by it.  
3) How helpful/unhelpful did you find it. 

 

We also asked them whether Soteria helped them in creating a better password. 
 

Notifications: Almost half of the people agreed (52.4%) or strongly agreed 

(23.8%) that they were satisfied with the notifications. We explained to each 

participant that satisfied means that they were given the information that they 

needed at the time that they needed it. They should answer on the basis of whether 

or not they were given the information they needed after the initial password they 

entered was rejected. None of the participants were strongly dissatisfied with 

Soteria, and 23.8% people mentioned that they were neutral. 
 

Alerts: When we asked the same question for alerts (figure 5-7) 52.4% participants 

agreed that they were satisfied with the alerts and 9.5% said that they were 

completely satisfied. We saw a considerable difference between alerts and 

notifications in terms of the dissatisfaction caused to the participants. 9.5% 

participants were dissatisfied with alerts while 28.6% were neutral towards it. 
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Figure 5 -7: User Satisfaction Alerts vs Notifications 

 

We asked the participants to elaborate on some of these responses. For example, asked 

them the reason behind choosing neutral and one of the participants told us that since 

the notification does not give any indication when it shows up, there is no way for a 

user to notice that there is a notification. He further elaborated that since the phone 

neither vibrated nor made a sound, so he missed the notification at first. Another 

participant told us that it did not interrupt him so he was not annoyed by it but he felt 

that he did not get the information when he needed it. In order to explain this, he said 

that he saw the notification only after he had tried to enter a password multiple times to 

see if it will be accepted. Another participant said it was not annoying but a strength 

meter would have been enough to see if his password is strong or not. We noticed that 

one user said that he neutral towards notifications and was dissatisfied with alerts but 

said that he was not annoyed and found the information helpful. Since there were 

conflicting responses, we asked him to further elaborate and he mentioned that he was 

satisfied with the information, just not by the 
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way the information was being delivered. One of the participants mentioned that 

there was too much information written on the notification in a very small space. 
 

From these results we can conclude that users want the security warnings to be 

delivered to them when they were performing the task so that they can act on it 

right away. We also conclude that we need the warning to be short and concise so 

the users do not have to pause for a longer time to read it. 
 

Helpfulness: We asked the participants to tell us whether they found the notifications 

and alerts useful. In this context, useful meant if the information provided to them was 

helpful in creating the passwords and if they were able to consider that information 

when creating the password. As we can see from figure 5-8, 23.8% participants found 

the notifications very helpful while 42.9% found slightly helpful. 9.5% participants did 

not find them helpful at all. For the alerts, 52.4% participants found then very helpful 

and 38.1% said the alerts were useful sometimes. 9.5% were neutral towards it, and 

when we asked for the reasons, for the most part we noticed that the participants, 

although satisfied with the information the alerts provided, were bothered by the fact 

that there was an alert on the screen which interrupted their task. Although many of 

them agreed that alerts were the best way to deliver the information and were satisfied 

with it, we noticed an unease when the alerts showed up. We do not have enough proof 

to support our statement since there were just observation we made while conducting 

the studies. One participant mentioned that he would want Soteria to not interrupt him 

again and again. The figure tells us that none of the participants said that they found 

Soteria unhelpful. 
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Figure 5 -8 Helpfulness Alerts vs notifications 

 

As shown in figure 5-9, the most frequently chosen category where the participants 

needed the most help was when they accidently clicked on unknown links (42%) while 

they browsed the Internet. The explanation we received for this was that unknown links 

are deceiving, lead to unknown downloads, viruses and as participant 
 
11 quoted, some links “lead to fake websites which steal information”. A few 
participants mentioned that while downloading software or any other electronic 

media, the links are misleading. Participant 8 argued that when downloading a 

software, the actual download link is very small and hidden while fake links are big 

and very visible. They accidently click on them and the system is flooded with 

malicious downloads that install themselves and even their default search engine 

changes. For the same reasons, especially phishing websites, participants said that 

(38.6%) while many times that are able to find a phishing website, but not always. 

Soteria can be very useful if they can be informed that the site they are visiting is 

fake and harmful. There was almost and equal distribution in participants who 
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needed assistance with downloading third party software and using public Wi-Fi 

networks. The answers we received were very similar in the context. When we 

asked for explanation from participants choosing neutral as their answer, the 

consisted answer was that they were already careful in those scenarios. The added 

security would be appreciated but is not required. One factor of surprise was that 

while almost 65% needed help with passwords, 11.4% participants needed very 

little help. These participants said that while they were comfortable with Soteria 

helping with other things and even with telling them when their passwords were 

weak, they were not comfortable in sharing their password with it. They said that 

they only trust a few applications with their passwords and Soteria might become 

one of them if we make it very secure, but as of now, they do not require any help. 
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Figure 5 9: Scenarios where users need help 

 

5.6 Qualitative Data Analysis 

 

 

We asked the participants a total of 11 questions, which included open ended and grid 

like questions. We received some comments from the participants based on their 
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interaction with Soteria. We use grounded theory [80] to divide the questions we 

asked into various themes. 
 

Theme 1: Help is required during emergencies only 
 

Many of the participants agree that they wanted the help that Soteria provided them 

with but did not necessarily need it. τne participant quoted, “see I am a technical 

person and have been studying computer science for a long time. I know how to 

create a strong password and I don’t need the help of a security assistant but if I 

am slacking or making a mistake, I want this help”. Apart from this, most of the 

participants agreed that they did not need the help but they wanted it just to ensure 

that if they were making a password mistake, there was an added layer of security 

that will help keep them secure. The reason we asked this question is the difference 

between need and want. When we talk about something that we need, it means that 

thing is required for an activity but when we talk about something that we want, we 

are referring to a desire. So these comments by the participants suggest that 

although they are equipped with knowing how to create a strong password, they 

would prefer a help even if just to create an added layer of security. This can also 

be about comfort and a feeling of security, along with a stronger mental model. 
 
 

 

Theme 2: Warning messages must be very clearly distinguished from other 

messages 
 

Many of the users mentioned that these two were the best ways, one user said there 

should be “verbal warning on the phone to guilt and shame the user into creating a 

stronger password.” He argued that when users have their ego hurt, they will follow 

the rules, although we do not agree with this as this will not be very acceptable by a 

majority of users. One participant also suggested that we use a background color, 

which changes in regards to the severity of the risk at hand, for example if something is 

very risky the screen turns red and if it is not very risky it turns yellow and the user is 

given a choice of colors that he can choose from to set the warning preferences as per 

his taste. Another response was that there could be alert vibrations, meaning that 
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the phone would vibrate every time the user does something wrong so he can get an 

immediate message without having to read anything or getting interrupted. 
 
 

 

Theme 3: Password Suggestions 
 

We briefly entertained the idea of giving Soteria the capability of creating passwords 

and suggesting it to the users. We did not include this in our design since we were 

skeptical about the acceptability of these passwords by the users. So we decided to ask 

this question to the users instead. Many of the users straightforward said that they did 

not want Soteria to have that capability as it would be too intrusive and they did not 

want a third party application to handle their sensitive information. Some of the users 

said that depending upon the password, they might consider using a password Soteria 

suggested but were not sure if they would because they would not be able to remember 

it and would have to write it down somewhere which is even insecure. So overall, users 

did not want Soteria to suggest passwords to them mainly because it is a third party 

application and the only way the suggested passwords can be used is if the users wrote 

the down somewhere which they did not think was feasible. All this suggested that the 

users were worried they wouldn't be able to remember a password created by someone 

other than themselves. 
 

One participant questioned needing to use Soteria when he is already creating a 

strong password. We replied that if the user does not need help, Soteria will stay in 

the background and not prompt the user. To this, the participant replied that, “if I 

am doing something wrong, tell me. Don’t wait for me to ask for help. If you think 
my password is weak, the password I myself chose, I need to know”. Many of the 

users welcomed the idea of Soteria on the condition that it was safe to use and their 

information would stay secure. 
 

Theme 4: Overall design and functionality of Soteria 
 

Our last question was to tell us what they thought about Soteria overall, whether they 

had any suggestions or comments and if they will be willing to adopt it should it 

become available. We received positive reactions from the participants overall, with 
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some concerns that the participants had that we as developers addressed while 

creating the application such as the information Soteria is storing and their data will 

be kept safe. Since Soteria is created here for the purpose of the user study only and 

to be used only by the researcher and the participants, we have a limited amount of 

data that it stored. 
 

Theme 5: Dynamic versus Passive nature of warnings 
 

One of the main things that majority of the participants agree was that they wanted 

Soteria to be dynamic instead of passive. For example, when they were presented with 

notifications and alerts, the alert part is dynamic as it shows up right at the minute the 

user is attempting to create a password but notifications are passive. If the user does not 

know what to look for, he will not notice the notification until later and this might lead 

him to accidently expose his account and jeopardize the security of his smartphone. 

Most of the people, almost 90% preferred to be alerted via pop-ups which show up on 

their screen and interrupts them instead of a notification which sits there in the 

background unless dismissed. The participants justified this by saying that if they are 

doing something wrong, they need to know immediately. There should not be any 

delay and the notifications are of now use if they expose their accounts by creating 

weak passwords. This was surprising as when we did our first user study, many of the 

participants, almost 50%, wanted to be alerted via notification but in the actual 

environment when they used Soteria, they wanted to go with alerts. 

 

5.7 Study Limitations 

 

 

Our study, as with other studies, was subject to some limitations that may affect the 

interpretation of our results, for example, memorability effect. We used Latin 

Squares to avoid learning effects in which participating in one condition of the 

study (notifications) imparts knowledge that may affect the results of other 

conditions (alerts) of the study. We observed that participants saw the alerts and 

notifications only once and then created strong passwords on their own without 

taking help from Soteria. 
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The second limitation was that we did not ask the participants to remember the 

word they see in the end of their notifications or the alerts, and we also wrote a 

different word after each alert and notification which made it a total of 6 strange 

words. This led to a confusion and even though most participants remembered 

seeing the word, they either did not remember it, or thought it was a typing error. 
 

Another important thing to note was that the participants were largely technically adept 

college students, many of whom have taken security classes. They were already 

familiar with strong password policies and for this reason we decided to give the 

participants pre-defined passwords so as to ensure that Soteria will be prompted. 

 

5.8 Design and Usability of Soteria 

 

 

The results of this study show us that Soteria needs to provide support to warn users 

against many other aspects of security in addition to authentication such as malicious 

links and websites since users require more help in those areas. We also found that 

users want the warnings to be delivered in the form of alerts, meaning that they want to 

be immediately informed if their smartphone security is in jeopardy. There can be other 

additions done to the design such as we can add additional capability where the 

warnings are delivered with sounds or changing of colors of the background screen. 
 

Users also preferred that in some cases, if Soteria has strong encryption and will not 

transmit information such as passwords to the developers, to let Soteria work as a 

password manager. 
 

5.9 Conclusion: 

 

 

This user study told us that users are willing to accept and adopt a security assistant 

such as Soteria if it will help them in staying safe online. We also discovered that 

unlike using notifications which were a popular opinion in study 1, users preferred 

to be alerts via pop-ups which interrupts their tasks but gives them timely 

information, if the security of their device was in jeopardy. We also concluded that 
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experienced users did not require the help Soteria provided but welcomed the idea 

of having an assistant to take away some of their worries especially at time when 

they were surfing the web on their phone while their judgment was compromised 

such as when they were very tired, sleepy, irritated, upset or sleepy. In general, 

users were willing to adopt Soteria if it became available and were impressed by the 

concept overall. 
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Chapter 6 

 

Conclusion and Future Directions 

 

 

With this research, we propose Soteria, an eSecurity assistant in order to persuade 

the users into make more security decisions while they use their smartphones by 

giving them the information they need at the relevant time. We focused on the 

users, who are considered the weakest link in the security chain [1,2,5] and 

proposed a novel solution to empower the users to understand the technical aspects 

of the security decisions they have to make, thus giving them an opportunity to 

understand what they are doing, instead of coercing them into taking an action. 
 

There has been some research that has pointed out that users are not the enemy, and 

a few of the reasons of why the users make poor security decisions is because they 

are not provided with enough information to make secure decisions [1,2, 49]. There 

are instances where information is available, it is sometimes hard for the users to 

interpret [2,12,49], and also, in some cases, the security designers fail to show the 

users the implications of not following a security device, for example, there is no 

way to show the users that creating a strong password is more secure and will 

provide better protection to external threats, and conversely, there is no way to 

prove that creating a weak password will guarantee a breach [1,49]. Herley [1] 

points out that the most important things for the users are their time, effort and 

attention [1]. When the users are asked to follow the security advices, it requires 

their time and effort, and when the users fail to quantify the implications of not 

following the security advice and benefits of following it, they tend to not follow 

the advice at all [1]. With our research, we propose a solution to this problem 

partially, by giving the users the information on what happens when they make a 

bad choice and suggesting them the correct steps. 
 

Soteria is based on the work done by Briggs and Olivier [15], who introduced the 

concept of ePets. Soteria is a personalized mobile assistant that trains itself according 
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to the habits of the owner of the device and provides security advice as per his 

requirements. Soteria uses persuasive technology which is a way to go to provide 

security to the users since it helps in encouraging them to make valid decisions by 

providing them the information they need, at the time they need it, and ensuring 

that they have a way out from following the suggestions given to them. 
 

We also took lessons from early user interface agents [71] and office assistants such as 

Microsoft Bob [59] and Clippy [58], which showed us the things to avoid while 

creating an eSecurity assistant. The failures of Clippy and Bob showed us that Soteria 

needs to be less invasive, should not be distracting and should only provide help when 

prompted [58,59]. With their empirical study, Schiaffino and Amandi [71] gave us an 

important insight into the preferences of the users while tasked with using a user 

interface agent. They showed that the user interface agent needs to work in the 

background, provide help only when necessary and asked for, and lastly, should only 

interrupt the user when their immediate attention was required. As Herley argued [1], 

the most valuable asset for a user is his time, effort and attention. So any security 

solution has to ensure that the user would be willing to provide his attention where 

necessary. If it is necessary to interrupt the user, these interruptions need not be 

irritating, frustrating or distracting, meaning that they need to be designed in a way that 

is acceptable by the user. These were important observations for creating Soteria. 
 

6.1 Summary of User Study 1: An Online Questionnaire 

 

 

We performed the first user study in the form of an online questionnaire to elicit 

user opinions on the adjectives they associate with security, the security area they 

require assistance with and the way in which they would like security warnings be 

delivered to them. 
 

Our results showed that the users not only needed help with various security tasks 

such as creating passwords, they were willing to get interrupted if their smartphone 

security was in jeopardy. We discovered that in general, users agreed that security 

was complex but also found it reassuring. A vast majority of users also agreed that 
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security is time-consuming, which tells us that any security system needs be quick 

if it needs a universal acceptability. One surprising revelation was that that contrary 

to our belief, users did not need help as much help with authentication as they did 

with visiting unknown links and websites. Most of the users agreed that unknown, 

potentially infected links are their major worry while browsing the internet as it 

downloads malware onto their computers or mobile devices. 
 

In the design of Soteria, we needed to know the way in which the users needed the 

security warnings to be delivered to them. The reason behind asking for user input 

was to ensure that the system that is being developed is something the users want, 

and are willing to accept. Getting user opinion proved very helpful since we found 

out about the other areas of security where they needed help, and the issues they 

have with security practices in the form of adjectives to avoid making those design 

choices. We believe that presenting a system that the users are willing to accept will 

lower the bad security choices to an extent. 
 

Our results also indicated that more than half of the participants wanted the 

security information delivered to them via notifications which show up on the 

notification bar of their phone while the next more accepted method was alerts, 

which pop-up on the screen. The preference for notifications means that Soteria 

needs to have less invasive methods to deliver the warning since this is related to 

why participants found security annoying in general. So we created Soteria with 

notifications which do not interrupt the user as well alerts which do interrupt the 

user to test the acceptability of both. 
 

6.2 Summary of User Study 2: A Lab Based Elicitation Study 

for Soteria 

 

 

We created a mock design of Soteria on the basis of the results of the first user study. 

The first study showed us that users wanted to be delivered a security warning via 

either notifications or alerts. So we created our mock design with three levels, and two 

levels of security warnings: notifications that do not interrupt the users i.e. are 
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passive in nature, and alerts, that require immediate attention, interrupt a task and 

are active in nature. 
 

The second user study was a lab based elicitation study wherein we had our 

participants use the mock up Soteria in a lab based environment. 
 

The results of this study showed us that the users were willing to accept and adopt 

Soteria if it will help them in staying safe online. We also discovered that unlike using 

notifications which were a popular opinion in study 1, users preferred to be alerts via 

pop-ups which interrupts their tasks but gives them immediate information if the 

security of their device was in jeopardy. Most of the users were not irritated or 

frustrated when an alert showed up on the screen and interrupted their task. We also 

concluded that experienced users did not require the help Soteria provided, especially 

with authentication but welcomed the idea of having an assistant to take away some of 

their worries especially at the times when they were surfing the web on their phone 

while their judgment was compromised such as when they were very tired, sleepy, 

irritated, upset or sleepy. In general, users were willing to adopt Soteria if it became 

available and were impressed by the concept overall. 
 

6.3 Future Directions 

 

 

Our research showed support for the proof of concept of Soteria, and that users 

were willing to adopt such an assistant in many other scenarios other than 

authentication. We only used password based authentication since we assumed that 

this is one form of security practice almost every user is familiar with. 
 

The results of both of our studies suggest that users require more assistance with 

unknown links and websites as compared to passwords, and we believe that the 

creation of an actual assistant should focus more on browsing the Internet in addition to 

authentication. In terms of the general acceptability and usability of a security system, 

users are willing to accept a system that provides security information to them given 

that the information is timely, relevant and is provided when needed instead of being 

asked for. This suggests that any system learning from the concept 
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of Soteria should ensure that it is not passive while also being non-intrusive. The 

users might be willing to accept a system which has these properties. 
 

Soteria and Soteria like systems can really shape the future of security warnings 

where the users are not forced into doing anything such as creating a stronger 

password but are given reasons of why they should and what can happen if they do 

not. Users are not the enemy and once they understand why security practices are in 

place, we believe that they will follow the advice given to them. Soteria learns from 

the mistakes the users make, and provides personalized suggestions to individual 

users as per their preferences. This is important as every user is difference, as 

mentioned by Egelman and Peer [12]. In security, one shoe does not fit all. So we 

need systems that help each user for the way he uses security, and this will help 

reduce the issues users face as well as bring down the number of bad security 

decisions taken by them. 
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Appendix A 

 

Informed Consent 

Please read this consent document carefully before you decide to participate in this study. The 

researcher will answer any questions before you sign this form.  

 

Study Title: User Study to determine the user opinions on the interface of a digital security assistant 

 

Purpose of the Study:  The purpose of this study is to give you an opportunity to help us create an 

application which would help you in staying safe when you use your smartphone. The application is 

a digital assistant just like SIRI, Cortana and Ok!Google, but instead of doing thing they do, this will 

be focused solely on keeping you secure and help you make better security related decisions. We want 

to see what you think of the application, and what can be improved. If there are any issues you face 

while working on the application, we want to hear it so we can fix it. Your feedback will help us create 

an application which will help you in creating secure passwords, warn you when are reusing a 

password and give you suggestions on how to create an account which will keep the attackers away. 

 

Procedures: This study consists of an online questionnaire which contain questions regarding 

different paper-based designs of the user-interface (display) of the applications, and you would have 

to choose the one which you feel is the one you would like to use if given a chance. There would also 

be questions asking what kind of warning/messages/notifications you would like if you are 

unknowingly doing something which might harm your device in terms of security, like if you are 

creating a weak password, or visiting a website which is pretending to be your bank but is actually 

not, etc. Some questions would be open ended where you would be given a chance to share the kind 

of user-interface and the kind of notifications you would like to get if you are doing a task. 

 

Potential Risks of Participating: There is no risk associated with this study, but in the event of 

physical injury resulting from the research procedures, no form of compensation is available. Medical 

treatment may be provided at your expense or at the expense of your health care insurer (i.e., 

Medicare, Medicaid private payor) which may or may not provide coverage. If you have questions it 

is your responsibility to contact your insurer. 

 

Potential Benefits of Participating: There are no benefits of this study for now as of now, but once 

we create the application, you might be able use it in your daily life. 

 

Compensation: No compensation is available at this time, but we will offer course credit, where such 

provisions are in place, to those students who request it. 

 

Confidentiality: Your identity will be kept confidential at all times, only the principal investigators 

will have access to your data. You would be assigned a participation id on file so your data will be 

identified only by the use of the number. The collection is saved on the computers of only the 

investigator and would be destroyed once used. Your name would not appear anywhere.  

 

Voluntary participation:  
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Participation is voluntary. Refusal to participate will involve no penalty or loss of benefits to which 

you are otherwise entitled. You may discontinue participation at any time without penalty or loss of 

benefits to which you are otherwise entitled. 

 

Right to withdraw from the study:  

You have the right to withdraw from the study at any time without consequence.  

 

Whom to contact if you have questions about the study: Punica Bhardwaj, 

pbhardwaj2014@my.fit.edu 

 

Whom to contact about your rights as a research participant in the study:  

Dr. Lisa Steelman, IRB Chairperson 

150 West University Blvd. 

Melbourne, FL 32901 

Email: lsteelma@fit.edu  Phone: 321.674.8104  

 

Agreement: 

☐ By checking this box, I agree to have read the procedure described above. I voluntarily agree to 

participate in the procedure and I have received a copy of this description. 

 

 

mailto:lsteelma@fit.edu
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                                 Appendix B 
 

Informed Consent 

Please read this consent document carefully before you decide to participate in this study. The 

researcher will answer any questions before you sign this form.  

 

Study Title: User Study to determine the user opinions on the interface of a digital security assistant 

 

Purpose of the Study:  The purpose of this study is to test the digital assistant we have created. It is 

called Soteria, and is similar to Siri and Cortana, but instead of looking up restaurants and gas stations, 

it works in the background. It helps in keeping you stay safer when using your smartphone by 

monitoring your security habits and warning you when you try to do something which might harm the 

security of your device. Many things can make your smartphone vulnerable, like creating a weak 

password for example 12345, or visiting a website which contains malware, or trying to connect to an 

insecure network. 

We will give you a series of tasks to do, and see how you work on them, and how you reach your 

goal. We are only focusing on the password part of the application as of now. We have two 

applications and you would be doing the same tasks on both the applications. 

We want to see what you think of the application, and what can be improved. If there are any issues 

you face while working on the application, we want to hear it so we can fix it. Your feedback will 

help us create a better application which will help you in creating secure passwords, warn you when 

are reusing a password and give you suggestions on how to create an account which will keep the 

attackers away. 

 

Procedures: In the first step, you have to fill a demographics form and sign this consent form. Then 

we will proceed to using the applications. This study consists of a series of tasks that you would have 

to perform on two applications we have built on a smartphone followed by an interview.  

The tasks include: 

1. Create a weak password for the Bank account.  

2.Create a password which atleast has 4 stars. 

3.Create a weak password for social media account 

4.Create a password which has atleast 3 stars 

5.Create a weak password for the throwaway account.  

6.Create a password which has atleast 2 stars 

7. Answer the SUS scale 

8. This will be followed by an interview based on the tasks you performed on the applications 

 

Potential Risks of Participating: There is no risk associated with this study, but in the event of 

physical injury resulting from the research procedures, no form of compensation is available. Medical 

treatment may be provided at your expense or at the expense of your health care insurer (i.e., 

Medicare, Medicaid private payor) which may or may not provide coverage. If you have questions it 

is your responsibility to contact your insurer. 

 

Potential Benefits of Participating: There are no benefits of this study for now as of now, but once 

we create the application, you might be able use it in your daily life. 

 



99 

 

Compensation: No compensation is available at this time, but we will offer course credit, where such 

provisions are in place, to those students who request it. 

 

Confidentiality: Your identity will be kept confidential at all times, only the principal investigators 

will have access to your data. You would be assigned a participation id on file so your data will be 

identified only by the use of the number. The collection is saved on the computers of only the 

investigator and would be destroyed once used. Your name would not appear anywhere.  

 

Voluntary participation:  
Participation is voluntary. Refusal to participate will involve no penalty or loss of benefits to which 

you are otherwise entitled. You may discontinue participation at any time without penalty or loss of 

benefits to which you are otherwise entitled. 

 

Right to withdraw from the study:  
You have the right to withdraw from the study at any time without consequence.  

 

Whom to contact if you have questions about the study: Punica Bhardwaj, 

pbhardwaj2014@my.fit.edu 

 

Whom to contact about your rights as a research participant in the study:  

Dr. Lisa Steelman, IRB Chairperson 

150 West University Blvd. 

Melbourne, FL 32901 

Email: lsteelma@fit.edu  Phone: 321.674.8104 

 

Agreement:  

I have read the procedure described above. I voluntarily agree to participate in the procedure and I 

have received a copy of this description.   

 

 

 

 

Participant: ___________________________________________ Date: _________________  
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Appendix C 

   User Study 1 Questions 

 

1. Which of the following phrases would you use to describe computer 

security? Select all that apply. 

Time consuming Fast Easy Reliable Should not have to 

worry Reassuring Complex Optional Annoying

 Confusing Dependable Makes the device slow Should 

be optional Hard Unnecessary 

2. Please tell us how important it is to you to protect the following things 

online: Emails, Passwords, Usernames, Social Media accounts, Bank 

Accounts 

3. If your phone had a digital security assistant, how much help would you 

require during the following tasks:  

1. While creating a password that may be weak 

2. While visiting a website that might be harmful 

3. Before clicking a link that might be harmful 

4. While connecting to a public wireless network you've never 

connected to 

5. While downloading and installing software 

4. Is there anything you would like to add to the above question? We would 

love to hear your opinion! 

5. What is your experience with the following methods of keeping track of 

passwords? Please select all that apply. 

i) Write them down on paper,  

ii) Remember them, 

iii) Enter them in your phone somewhere, 

iv) Use a Password Manager 

v) Reuse a password across multiple accounts so as to remember 

them all 

6. In GENERAL, if a security assistant was to warn you about something that 

could harm the security of your phone, would you like to be interrupted in 

the middle of a task? 
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7.  If it was REALLY IMPORTANT for the security assistant to convey a 

warning to you while you were in the middle of a task, how would you like 

to be interrupted? Please select all that apply. 

1. Send me a text or an email,  

2. Place a notification in the notification bar of my phone,  

3. Use an alert which pops-up on the screen of my phone 

4. Don’t interrupt me 

8. If there is any alternate way of notifying you apart from the above that 

would you like us to know, here is your chance to tell us about it. Please 

share your opinions! 

 

 

 

 

 

 

 

 


