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Abstract 

Title: Proactive Approach for the Prevention of DDoS Attacks in Cloud Computing 

Environments 

Author: Badr Alshehry 

Committee Chair: William Allen, Ph.D. 

 

Contemporary security systems attempt to provide protection against 

distributed denial-of-service (DDoS) attacks; however, they mostly use a variety of 

computing and hardware resources for load distribution and request delays. As a 

result, ordinary users and website visitors experience timeouts, captchas, and low-

speed connections. In this paper, we propose a new multilayer system for protection 

against DDoS in the cloud that utilizes Threat Intelligence techniques and a proactive 

approach to detect traffic behavior anomalies. The first layer of the model analyzes 

the source IP address in the header of incoming traffic packets and the second layer 

analyzes the speed of requests and calculates the threshold of the attack speed. If an 

attack remains undetected, the incoming traffic packets are analyzed against the 

behavior patterns in the third layer. The fourth layer reduces the traffic load by 

dispatching the traffic to the proxy, if required, and the fifth layer determines the 

need for port hopping between the proxy and the target website if the attack targets 
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a specific web-application. A series of experiments were performed and the results 

demonstrate that this multilayer approach can successfully detect and mitigate DDoS 

attacks from a variety of known and unknown sources. 
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Chapter 1  

Introduction 

Protection of data is an essential requirement of any modern information system. 

The abilities of attackers escalate continuously, leaving information defenders a step 

behind the threats. Traditional threat analysis systems mainly rely on existing 

signatures of attacks [58]. This approach is outdated because the majority of modern 

attacks are developed for a particular object and specific tasks, including data theft, 

data destruction, industry espionage, national espionage, denial of service, etc. Often, 

after a successful attack, the traces of the assault are removed from a compromised 

system; thus, nobody can obtain a signature to be analyzed by security vendors and 

included to their protection bases. 

The newest trend is Advanced Persistent Threat (APT). APT represents a well-

planned long-term process in which an attack intrudes into a target system and 

maintains control of it and its information flows for as long as possible [59] [60]. The 

typical aim of APT is to get long-term access to sensitive information inside the 

target network while avoiding detection using different techniques. One common 
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technique for hiding an APT is a Distributed Denial-of-Service (DDoS) attack, which 

often serves as an initial stage of APT to take the attention of defenders off the 

penetration methods used by attackers. 

In the classical theory of information security [61] [62] [63], four main criteria 

exist: availability, integrity, accountability, and confidentiality. 

Availability means that all data should be available all the time for an 

authenticated user who has privileges to access this data. This property is 

implemented in clouds by design and can be enhanced by expansion of cloud nodes 

and their distribution across the world, providing they are securely connected by 

communication channels using wide broadband. In such cases, even a major force, 

such as war or an accident in one location, will not affect the entire cloud, and all 

data will remain available.  

Integrity means that data should not have any unsanctioned changes or 

modifications. The most popular technique to provide this is digital signature or hash.  

Accountability means all operations over the data should be controlled and 

logged. This requires users of a system to maintain vigilance over their authenticators 

and system access methods, ensuring that unauthorized users are not able to gain 

access through a verified account. 
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Confidentiality means that only authorized users with corresponding privileges 

may have access to defined data. If a malicious non-privileged user obtains access to 

the data, the property of confidentiality is lost. The most common technique to 

implement this property is data encryption. 

In most DDOS protection services, only one information property is satisfied – 

availability [78] [79] [80]. All files are available in a cloud all the time (assuming the 

cloud service itself works without interruptions). Even if a user’s 

computer/smartphone is lost or stolen, he may take a new one and download his files 

from the cloud storage. Through the availability, continuity of business processes are 

maintained. Having the latest backup of his data in cloud, the user can continue his 

work from any computer on any operating system anywhere in the world, assuming 

he has Internet access. 

While the DDoS attacks break the property of information availability, an APT 

may break all the properties, because it implements a multi-vector attack using 

different tools and methods as chosen by attackers [59][74]:  

To break the accountability property, APT attempts to stay undetected in a 

system for as long as possible. To achieve this purpose, the attack deletes any traces 

of its activity by clearing log files and history.  
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To break the confidentiality property, APT gathers sensitive information. 

To break the availability property, APT may cause denial of system services if 

it detects risk of its own detection within the system.  

To break the integrity property, APT secretly modifies the user's data.  

Thus, the first important conclusion is that a modern protection system must be 

based on proactive analysis of user behavior, traffic anomalies, and patterns to detect 

a threat. Source data must be collected from a large number of distributed sources all 

over the world, processed, and interpreted in a cloud. This ideally results in a set of 

actions and instructions distributed down from a cloud to all connected end points. 

The client components of security software must perform these actions in order to 

prevent attack or malicious actions. The second conclusion is that a decision should 

be made in a cloud by means of Threat Intelligence, and the client side must complete 

the instructions by means of firewalls, intrusion detection systems, intrusion 

prevention systems, etc.  

These conclusions are related to Threat Intelligence. This is a complex process, 

which will be defined later in this work. Threat Intelligence addresses the entire 

spectrum of security issues, in particular, distributed denial-of-service (DDoS) 

attacks, which are the subject of this research. 
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DDoS attacks came through a long evolution process [20] [21] [24]. Initially 

their aim was to disrupt the operation of some network resources. Presently, DDoS 

may take part in hybrid attacks and APTs [73], simply serving to distract the 

defenders’ attention from the real attack destination. For example, attackers can 

DDoS a company’s tech support domain while the sales department will suffer the 

penetration using zero-day exploits [82]. All of the company’s security specialists’ 

attention will be focused on restoring the normal operation of a support department 

and nobody will notice the penetration to sales department.  

The third conclusion is that the effectiveness of Threat Intelligence system 

should be considered regarding its ability to protect all four properties. Good Threat 

Intelligence uses an independent source of threat data and analyzes the data to get 

effective actions to provide the confidentiality, integrity, availability, and 

accountability of data. In our solution, Threat Intelligence is focused on protecting 

against DDoS attacks, so the main property it covers is availability of data. 

This dissertation is organized as follows. Chapter 2 will present the problem 

statement, Chapter 3 discusses related research, Chapter 4 proposes our definition of 

Threat Intelligence and Chapter 5 describes the benefits of using it to prevent DDoS 

attacks. Chapter 6 presents the contributions of this research, Chapter 7 describes the 

methodology in detail and Chapter 8 gives a detailed description of the experiments 
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conducted to evaluate the proposed approach and Chapter 9 discusses our 

conclusions and recommendations.  Appendix A contains a copy of a conference 

paper describing this research that was accepted for presentation in December 2016 

and Appendix B describes the source code for the components used in the 

experiments. 
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Chapter 2  

Problem Statement 

Modern DDoS attacks are increasingly complex and have huge destructive 

potential. During Q2 of 2015, the most powerful attack achieved speeds up to 250 

Gb/s; during Q3 of 2015, the most power attack achieved speeds up to 149 Gb/s; and 

the total number of DDoS attacks increased by 180% as compared to last year [29]. 

Most complex attacks imitate ordinary HTTP traffic generated from botnets, as 

described in section 7.1[81]. Attackers load scripts to infected botnet agents, which 

make their actions similar to ordinary users when they browse websites but with high 

speed. The larger a botnet is, the heavier load it can produce on a target server [28]. 

A DDoS attack can have a serious destructive impact by significantly delaying 

business processes [64] [65]. E-shops, news agencies, stock brokers, banks, and 

many other types of businesses are very sensitive to stable continuous operation. Any 

break of their availability, even a short one, may lead to significant losses, potentially 

even a full disruption of business services. 

This research proposes a highly innovative multilayer system of DDoS 

prevention in a cloud. It uses techniques of Threat Intelligence and proactive 

approach to detect traffic behavior anomalies. The modern world of information 

technology requires revolutionary changes in information assets protection.  
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However, the standard monitoring of traffic and tracing the sources of packets 

is not effective here because much traffic comes from anonymous proxies and Tor. 

There are many papers describing advanced methods of IP traceback to include: 

hash-based IP traceback [66]; probabilistic packet marking for large-scale IP 

traceback [67]; and IP traceback based on packet logging [47]. 

In the case of botnet-based DDoS attack, sources are quite legal; they can be 

just usual computers of home users infected by botnet agents. This means that the 

described methods will be more effective if used in combination. It is difficult to 

distinguish between a botnet agent and a legitimate website visitor if a DDoS attack 

is set up correctly; as described above, the scripts are loaded by malicious attackers 

to botnet agents, generating similar steps to request html pages of target websites, as 

normal legitimate users do. Effective detection and prevention can only be achieved 

if some of these methods are used in combination with new techniques. 

The IP traceback problem arises from the very nature of an IP protocol. It 

assumes the network is trusted and does not verify the origin IP. This deficiency in 

the design allows attackers to conduct very powerful DDoS attacks using 

amplification techniques; attackers send a relatively small number of packets using 

the IP address of target website as their source address. These packets are sent to the 

servers, which produce responses with much greater size than the original request. 
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Such servers send their responses back to the IP from which they got the requests. 

Thus, the target website receives a huge number of packets and fails, being unable to 

respond to all of them. A simplified form of this process is detailed in Figure 2.1. 

 

Figure 2.1: IP Traceback Problem: Amplification Attacks 

 

Existing solutions to the IP traceback problem are generally related to making 

changes to IP headers and modifying IP’s RFC 791; to producing new smart routers 

which can mark and trace the route of packets; or to changing the software and 

Target 
website

Amplification 
servers

Request with spoofed source IP: 
source IP is IP of target website

Response to source IP
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equipment of Internet service providers to re-route suspicious packets in case of DoS 

attack detection. By examining a higher abstraction level, the existing solutions allow 

for marking, logging, and re-routing of the packets. They can be marked with hashes 

of origin IPs or edges of their route. Re-routing allows suspicious packets to be 

redirected for their detailed analysis by specialists before reaching the target website.  

Based on the above, we can state the IP traceback is a substantial problem 

which does not currently have effective solutions. Any proposed methods of DDoS 

prevention based solely on IP traceback technique will not be effective unless leading 

vendors adopt strong methods of source IPs verification.  

Another method of DDoS prevention is entropy-based anomaly detection 

[68], but, like any good theory, entropy-based anomaly detection may be spoiled by 

bad-quality implementation. For example, a very strong encryption algorithm may 

be compromised by vulnerabilities in its programmatic implementation. 

Theoretically, if at least a terabyte of typical traffic to a server is collected, a detailed 

analysis can be made, and templates of acceptable usage can be built, allowing for 

anomaly detection; however, effectively protecting against these anomalies proves 

to be more difficult. Suppose a daily news website publishes some breaking news; 

the article will attract hundreds, potentially even thousands, times more visitors than 

usually. Unfortunately, this could also be a DDoS attack designed to imitate the 
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increased flow of visitors. A malicious user can set up a DDoS attack to send HTTP 

requests with relatively low speed to a site’s frontpage or other pages, just as a usual 

web browser does.  

Other methods, such as Packet Monitoring TTL Approach, CBF Packet 

Filtering Method, Intrusion Detection System using Dempster Shafter Theory, and 

Mitigating Application DDoS Attacks using Random Port Hopping Technique 

[77][69], enhance the probability of DDoS detection and prevention, but none of 

these methods are 100% effective. However, by using the port hopping technique 

described in this work in combination with these other methods, the effectiveness of 

the DDoS detection increases dramatically, as described in section 7.1.  

Each server service uses its own standard port number. For example, HTTP 

uses port 80, FTP uses port 21, Telnet uses port 23, SMTP uses port 25, etc. In total, 

there are 65,536 port numbers. Should a hacker want to attack servers, the first stages 

of reconnaissance typically include scanning server ports. This grants the hacker the 

understanding of what services and applications are running on the target server and 

what port numbers are used by the target server’s services and applications. Then a 

vulnerability database can be used to learn what vulnerabilities exist for these 

services, giving the hacker the opportunity to exploit those vulnerabilities.  
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Port hopping is an effective defensive technology used to prevent mapping 

of server services to their port numbers [69] [70] [71]. It is used to protect against 

many types of possible attacks to the server services (applications, daemons). The 

port hopping technique works by randomly changing the port numbers assigned to 

corresponding server services; however, the practical effectiveness of this technique 

depends on several parameters, such as the size of port numbers pool, frequency of 

hopping, method of hopping, and method of port number synchronization between 

client and server [83] [89]. 

Ideally, port hopping should be made randomly with each request the client 

sends to the server, but in practice there are issues with synchronization. Client and 

server should use the same port number for the target service; otherwise, the server 

will decline a request because the request is made with the wrong port number.  

These issues can be solved by using a Pseudo-Random Number Generator 

(PRNG) that is synchronized on both sides and a function of time to change port 

numbers with desired frequency. A general scheme of port hopping is illustrated in 

Figure 2.2 below. 
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Figure 2.2: Port Hopping Technique 

 

When a DDoS attack is targeted to a server in a cloud, all traffic is distributed 

over the cloud nodes. This eliminates a “bottle-neck” of a standard system, i.e., 

overcoming the narrow and weak place which is usually a communication channel 

or limited system resources. This is a standard approach of most commercial services 

for protection against DDoS. Still, any cloud has a finite number of available nodes 

and a finite cumulative bandwidth of its channels. All that is needed to successfully 

attack a server in a cloud is to increase the speed and intensity of packets, which can 

be easily achieved by a larger botnet. 

These issues prompted the necessity of newly developed technology for 

DDoS prevention. Our multilayer system implements proactive preventive methods 

based on both behavior analysis and Threat Intelligence, which will give a proven 

result in attack prevention. 
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The primary hypothesis of the research is that an effective DDoS protection 

system in a cloud can be developed if the growing risks of such a system are taken 

into account during development. To demonstrate this idea, this research investigates 

what techniques and methods should be used in an effective modern DDoS protection 

system. To best investigate this, related questions must be answered: what techniques 

and methods currently exist for DDoS protection; which techniques and methods are 

theoretical and which are implemented in practice; how effective are these methods; 

can they be improved to increase security; and what new methods can be added to 

the current DDoS protection repertoire?. 
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Chapter 3  

Related Works 

The following sections detail research covering related material. These works 

form the foundation from which the theories presented in this paper were built. 

3.1 Works Related to Threat Intelligence 

Appala, et al. [4] introduces a generalized workflow for a Threat Intelligence 

system, which can process threat information from one or more sources to generate 

a comprehensive report and formulate recommendations for an appropriate set of 

actions. It uses STIX (Structured Threat Information eXpression), a structured 

language for cyber Threat Intelligence, to express threat information, which includes 

recommended courses of action [72]. Appala designs a system, which securely 

distributes these recommended courses of action and Threat Intelligence in 

combination with contextual information, determining which response system can 

carry it out, then putting the recommended course of action into effect. This system 

can also provide semi-automation techniques for improving the mitigation and 

remediation based on the correlated information, but the courses of action are not 

defined for specific threats and do not deal with detection and prevention of 

distributed denial of service attacks. 
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Girish, et al. [5] proposes to implement an open source Threat Intelligence system 

to provide an open analytics engine to small companies with low budgets. The system 

uses public feeds from CERTs and security vendors with malware signatures, 

infected URLs lists and potential attacks IPs and private feeds with APT profile data 

stored in MySQL database. As an analytic tool, they choose SpagoBI, which is an 

open source business intelligence suite. Choosing SpagoBI may produce false 

positives because the suite is not designed for threat analysis. The primary 

achievement of Girish’s work is that they found two applications working during the 

whole week including holidays, which is considered anomalous. Meanwhile, many 

system processes remain active all the time the computer is running. Additionally, 

employers can leave some applications running in background if they have non-

completed work or documents that needs to remain open, indicating that these 

findings are readily explainable.  

The book of Henry Dalziel [6] is concentrated on defining Threat Intelligence 

and the related objectives and needs, but the book does not specify the algorithms of 

analytics engine and does not describe the threats themselves.  

T. Ring [7] introduces and analyzes why people and companies do not share 

threat data, an important issue that required investigation. Many cyber security 

incidents are unknown to the public because the companies prefer to investigate them 
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in-house and do not notify security vendors and law enforcement bodies about the 

incidents. Sharing as much information about attacks and new threats as possible 

would significantly increase the effectiveness of existing analytics systems and allow 

defensive information security teams to collaborate in mitigating against cyber 

security threats.  

On the other hand, even if existing data sources are considered, many technical 

standards exist for exchanging threat data: STIX, IODEF, OpenIOC, Mitre TAXII, 

VERIS, CYBEX, SCAP, etc. [8]. Unfortunately, these data sources are too 

complicated and fragmented among different groups. To effectively overcome this 

problem, some standard needs to achieve global adoption. Addressing this issue 

would improve the worldwide threat sharing and intelligence processes. To address 

the concerns of interoperability between different standards and languages for 

representation of threats and risks, Beuchelt, et al. [14] proposes to develop a 

semantic interoperability framework for threats and risks that meets the necessary 

concepts common to most threat and risk models used across different communities.  

On 25 February 2015, the US President ordered the Director of National 

Intelligence to create the Cyber Threat Intelligence Integration Center (CTIIC) [9]. 

Cyber security threats are one of most serious dangers to the United States. The 
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newly created Center would help all relevant agencies and departments to identify 

and mitigate those threats. The document states: 

“The CTIIC will provide integrated all-source intelligence analysis related to 

foreign cyber threats and cyber incidents affecting U.S. national interests; 

support the U.S. government centers responsible for cybersecurity and 

network defense; and facilitate and support efforts by the government to 

counter foreign cyber threats.  Once established, the CTIIC will join the 

National Cybersecurity and Communications Integration Center (NCCIC), 

the National Cyber Investigative Joint Task Force (NCIJTF), and U.S. Cyber 

Command as integral parts of the United States Government’s capability to 

protect our citizens, our companies, and our Nation from cyber threats.” 

The idea of a system to collect, analyze and distribute cyber Threat 

Intelligence was presented in a US patent in 2000 [10]. Presently, one can easily 

collect large data samples through a wide variety of methods; however, these large 

data samples contain so much information, the problem shifts from gathering enough 

data to finding meaningful trends within the data received. Part of the search for 

meaning trends extends to efforts to enable Threat Intelligence management [11].  
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  Effective defense against current and future threats requires a shift in threat 

analysis and processing. Traditionally, security practitioners are taught to evaluate 

system security by looking for large risk issues, primarily widespread disruptive 

activity, and mitigating those risks [12]. This approach neglects smaller risk issues 

that are more likely to occur, such as Advanced Persistent Threats (APT), targeted, 

lower-profile multi-stage attacks with specific tactical objectives such as establishing 

a persistent foothold within an organization. APTs require proactive defensive 

strategies, which are most effective after analyzing a cyber-criminal’s behavior, 

capability, and intent. Security professionals should work towards a prioritized 

threat-based evaluation rather than a severity evaluation, as this would allow for the 

most effective stance in combating cyber-criminals [15]. To address these threats, 

the authors propose to enhance machine-assisted cyber security analysis with 

different artificial intelligence techniques to analyze if enough evidence is present to 

suggest that a system is compromised. While unproven through experimentation, this 

theorized methodology does suggest that unified efforts would allow for a more 

adaptable system capable of recognizing a greater range of threats, a theory that can 

be expanded on with additional technologies. 

Thriveni, et al. [16] introduces a dynamic model based on Threat Intelligence 

that works in real-time. New threats are predicted by big data analytics through 
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cloud-based Threat Intelligence. Prediction tools use global threat data to prevent 

attacks rather than countering attacks that have already been made. These tools reveal 

hidden issues that allow personnel to adjust the necessary security settings. The paper 

presents several tools for big-data analysis. 

Recent APTs can be comprised of zero-day malware, Polymorphic malware, and 

blended threat, making the task of protecting vital infrastructures increasingly 

difficult. Adebayo, et al. [17] proposes an intelligence-based technique that 

combined traditional signature-based detection with next-generation-based 

detection, which catalogs Threat Intelligence for prevention in case of future 

occurrences. The proposed model consists of virtual execution environment, 

detection, and prevention module. The virtual execution environment is designated 

to analyze and execute a file suspected of containing malware while other modules 

inspect, detect, and prevent malware execution based on the intelligent gathering 

done by the Central Management System (CMS). This methodology is focused on 

malware and does not detect nor handle DDoS attacks; however, the usability of 

machine learning in detecting system threats is clearly demonstrated through this 

method. 
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3.2 Works Related to DDoS Detection and Prevention 

A number of methods have been studied that are specifically designed to handle 

DDoS attacks. These methodologies focus on both detection and prevention, but each 

system operates from a widely different perspective. Researching these different 

methods allows for a greater understanding of how DDoS detection and prevention 

can be advanced. 

Cho, et al. [13] proposes a DDoS prevention system based on combining of 

packet filtering method on double firewall. The first firewall uses router path analysis 

method, while the second firewall classifies data packets as either normal or 

abnormal. Such an approach is designed to prevent simple attacks, but may produce 

a significant number of false positives. 

Botnets remain a highly destructive threat to cyber security. Graham et al. [18] 

attemptes to detect botnet traffic within an abstracted virtualized infrastructure, such 

as that available from cloud service providers. They created an environment based 

on a Xen hypervisor, using Open vSwitch to export NetFlow Version 9. They 

obtained experimental evidence of how flow export is able to capture network traffic 

parameters for identifying the presence of a command-and-control botnet within a 

virtualized infrastructure. The conceptual framework they describe presents a non-
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intrusive detection approach for a botnet protection system for cloud service 

providers. 

Karim, et al. [19] also reviews some methods of botnets detection, presents a way 

to classify the techniques of botnet detection, and highlights the aspects of such 

technique analysis with qualitative research design. The authors define possible 

future ways of improving the techniques of botnet detection and identify the 

persistent research problems, which remain open. 

Mansfield-Devine [20] describes the evolution of DDoS attacks and their place 

in modern hybrid attacks and threats.  Rashmi, et al. [21] explains in more detail the 

nature of DDoS attack, its effect on cloud computing, and necessary concerns that 

must be considered while selecting defense mechanisms for DDoS, concluding with 

the recommendation to choose a functional, transpicuous, lightweight, and precise 

solution to prevent DDoS attacks. 

The detection of DDoS attacks with the aid of correlation analysis forms the basis 

of research by Xiao et al. [22]. Their approach is based on a nearest-neighbors traffic 

classification with correlation analysis. It improves the classification accuracy by 

exploiting the correlation information of training data and reduces the overhead 

resulting from the density of training data.   
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Saeid, et al. [23] describes how to fight against both known and unknown DDoS 

attacks in a real time environment. An Artificial Neural Network (ANN) is used to 

detect the attacks based on their specific patterns and characteristic features, which 

distinguish attacks from standard traffic patterns. 

Software-Defined Networking (SDN) has become very popular in corporate 

environments due to its flexibility in management and low cost of operation. 

However, new problems have arisen from joint use of SDN and cloud computing, 

particularly network security issues. Wang, et al. [24] addresses this problem by 

presenting an architecture of DDoS attack mitigation that integrates programmable 

monitoring of the network to provide DDoS attack detection. By implementing a 

control structure, the architecture is able to react to specific attacks. 

Application layer distributed denial-of-service attacks, also known as ADDoS, 

target specific web services. One of the attack methods is to send Simple Object 

Access Protocol (SOAP) requests with malicious XML content, which will consume 

an extensive portion of server resources. Such packets are not detected on either the 

network or transport layer because they are considered to be legitimate packets. 

Vissers, et al. [25] introduces a new adaptive system for detecting attacks of this 

kind, which works by extracting identifying features and using the extracted features 
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in modeling typical requests, allowing for detection of malicious requests through 

comparison.  

Kijewski, et al. [26] covers a recently published ENISA report conducted by 

CERT Polska - "Proactive Detection of Network Security Incidents" which details 

the implications for early warning of security incidents at a national level. The study 

that led to the report is focused primarily on national/government CERTs, but many 

of the issues discovered concern any team tasked with the detection of incidents. The 

report contains a survey of tools concerned with automated incident processing and 

Threat Intelligence; the report also provides a description of the Collective 

Intelligence Framework. To make a systematic approach of evaluation possible, the 

authors introduce a number of criteria, primarily based on data quality. 

Krylov, et al. [27] presents another technique for DDoS prevention, which is 

based on protocol level defense methods. This technique uses a real-time switching 

of server IP addresses. The switch schedule is made available to authorized users 

only. Malicious users do not have access to this schedule, preventing such users from 

knowing the correct IP address to send the requests to. This eliminates load on the 

server and cuts the traffic generated by botnets. 
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[90] is used to compare an existing port-hopping technique to the improved method 

proposed by this research. The algorithm taken from [90] is shown in Figure 3.1.  

 

Figure 3.1: Port Hopping Algorithm [90] 

100 – A Port Hopping method protected by US Patent [90] begins its run. 
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110 – The system receives periodic first requests (FRS) from a sender and receiver.  

111 – Sender and receiver establish and exchange a secret key. This secret key is 

used for random number generator by both sender and receiver, thus ensuring they 

both have the same port numbers generated. In this way, the synchronization of port 

numbers is made between sender and receiver.  

120 – The port hopping service provides the first random port numbers to both sender 

and receiver upon their request.  

121 – The service decides how to measure the length of data transaction, in number 

of bytes or number of packets.  

130 – The end of data transaction is reached, and the sender and receiver request a 

new port number. 

140 – The service generates and provides the second random number. 

141 – The service identifies the ports that are most actively used by sender and 

receiver and forms a pool of these numbers. 

142 – The service maps the ports actively used by sender and receiver, and assigns 

corresponding pairs of random ports to the sender and receiver. The sender and 
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receiver maintain their communication session using mapped pool of port numbers 

while the session length is reached. 

150 – The sender and receiver request new random numbers.  

160/170 – The points 160 and 170 are intended for security purposes. To increase 

the level of protection, an additional proxy may be used between the actual sender 

and receiver at 160. Garbage traffic may be directed over unused ports at 170 to spoof 

the attackers. 

Bereziński, et al. [93] is used to compare an entropy-based network anomaly 

detection method with the proposed system. Its algorithm is taken from [93] and is 

shown on Figure 3.2 below: 
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Figure 3.2: Entropy-Based Network Anomaly Detection Algorithm [93] 

The entropy-based network anomaly detector parses the traffic packets 

collected by probes. Probes include different types of network data collected from 

active network equipment, such as routers or switches, and from Internet servers.  

All collected data flows are stored in the database (DB) for further anomaly 

detection analysis. Specific criteria and parameters are set by filter, including flow 

direction, used protocols, subnets, IPs, etc.  

Then, as stated in [93], “Tsallis or Renyi entropy of positive and negative α-

values is calculated for traffic Feature Distributions”. 
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Method [93] uses two modes – detection and training. The profile of “clean” 

legitimate traffic is built in training mode (Normal Traffic Profile). Also, the 

classification model is designed. It will be used for further comparison and 

evaluation.  

In detection mode, the current filtered probes are compared to the 

classification model and normal traffic profile built in the training mode. The profile 

of legitimate traffic includes the edge values of entropy (min and max values). The 

current entropy is calculated and compared to min and max values of profile, and 

anomaly threshold is determined. Detection is performed on the current relative 

entropy, considering the range between min and max values. An anomaly is detected 

when the value of entropy is close to 0, When entropy tends to 1, the probability of 

detection tends to 50%, making it is impossible to determine if an attack is occurring 

or not. 

To minimize the false positives, the method [93] uses the coefficient to set 

the margin for the edge values. If it is equal 1, the detection rate is increased. If 2, 

the number of false alarms is minimized.  

The last stage of the algorithm, extraction, allows the system to find out the IP 

addresses of the packets, which mostly influences the change of entropy value. 
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3.3 Works Related to Reputation Management 

Pal, et al.  [30] investigates cloud security issues and introduces a method to 

determine the trust of service requesting authorities by the agent-based framework 

WAY (Who Are You) to secure the cloud nodes. Hwang, et al.  [31] has suggested 

protecting virtual clusters and datacenters with trusted access. Datacenter may 

include a large number of resources; while being trusted in general, the reputation of 

particular nodes inside the datacenter may be under question. A proposed hierarchy 

reputation system solves the problem of trust between peer-to-peer connections. 

This work extends fuzzy-theoretic trust models of [32] in secure cloud 

environments, which deals with P2P transactions in a cloud. It aggregates reputation 

values and makes the decision based on fuzzy logic. 

He, et al.  [33] designs a trust model for pervasive computing based on the 

reputation of cloud nodes, where trust relations are uncertain. This model develops a 

method to compute both propagated and aggregated trust clouds to avoid uncertain 

relationships between entities in pervasive computing. 

Direct communication between peers requires trustworthiness to be estimated; 

for this estimate to be made, some data must be gathered. The question arises: how 

to protect the privacy of this data? Ylitalo, et al. [34] reviews possible methods of 
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privacy protection from different angles, what information can be leaked, how to 

protect main channels of leakage, and how to avoid personal data compromise.  

Zhou, et al.  [35] examines the problems of peer-to-peer communications trust. 

The process of data aggregation for reputation estimation can be time consuming, so 

this work proposes a gossip trust and gossip-based protocol for fast reputation 

aggregation and ranking of peers. Habib, et al.  [36] reviews challenges of cloud 

computing. It examines the problem of quality assurance of cloud services and 

methods of trust establishment in cloud environments while also describing different 

aspects of trust, reputation, and their integration to cloud computing.  

Cloud computing is a modern trend which is developing very fast. Jøsang, et al.  

[37] reviews methods of trust and reputation establishment in cloud environments. It 

describes current trends and approaches of trust calculation and, based on it, the 

estimation of reputation of the cloud nodes. Another approach by Everett [38] 

introduces a third-party assessment provider to rank the quality of cloud services 

based on reputation. It overviews the initiatives of Cloud Security Alliance to 

establish trust in cloud and estimate the reputation of its nodes. 
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As established by these works, the question of trust is essential for enterprises. 

Trust must be established in all communications, and the methods of authentication 

and reputation management are critical to ensuring all parties are satisfied. 

3.4 Works Related to IP Traceback Methods 

IP traceback helps in incident investigation when tracing the source of attack. 

Current implementation of IP protocol allows to easily spoof the source IP address. 

Additional problems arise because NAT and proxies hide the originating address. 

Different theoretical methods of IP traceback exist, but they all have limitations. In 

practice, someone can effectively trace the source IP only within the corporate 

network or ISP network. Wider implementation would require changes to routers’ 

firmware and/or IP protocol specification and/or equipment used by Internet service 

providers. Ramesh, et al. [44] proposes a method to reconstruct paths of DDoS 

attacks and analyze the probability of variable marking depending on the distance 

between the target website and router. 

Saurabh, et al. [45] relies on a probabilistic packet marking scheme and 

introduces a way to enhance its accuracy by calculating the number of packets needed 

to complete the traceback (Completion Condition Number). Using this method 

increases the accuracy up to 95% and allows investigators to reconstruct attack paths, 

even for distributed attacks on denial of service. Li, et al.  [46] describes a packet 
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logging scheme in which a small number of packets (less than 5%) on routers are 

logged. Reconstruction of attack paths is then performed by correlation of samples 

from neighbor routers. The research led to a proposal of a new sampling scheme, 

which improves the correlation and accuracy of traceback results. 

Gong, et al.  [47] reviews two major methods of IP traceback – probabilistic 

packet marking and hash-based packet logging. Through packet marking, the path of 

some packet can be partially recorded; the primary shortcoming of packet marking 

is the method is incapable of restoring the full path of attack for all packets due its 

probabilistic nature. Packet logging allows to store hashes of all packets forwarded 

through a specific router; however, this method can face space limitation on routers. 

The authors propose a new combined method which uses the positive aspects of both 

packet marking and packet logging.  

Foroushani, et al. [48] research investigates a method based on packet marking, 

but the method is not probabilistic. It introduces deterministic method which allows 

the restoration of the full path of DDoS attacks, even if an attacker works behind a 

proxy or NAT. The method is simple, effective, and is said to be able to accurately 

trace up to 99% of attacks.  
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Hybrid IP traceback is analyzed by Yan, et al.  [49]. It was based on both 

probabilistic packet marking and hash-based packet logging and uses their 

advantages; unfortunately, some design flaws lead to possible mistakes in tracing of 

attack paths. The authors present a new approach which eliminates these errors and 

makes the tracing process more efficient and stable.  

Evaluation of deterministic packet marking (DPM) and deterministic flow 

marking (DFM) is given by Foroushani, et al. [50]. This research does not introduce 

any new methods, instead analyzing the effectiveness of DPM and DFM. The 

research shows that DFM is capable of recovering the full attack path, even if some 

packets are corrupted or spoofed or if the attack originates from NAT protected 

network or proxy. 

Sung, et al. [51] presents a method of reducing DDoS attacks by filtering packets. 

This method traces back the source of packets and determines if network edge is 

clean (legitimate user) or infected (hacker or botnet). Then it can whether to allow or 

block the packet. When suspicious traffic is blocked, possible DDoS attacks are 

prevented. 

Park, et al.  [52] reviewes ways to minimize the spoofing of attack paths. The 

effectiveness of a probabilistic packet marking method of IP traceback is analyzed 
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from the point of view of a minimax optimization problem, where system 

administrators are constantly fighting with attackers with multi-stage goals: first 

attack, to trace all attack paths and reduce false positives; and second attack, to forge 

as much packets as possible.  

Advanced marking scheme and authenticated marking scheme for IP traceback 

and protection against distributed denial of service attacks are introduced by Song, 

et al. [53]. These techniques minimize the overload of routers and produce low 

number of false positives. The authenticated scheme ensures the integrity protection 

of samples on routers, decreasing the possibility of using forged or spoofed routers 

during investigation of an attack. 

[88] is used in comparing an existing IP traceback method to the proposed 

enhanced method. Algorithms are taken from [88] and are shown in Figure 3.3-

Figure 3.6 below. The node append algorithm in Figure 3.3 represents the simplest 

way to mark the packets. Assume R is the address of router, w is the packet, and v is 

the victim. All addresses of all routers between the attacker and victim are added to 

the end of each packet. At the end of the route, each packet will contain the full 

information about the route. The shortcoming of this approach is that the packets will 

become too heavy and may fragment if their size exceeds the MTU value.  
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Figure 3.3: Node Append Algorithm 

To solve this problem, authors of [88] add a value for probability, p. They do 

not mark each packet with all routers addresses, instead setting the probability of 

marking and checking. If a random probability x is below the set value, they write 

the router address R to the reserved limited space node inside the packet as shown in 

Figure 3.4. Thus, they reduce the load on the router and packet size.  

In result, not all packets are marked, but, assuming an attack sends enough 

packets, the route can still be recovered.  Nevertheless, if the routers are located far 

enough from the victim, the probability of their marking is lowered, and the IPs may 

be lost. 
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Figure 3.4: Node Sampling Algorithm 

To address these issues, authors propose to write only the edges of the route 

instead of all nodes, as shown in figure 3.5. Each packet reserves space for two 

addresses – start and end points of the link between routers, plus the distance between 

routers. 

If a router marks the packet, it checks the distance field. If its value is not set, 

the router writes its IP to the start field and sets the distance to zero. If value of 

distance is zero, the previous router has already marked the given packet, so the 

current router writes its IP to the end field of the packet. If the router decides not to 

mark the packet, it just increases the value of distance by 1.  
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When the victim receives the packet, its distance field will indicate how many 

routers the packet has passed from the last edge to the victim. During the 

reconstruction procedure, the victim builds the graph G with edges and consequently 

enumerates all addresses R of the route. 

 

Figure 3.5: Edge Sampling Algorithm 

To increase the speed of the method, the authors compress the space reserved 

in packets for two IPs. They use half of address space to write the edge ID instead of 
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the end address. The edge ID is received by XORing the start value with current 

router IP. The address of the final edge received by the victim is left intact. In the 

reconstruction procedure, the final address is XORed to the previous edge ID and 

thus the previous edge is recovered, and so on until the original starting point is 

found. This process is shown in figure 3.6. 
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Figure 3.6: Compressed Edge Fragment Sampling Algorithm 

In conclusion, no previous works discuss a method of DDoS prevention in cloud 

using Threat Intelligence. This innovative method will be more effective than 

existing ones, as will be confirmed in further experimentation. 
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Chapter 4  

Definition of Threat Intelligence 

Despite being a relatively young field of cyber security, Threat Intelligence is 

rapidly growing. Security vendors and independent researchers define this term as a 

complex process described by some common properties; however, little consent on 

the specific properties is currently recognized. Several definitions were analyzed and 

then combined into a working definition that highlights the most important properties 

and features of Threat Intelligence. 

Friedman and Bouchard use the following definition [39]: 

“Cyber Threat Intelligence is knowledge about adversaries and their 

motivations, intentions, and methods that is collected, analyzed, and 

disseminated in ways that help security and business staff at all levels protect 

the critical assets of the enterprise”. 

Another definition is proposed by Ernst and Young [40]: 

“Cyber Threat Intelligence (CTI) is an advanced process that enables the 

organization to gather valuable insights based on the analysis of contextual 
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and situational risks and can be tailored to the organization’s specific threat 

landscape, its industry and markets”. 

David Chismon and Martyn Ruks operate with DoD’s concept of knowns and 

unknowns and apply it to Threat Intelligence [41]: 

“Threat Intelligence is the process of moving topics from ‘unknown 

unknowns’ to ‘known unknowns’ by discovering the existence of threats, and 

then shifting ‘known unknowns’ to ‘known knowns’, where the threat is well 

understood and mitigated”. 

Greg Farnham gives very clear and simple compilation of intelligence 

properties related to Cyber Threat Intelligence [42]: 

“Cyber Threat Intelligence (CTI) is Threat Intelligence related to computers, 

networks and information technology. It is instructive to consider definitions 

for classic intelligence. Intelligence as defined by Edward Waltz is, the 

information and knowledge about an adversary obtained through observation, 

investigation, analysis, or understanding, is the product that provides 

battlespace awareness”. 
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Finally, Gartner’s definition, which is widely used by many researchers [43]: 

“Threat Intelligence is evidence-based knowledge, including context, mechanisms, 

indicators, implications and actionable advice, about an existing or emerging menace 

or hazard to assets that can be used to inform decisions regarding the subject's 

response to that menace or hazard.” 

The two primary themes to be extracted from these definitions also apply to 

CTI. First, intelligence is not just information or data; it is information that has been 

analyzed. Second, intelligence must be actionable. If it is not actionable, there is no 

benefit to having it. 

Compiling the various features described in these definitions, the research 

suggests the following complex definition of Threat Intelligence: 

Threat Intelligence is a process to obtain knowledge that has been 

aggregated from reliable sources and cross-correlated for accuracy. It must 

be timely and complete, assessed for relevancy, evaluated, and interpreted to 

create actionable data, about known or unknown security threats, that can be 

used to effectively respond to those threats. 

At first, Threat Intelligence is often equated to raw information. For example, 

some researchers and vendors use raw data feeds and indicators, which are dumped 
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into an information security environment for machine-to- machine consumption. 

Such unfiltered information can exacerbate the alarm overload and false positive 

issues while missing the real and dangerous threats that lead to undetectable APT 

attacks. The primary differences between ‘information’ and ‘intelligence,’ as defined 

in this work, are shown in Figure 4.1.  
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Figure 4.1: Information and Intelligence Comparison 

Information may be true or false, complete or incomplete, relevant or 

irrelevant; because the data is collected in raw and unfiltered form from any source, 

these factors are not known. Unevaluated information can thus not be trusted, and 

action cannot be taken prior to filtration and evaluation. Intelligence uses only data 
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from trusted and reliable sources that has been processed, sorted, and assessed for 

relevancy and completeness. After such treatment, the data becomes actionable, i.e., 

the intelligence can be used to make decisions and actions. 

Forrester laid out specific criteria [1] that Threat Intelligence must address to 

be considered actionable: accurate, aligned, integrated, tailored, predictive, relevant, 

and timely. 

Accurate: information must be correct and from reliable sources. 

Aligned: information must meet intelligence requirements  

Tailored: information has been reduced to only the relevant data; there is no need to 

keep a high-volume database which reduces time for analysis and does not give us 

any help or improve quality of detection. 

Integrated: information can be used in combination with our system. 

Predictive: information can be used in proactive methods. 

Relevant: information should describe the threats adequately and in full. 

Timely: information should be updated and fresh. 
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Through the information gathered from the related works, the research indicates 

that basic threat information is not sufficient for complex methods of DDoS attack 

prevention. Instead, actionable Threat Intelligence techniques are needed to properly 

mitigate against DDoS risks. 
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Chapter 5  

Benefits of Using Threat Intelligence to Prevent 

DDoS Attacks 

The global Threat Intelligence consists of a large number of methods and 

techniques used to provide complex network security. The companies that have 

implemented Threat Intelligence prevent attacks much more effectively than the 

companies without Threat Intelligence implementation. The Ponemon Institute 

found that organizations deploying security intelligence technologies experience a 

lower annualized cost of cyber-crime [2]. Figure 5.1 displays the average amount of 

money that companies can save in cyber-attack resolution, comparing companies that 

deploy security intelligence systems with those who do not. 

 

Figure 5.1: Activity Cost Comparison: Impact of T.I. Use [2] 
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In total, 110 companies (44 percent) deploy security intelligence tools 

including reputation feeds, network intelligence systems, and big data analytics. 

Companies using security intelligence systems experience lower activity costs than 

companies that do not use these technologies. The largest cost differences pertain to 

detection, containment, and incident management activities. 

According to recent research of Ponemon Institute, security intelligence 

systems also have the biggest return on investment, with a return of 23% investments 

averaging $1.9 million in cost savings in 2015 as compared to companies without 

Threat Intelligence technology [2]. Figure 5.2 summarizes the estimated return on 

investment (ROI) realized by companies with active security technologies. At 23 

percent, companies deploying security intelligence systems, on average, experience 

a substantially higher ROI than all other studied technology categories. 

 

Figure 5.2: Estimated ROI for Enabling Security Technologies [2] 
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The research supports several key principles of global Threat Intelligence. 

 Support of a large number of distributed network sensors all over the Internet, 

which collect information about actual threats in a formalized format. 

Support of a large number of other trusted sources of data about threats. 

 Correlation of data sources for accuracy, assessment for relevancy, filtration, 

evaluation and interpretation of threat information. Threat Intelligence 

systems may accept data from different sources, but some information can be 

duplicated or interfere with other data found on the system. A typical Threat 

Intelligence system uses live experts who manually analyze the data and filter 

it. Their task is to assess data for relevancy and accuracy, and to filter out the 

duplicates, outdated, and non-relevant information. In the proposed system, 

this is not needed because the system analyzes and selects the data sources 

only for DDoS attacks , ensuring there are no duplicate sources and that the 

data is trusted. 

 Real-time aggregation and distribution of filtered information about threats 

in a cloud. A cloud consists of a variety of nodes, which should all have 

actual, timely, and relevant data. 

 Classification and categorizing of threats. All threats should be categorized 

and used as needed. For example, not all types of threats need to be 
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categorized. For this study, only DDoS-related threats were needed. If the 

relevant information is not categorized, the system would not be able to 

extract the relevant type of attack.  

 Delivery of actionable threat data to client and server end-points. Firewalls, 

IDS, IPS, SIEM, and DLP systems should be able to use that data to execute 

their protective actions to prevent the attack. 

 Support of the entire Threat Intelligence workflow by qualified group of 

researchers. In general, Threat Intelligence systems require human 

intervention and support. In the proposed system, it works automatically 

without human interaction, as described in section 7.1, by utilizing the five 

layer model with automated scripts. As mentioned above, the system does not 

protect against the entire scope of all possible attacks; this research focuses 

on DDoS only. This makes it easier to automate the prevention process and 

not to use the efforts of live experts, as a typical Threat Intelligence system 

requires. 

While Threat Intelligence addresses the entire spectrum of information security 

issues, the above six principles are universal for any specific type of threats, which 

in our case is DDoS attacks.  
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Threat Intelligence uses many sources and indicators for analysis. According 

to the SANS Institute research [3], some of the places defenders can detect these 

indicators of attack include logs, system reports, and security alerts that can 

provide the following visibility: 

o Account lockouts by asset and user 

o All database access events (success/fail) 

o Asset creation and deletion 

o Configuration modifications to critical systems 

o External activity to commonly hacked ports (1080, 135, 139, 1433, 

21, 22, 23, 3306, 3389, 445) 

o Activity on honeypot assets or files 

o Login and access logs 

o Denial-of-service attacks 

o IDS and/or IPS events 
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The actual indicators attackers look for in these and other systems include, 

but are not limited to: 

o Activity in accounts of former staff 

o Activity on same asset with different user names (within short time 

period) 

o Outside-of-hours logins to systems with critical data 

o Outside-of-hours systems’ access by system and user 

o Brute force logins 

o Privileged accounts created or changed 

o Remote email access from countries not typically involved in normal 

business operations 

o Remote logins from countries not typically involved in normal 

business operations 

o Repeated unsuccessful logins (administrative and user) by asset 

o Systems accessed as root or administrator 

o Traffic between test and development or live environments 

o User logged in from two or more assets simultaneously 

When using Threat Intelligence to prevent DDoS attacks in a cloud, a 

behavior-based method should be developed to reflect the threat probability of a 



54 

 

network connection. A reputation-based method is proposed to reflect the threat 

probability of the network connection, so it can be determined if a connection to the 

network is under the control of a botnet.  

The key benefits of using the proposed Threat Intelligence system to prevent 

DDoS attacks are: 

 Protection of target websites from botnets by having a botnet IP database and 

comparing any incoming IPs against it. 

 Decrease system load by blocking threats outside of the target website 

perimeter. 

 Decrease system outages and cost of threats elimination and recovery. 

 Automate protection process from continuously growing threats. 

 Decrease time needed to respond to new threats.  

In conclusion, the research indicates Threat Intelligence to be the most reliable 

modern technology to effectively protect against DDoS attacks and other threats, 

especially when taking into account the exponential growth of their complexity and 

intensity. 
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Chapter 6  

Research Contributions and Objectives 

A number of contributions have been realized through the research provided in 

this document, meeting the objectives of the research performed. Through this 

section, these contributions are summarized and expanded on. 

Defining the Threat Intelligence and its scope. The research compiled has 

motivated a definition of Threat Intelligence that highlights all major properties of 

Threat Intelligence as a process to obtain knowledge. Most existing definitions 

describe Threat Intelligence as either a process or knowledge, but it is neither just 

knowledge, nor just a process; instead, Threat Intelligence is a process to obtain 

actionable knowledge about both known and unknown threats. To that end, multiple 

definitions were combined to inform of such mandatory properties as reliable 

sources, accuracy, completeness, relevancy, evaluation, interpretation, and being 

actionable. 

Proposing of an innovative method to prevent DDoS attacks in cloud 

environment. This research proposes an approach that consolidates a number of 

existing methods, by using a complex multilayer system which combines several 

newly-developed techniques into an integrated system. The most notable techniques 
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are an enhanced method of IP traceback, a method of Threat Intelligence, a method 

of traffic dispatching, and a method of port hopping. As will be shown in Chapter 8, 

the joint operation and interaction of these methods make the proposed system 

unique and highly effective.  

Introducing new proactive approach to defend threats related to DDoS 

attacks. According to 2015 reports of major vendors [29], threats related to DDoS 

attacks have increased significantly. Moreover, almost no new types of attacks have 

been implemented. Instead, hackers improve existing methods by making those 

methods more powerful. The primary goal is to exhaust system resources and 

overload the communication channels, validating the claim that threats of DDoS 

attacks are severe to this day and will continue to be of great importance in later 

years.  

Designing the multilayer system of DDoS prevention in cloud using Threat 

Intelligence techniques. Threat Intelligence techniques are used by many existing 

solutions to prevent DDoS attacks, as are IP traceback, port hopping and many other 

techniques. However, there is no effective solution in the world that can really serve 

to protect against denial of service. Many servers on the Internet can be shut down 

with a single command if attacked by SYN flooding. Other servers can be taken 

offline by DNS amplification requests or other very simple types of DDoS attacks. 
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In the proposed multilayer system, a complex and integrated solution is designed to 

use power of the best modern techniques that have been further enhanced to solve 

existing problems and eliminate existing bottlenecks.  

Introducing improved method of IP traceback. By enhancing an IP traceback 

method, iDPM (improved Deterministic Packet Marking) was created. It improves 

standard methods of DPM type by using 2 octets of the options field, which allows 

the information about the route and IP address of the packet to be stored in full; this 

differs from other methods that must store the route and IP address information into 

two or more parts. iDPM enables restoration of the full route at the victim’s side and 

is protected from packet loss by using the options field to repeat each IP in two or 

more packets.  

Introducing a simple and effective method of port hopping. This research 

suggests a port hopping method that uses unique formulas of calculation of port 

number along with a traffic dispatcher and proxy server(s), adding more security to 

this method by ensuring that only the dispatcher’s IP is visible from an external 

network. A malicious user has to break both the dispatcher and proxy and must know 

the formulas to be able to spoof the port number and connect to the target website 

directly.  
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Experimental confirmation of method effectiveness. This research will test 

and confirm the effectiveness of the proposed method as compared to other popular 

techniques. The techniques include IP traceback, port hopping, and entropy based 

anomaly detection. 
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Chapter 7  

Methodology 

This chapter, will describe the methodology for detecting, analyzing, and 

blocking DDoS attacks. In discussing the methodology used, an explanation of the 

logic and concepts will be detailed, elaborating on the work discussed in previous 

sections. This will lead into the multi-layer model and how the layers are 

interconnected. By discussing the interconnected aspects of the multi-layer model as 

well as highlighting the portions that operate independently, this research seeks to 

explain the reasoning behind the elements that are connected as well as explaining 

how the pieces work together. 

7.1  Logic and Concept 

The primary concept behind the proposed method relies on combining several 

protection methods and adding proactive approach with Threat Intelligence. This 

begins by establishing five protection layers for all incoming traffic. The logic 

diagram is shown in Figure 7.1. 
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Figure 7.1: Logic Diagram of DDoS Prevention Method 

The above diagram may be represented in procedure language: 

 Parse raw traffic 
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  PROXY = TRUE 

 if (isTorExitNode OR TorDNSEL == NXDOMAIN) 

  TOR = TRUE 

 Update (BotnetIPs) 

 Update (Signatures) 

 SourceIP = Read (RouteTable) 

 if (SourceIP belongs to BotnetIPs) { 

  block (firewall, SourceIP) 

  exit 

 } 

 Let S = traffic speed 

 Set (S) 

 Parse access log 

 Let P = pages per visit 

 Let T = time on site 

 Let V = new visitors 

 Let B = bounce rate 

 Let R = response time of target 

 Let A1 = attack detection for behavior patterns 

 Let A2 = attack detection for application data 

 Let A3 = attack detection for reputation management 

 Let A = resulting attack 
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 Set (A1, P, T, V, B) 

 Set (A2, R) 

 Set (A3, S, SUSP, SINGLE, PROXY, TOR) 

 A = A1 AND A2 AND A3 

 if (A == TRUE) { 

  Set (firewall rules) 

  exit 

 } 

 Call Dispatcher (raw traffic) 

 Call Port Hopping (raw traffic) 

1. The first layer analyzes the IP sources. If an anomaly of a huge traffic started from 

some range of IPs, the IPs are compared to a database to verify if the IPs belong to 

botnet IPs. The database of botnet IPs is connected to the Threat Intelligence engine 

on layer three; since the layers are interconnected with each other, the IP is passed 

with a PHP function to be checked against entries in the botnet IPs database. For this 

purpose, the TCP header of each packet is parsed to get the source IP address from 

the standard structure of TCP header. The botnet IPs are stored in a table of source 

addresses in a local MySQL database. The simple analysis (checking for duplicate 

entries) of this table’s entries shows if the source IPs are different or the same. In the 

case of an attack, the attack can be determined to be DoS (the IPs are from the same 

source) or DDoS (all IPs are different). The system draws the appropriate conclusion 
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based on whether incoming packets belong to one source or different sources. After 

that, a function in C language is used to send a request to layer three (Threat 

Intelligence) with the source IP address as an argument. This function queries a base 

of botnet IPs connected to Threat Intelligence engine. If a match with a botnet IP is 

detected, the function returns TRUE; otherwise, it returns FALSE. 

Packet forwarding techniques like NAT and encapsulation may be used on 

Internet traffic; however, such techniques obfuscate the real origin of packets. The 

traceback method is used to analyze the originating IP address and to check the 

address against the botnet database. If entries are matched to botnet IPs, the IP is not 

obfuscated and can be blocked effectively on layer three.  

There is no practical commercial implementation of IP traceback which 

works effectively in current Internet infrastructure [44-57]. This fact has caused 

several necessary changes to existing hardware or IP protocol specification or ISP 

equipment to be considered. One of the goals of this research is to minimize the 

necessary changes while keeping the protocol intact.  

The proposed method improves the previous works [44-57] and represents an 

approach that we call improved Deterministic Packet Marking (iDPM) as having the 

best relation of effectiveness and ease of implementation. From analyzing the related 
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works, we came to a conclusion that traditional packet marking has two main 

disadvantages [44-53]:  

1) The true source IP must be split into 2 or more parts to fit the length of packet 

header because they use short fields for marking, which have a maximum 

size 16 bits while an IPv4 address requires 32 bits for storage. 

2) Traditional packet marketing does not allow for restoration of the full route 

of packets because some packets may be lost on the way, resulting in the 

corresponding marks being lost as well. 

To prove that the enhanced method is free of the mentioned disadvantages, the 

initial consideration is an analysis of the structure of IPv4 headers, as shown in Figure 

7.2. 

 

Figure 7.2: Structure of IPv4 Headers 
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Usually, the fields labeled Identification (16 bits), Fragment Offset (16 bits 

including flags), DSCP (6 bits), ECN (2 bits), and even TTL (8 bits) are used in 

different packet marking methods. As a result, the limitations of each field’s size 

does not allow the full IP to be stored in one packet, resulting in its fragmentation. 

In the proposed method, the options field is used instead, which can have multiple 

entries of 32 bits, a long enough field to store the full length of an IP address. 

Moreover, the IP header may have variable number of options, which the option field 

can address. If octet 20 is busy with real options, the next octet may be used. The 

maximum size of the header is 480 bits, from which only first 160 bits (octets 0-19) 

are mandatory. Thus, we have 320 bits left for options field, which theoretically may 

be used to store up to 10 IPs. With only one word (32 bits) used to store one IP 

without fragmentation, there are nine words left available to record the route of the 

packet. Prior to recording the route, however, the system requires additional 

information. 

To trace the full route of the packets, the system needs to record the 

originating IP of local computer (it may be in format of local network like 

192.168.1.1) and the IPs of all the routers through which the traffic passes. Such an 

approach allows the source IP to be traced, even if NAT or proxies are used.  
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The first packet will have the following format of options field: 

Field I   Bits 0-15      indicator of first packet = 1111111111111111 

Field R  Bits 16-21      number of routers 

Field P  Bits 22-24      number of repetitive packets 

(reserved)  Bits 25-31      reserved for future needs = 0000000 

The method works as follows: 

1. First packet sets the field I to 1 and tells the local gateway to record the 

originating local IP to the second packet. 

2. Each router increases the field R by 1 and records its IP to the packet number 

Identification + R + P. 

3. Field P is set manually by operator and indicates the number of repetitive 

packets, protecting against packet fragmentation and avoiding losing any part 

of the route. 

This method allows for full restoration of the traffic route including NAT, 

proxies, etc., because it begins to record the IPs before a packet reaches proxy. The 

process can become more enhanced by coding an octet 20 of IPv4 header to avoid 

spoofing of this octet by hackers. 
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The algorithm of our iDPM method is shown on below: 

Marking Procedure 

 For each router { 

Let I (indicator of first packet) = 1111111111111111 

Let R (number of routers) = 0 

Let P (number of repetitive packets) = 1 

 For each packet { 

   if (1st octet of Options field is used == TRUE)  

    switch to next octet 

   else { 

    if (isFirstPacket)  

                         write (Options, I) 

    else  

                         write (Options, CurrentIP) 

   } 
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  } 

  R = R + 1 

 } 

 Path Reconstruction Procedure 

 Let IP = source IP, an element of path 

 Let RouteTable = list of path nodes 

For each R  

  while (not I) { 

   IP = get (packet, Options) 

   write (RouteTable, IP) 

  } 

As shown below in Figure 7.3. The iDPM method illustrated using real data example. 

The route to our target website 192.168.0.155 is: 

192.168.0.15   >   192.168.0.100   >   192.168.0.155 
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Figure 7.3: iDPM Method 

At this point, an analysis of browser agents would help to identify attackers 

who are moving between IP addresses or hosts (NAT/TOR/Proxies) that support 

multiple clients. For example, in some networks, many clients may go to the Internet 

through the single IP of proxy server. We will see this IP in TCP headers and access 

log file of target website. It must thus be determined if this is one client or many 

clients by querying the user-agents from access log of target website. If different 

user-agents correspond to one IP address, the conclusion may be drawn that this IP 

hosts many clients.  
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It is not a trivial task to detect traffic which comes from botnets because a 

good attack copies a user-agent, a string of text identifying client web browser and 

operating system, of a genuine browser and imitates other signs of normal behavior. 

A user-agent is written to access log file for each source IP address and helps web 

analytics systems to get more information about visitors of some website, and it may 

be a subject of obfuscation. For example, it is known from official documentation 

that Tor browser is based on Firefox [84] and therefore it may use a user-agent of 

Firefox. This helps to hide its traces in logs of visited servers because no one will see 

that Tor was used to visit this server as the user-agent with register as a Mozilla user-

agent. Additionally, hackers can form any user-agent manually to imitate any web-

browser they want. Despite this, there are some initial indicators which will greatly 

help to reduce the power of the attack within the first two layers of the proposed 

method. These indicators include several variables (SUSP, SINGLE, PROXY, TOR) 

that are explained below. They are all of a Boolean type which means they can accept 

only two values – TRUE or FALSE (1 or 0). Separately, each of these indicators does 

not indicate a bad sign, but in combination with each other and with speed of traffic, 

they may indicate a possible attack. These combinations are explained in reputation 

calculation below. 
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The first layer serves several purposes, as detailed below. 

Identifies “suspicious” traffic. The header is used to determine if it includes 

a valid user agent. An attack may yet copy the user-agent of a genuine browser, 

making this a necessary step to check the traffic and set the flag. However, in the 

multilayer method, this is only one of four criteria. A Boolean-type variable named 

SUSP is defined and passed to layer two. As a Boolean type, SUSP has two possible 

values – TRUE or FALSE. Traffic is considered suspicious (SUSP=TRUE) when 

non-standard user-agent is detected, resulting in SUSP being set to TRUE. We allow 

search and stats bots, crawlers, and validators, as well as all standard browsers 

including mobile ones, but all other traffic sets this variable to TRUE, which can 

result in the traffic being blocked at layer two. All standard user-agents are listed at 

website UserAgentString.com. Also, this site allows us to check if a user-agent 

belongs to stat bots, crawlers and validators, allowing the proposed system to draw 

a conclusion based on verification of a given user-agent at this website by 

downloading content of this website to a local database to use when performing a 

check and compare of the current user-agent against database entries. 

Identifies large number of requests from single source. The system has a 

table of source IPs obtained from TCP headers of incoming packets and is able to 

identify if there is a single source or multiple sources by comparing IPs to each other 
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using a function which finds duplicates. We define a Boolean-type variable named 

SINGLE and pass it to layer two. 

Identifies proxies. There are two main methods of identifying a proxy; the 

multilayer system uses both of these methods. The first method is to compare a given 

IP against publicly available databases of proxy servers such as MWolk.com. By 

sending a request to this website, passing a given IP as a parameter, the system 

receives first confirmation of whether the IP is a proxy. The second method detects 

a proxy by checking if X-Forwarded-For flag is set in packet’s header. According to 

official documentation [85], this flag in packet header indicates a usage of proxy 

server. Layer one defines a Boolean-type variable named PROXY and uses this 

variable to pass the results of these checks to layer two. 

Identifies Tor traffic. There are two main methods of Tor detection. It is 

easier to detect Tor traffic than proxy because the identification methods are 

described in Tor official documentation. One method is to compare a given IP to the 

current list of Tor exit nodes at https://check.torproject.org/exit-addresses [86]. 

Another more universal method is to use the official Tor script TorDNSEL and check 

if its return value is not equal to NXDOMAIN value, which is also made accordingly 

to official documentation and this will mean a Tor exit node is detected [87]. Layer 
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one defines a Boolean-type variable named TOR and uses this variable to pass the 

results of these checks to layer two.  

The variables defined and initialized in layer one help layer two to take 

action. If layer two detects the exceeding speed of traffic, it may either filter out the 

packets marked with TRUE value of SUSP, SINGLE, PROXY and TOR variables 

by setting the filtration rules for firewall, or it may trigger CAPTCHA on the target 

website, so visitors will be asked to enter a CAPTCHA to confirm they are not bots 

[76]. Conditions of variable definitions are shown in Figure 7.4. 
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Figure 7.4: Traffic Variables Definition 

The first layer operates on network level of OSI model and prevents bandwidth 

depletion. 

The second layer analyses the speed of requests. Layers one and two are 

generalized and combined in a block in Figure 7.4 because the main role of layer one 

is to define these variables, and the operation of layer two depends on their values. 

If it is found that the rate at which inbound traffic is higher than a threshold speed 
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value, which is calculated below as a value of S, blocking rules can be formed by a 

function in language C and passed to firewall. Otherwise, the traffic is just passed to 

layer three. 

The rate at which we consider traffic to be malicious can be determined by 

calculations in which the speed S is determined. The figures of normal traffic speed 

for different types of websites, including promotion campaigns and ordinary visitors, 

are collected from web analytics software. For example, the attack can be made 

known if the checkout page of e-store is requested with 100Gb/s. In this case, the 

users can be redirected to the homepage by adding RewriteCond and RewriteRule to 

.http file of target website, eliminating the load of database to prevent a successful 

DDoS attack while avoiding usage of non-optimized scripts and other possible target 

points that may be found by attackers, or the users can be asked to enter a CAPTCHA 

on the target website to verify they are not bots. 

The method of speed calculation is very simple. The traffic is captured by 

any server tool which records the incoming traffic packets for 1 ms and counts the 

number of bits in captured data. Then the rate is multiplied by 1000 to get an estimate 

of the number of bits per second. 
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The statistics of website visits may be taken from web analytics software like 

Google Analytics, AWStats or similar. Both unique visitors and peak number of 

monthly visitor counts are needed. This information is represented in form of matrix 

P: 

𝑃 = (

𝑅𝑎𝑛𝑔𝑒[𝑎1 − 𝑏1] 𝑝𝑒𝑎𝑘1
𝑅𝑎𝑛𝑔𝑒[𝑎2 − 𝑏2] 𝑝𝑒𝑎𝑘2… …
𝑅𝑎𝑛𝑔𝑒[𝑎𝑛 − 𝑏𝑛] 𝑝𝑒𝑎𝑘𝑛

) 

Equation 7.1: Visitor Matrix 

The matrix depicts a range of monthly visitors (e.g. a1-b1) corresponded to 

the peak value of monthly visitors for last 3 months for that range (e.g. peak1). This 

information is useful to determine the possible attack speed threshold. 

Layer two uses a PHP function to request from target website grep of access 

log for the last 30 days and count of the number of unique IPs from that log for each 

day. With this information, layer two can calculate attack severity, as displayed in 

Equation 7.2. Assume the number of visitors for a day is Ui, where i is day, d – 

number of days (30), and A is the level of attack. This result is then multiplied by the 

corresponding number from Equation 7.1 to allow for a maximum excess number of 

visitors before an attack is triggered, value of M. 
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𝐴 = 𝑃 [[
∑ 𝑈𝑖
𝑑
𝑖=1

𝑑
]] ∗ 𝑀 

Equation 7.2: Level of Attack Formula 

In other word, the average number of visitors per day is calculated, then the 

corresponding value of peak traffic is selected from matrix P and multiplies it to M, 

thus obtaining the level of triggering the attack. It should be noted that concrete 

numbers in matrix P may vary for different studies, but these variances do not affect 

the general formulas for A and S. This means the formulas developed in this study 

will be universal for any other types of websites. 

Having the number of visitors which triggers the attack, the speed of attack, 

S, can be calculated for HTTP traffic as depicted in Equation 7.3. 

𝑆 =
𝐴

86400
∗ 𝑠𝑖𝑧𝑒𝑜𝑓(𝑝𝑎𝑐𝑘𝑒𝑡) 

Equation 7.3: Attack Speed Calculation 

S is a rate at which we can consider traffic to be malicious in regard to DDoS attack 

activity.  

If traffic speed is S, and some of the values SUSP, SINGLE, PROXY and 

TOR is TRUE (examples of logical operations between them are listed below), layer 
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two takes the action as a firewall rule and passes it to layer three. Specific forms of 

rule depends on the firewall used in practical implementation. In other words, the 

attack is triggered if traffic speed is above the threshold that we calculated earlier, 

and indicators from layer one show that there is a suspicious traffic or proxy or Tor 

is used. 

Also, feedback is provided to the Threat Intelligence based on the events that 

triggered the variables to TRUE value. For example, if  

(PROXY == TRUE OR TOR == TRUE)  AND SUSP == TRUE 

then this condition will be used to define the packet reputation on layer three. 

Additional examples include, but not limited to: 

Speed  > S AND SUSP == TRUE 

Speed  > S AND TOR == TRUE 

Speed  > S AND PROXY == TRUE 

Speed  > S AND (PROXY == TRUE OR TOR == TRUE) 
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Figure 7.5: Traffic Speed Detection 

In Equation 7.3, the traffic speed is calculated. If the speed is below threshold, 

it is passed to layer three (Threat Intelligence). If the speed is equal or above 

threshold S, then the values of indicators are checked. In a case where all or some of 

the indicators are FALSE, the traffic is passed to layer three. If all of the indicators 

are TRUE, the blocking rule is passed to the Firewall. As shown in Figure 7.5. 

Traffic speed is an important factor, but traffic can increase for natural 

reasons; for example, breaking news or new product launch will give the significant 

increase of legitimate traffic, theoretically even exceeding our threshold value of S. 

To avoid blocking legitimate users, additional measures are used in determining if 
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the suspicious traffic is a DoS attack or not. These additional factors are defined by 

formulas for A1, A2 and A3, including the behavior patterns which distinguish 

legitimate users from bots by their behavior on target website, and reputation 

management which also adds accuracy to attack recognition in flow of legitimate 

traffic. Only when all three values are TRUE is it determined that there is an active 

attack. Thus, blocking of legitimate users is excluded, even if number of visitors 

greatly increases. The second layer operates on network level of OSI model and 

prevents bandwidth depletion. 

If traffic passes the second layer successfully, i.e. the attack detection is not 

triggered, the third proactive layer will be based on Threat Intelligence and analyze 

the behavior patterns.  

Traditionally, Threat Intelligence is associated with a number of feeds 

received from many different sources. Special dedicated staff analyzes these feeds 

for relevancy and other properties. While also using feeds, the proposed TI system 

utilized in layer three is more complex, representing a combination of five modules. 

All these modules interact with each other in a structure of Threat Intelligence shown 

in Figure 7.6:  
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Figure 7.6: The Structure of Threat Intelligence 

The Threat Intelligence engine receives the source information from layer 

two in the form of incoming traffic, actions to firewall, updates for botnet IPs and 

signatures, and values of variables to determine the packet’s reputation. The Threat 

Intelligence engine analyzes the data using five methods and produces a set of actions 

used to set up the firewall to block the packets. 

Behavior Patterns. Usually the behavior patterns are formed by different 

types of criteria. The patterns in turn form portraits (or profiles) of both legitimate 

and malicious users, as show in Figure 7.7:  
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Figure 7.7: User Portraits 

They are formed by coding with scripts in PHP and provided by the protected 

target website. To identify the behavior, we build the algorithm based on the 

following criteria: 

Numerous attempts to read non-existing pages. Attackers probe different 

parameters to see the server response. Also, vulnerability scanners are 

looking for standard admin pages, standard pages, and scripts of content 

management systems, etc. used by different websites and CMS by default. 

Numerous requests from the same referrer which may contain hidden frame. 

A simple way to DoS a website is to place hidden frames on other popular 

websites containing requests to a target website. 
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Statistics of access log show that number of pages per visit tends to zero 

comparing to average website value. Botnets usually requests one page per 

its visit. The value pages per visit can be obtained from logs of website 

analytics system like Webstats. 

Statistics of access log show that time on site tends to zero comparing to 

average website value. Botnets usually does not keep the connection open. 

The value time on site can be obtained from logs of website analytics system 

like Webstats. 

Statistics of access log show that new visitors tends to 100% comparing to 

average website value. Botnets usually simulate unique visitors. The value 

new visitors can be obtained from logs of website analytics system like 

Webstats. 

Statistics of access log show that bounce rate tends to 100% comparing to 

average website value. It is a known fact that botnet connections are normally 

closed immediately without navigating to other pages. The value bounce rate 

can be obtained from logs of website analytics system like Webstats. 

Application Data. Application DDoS (ADDoS) attacks are most difficult to 

detect, because they do not generate heavy traffic. They are directed to a specific 
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website applications, pages, or non-optimized scripts which produce large number 

of SQL queries. If an attacker just sends the continuous requests to such a script, it 

may overload the SQL daemon and make it stop responding. To proactively mitigate 

such threats, PHP functions can be used to crawl the target website and measure the 

response time of all pages. A function enumerates all target website pages and counts 

the time in milliseconds between page request sent and HTTP status received back 

for a page. If the crawler detects delays in response of some pages compared to 

general response time of other pages, as calculated on previous passes of the crawler, 

then it forms the action rule to firewall to either block requests to this page or to 

redirect requests to the frontpage. Exact syntax of the rule may vary and depends on 

the firewall chosen for the study, for example, ipfw or other. Thus, application data 

contains average response times for all pages of target website in the form of table 

with data in milliseconds. This data is stored in local MySQL database and contains 

values obtained from previous passes of the crawler, as illustrated in both Figure 7.8 

and Figure 7.9. 
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Figure 7.8: Application Data Illustration 

 

Figure 7.9: Algorithm of Application Data  
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Botnet IPs. This information is provided by third-party services of source 

data for Threat Intelligence. Sources are chosen by analyzing the open sources 

available on the Internet in public access. There are many known IPs and ranges 

which belong to large botnets. This research establishes a MySQL database, which 

is updated by receiving feeds in XML or other formats available. Our scripts request 

new feeds on a regular basis (twice a day) and to update the database. The Threat 

Intelligence engine will issue the action rule to the firewall to block these IPs. The 

rule is formed by script. Exact syntax of the rule may different based on the firewall 

chosen. The algorithm of this process is shown in Figure 7.10. 

After extensive research and analysis, the following feeds were used: 

http://rules.emergingthreats.net/blockrules/compromised-ips.txt  

http://rules.emergingthreats.net/fwrules/emerging-Block-IPs.txt  
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Figure 7.10: Algorithm of Botnet IP Update 

DDoS Signatures. This information is provided by third-party services of 

source data for Threat Intelligence, chosen by analyzing the open sources available 

on the Internet in public access. There are a lot of known signatures of DDoS attacks, 
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XML or other available formats. The scripts request new feeds on a regular basis 

(twice a day) to update the database. The Threat Intelligence engine will issue the 

action rule to firewall to block these signatures if found in traffic. The rule is formed 

by script. Exact syntax of the rule may different depending on the firewall chosen. 

The algorithm of this process is shown in Figure 7.11. 

After extensive research and analysis, the following feeds were selected: 

http://rules.emergingthreats.net/blockrules/emerging-compromised-

BLOCK.rules  

http://rules.emergingthreats.net/blockrules/emerging-botcc.rules  

http://rules.emergingthreats.net/fwrules/emerging-IPF-ALL.rules 
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Figure 7.11: Algorithm of Signatures Update 

Reputation Management. For reputation management (RM), the reputation 

is calculated for each packet using the values of variables SUSP, SINGLE, PROXY, 

TOR, S, and speed received from previous layer. The reputation is a Boolean value 

expressed by A3, as show in Equation 7.7. The reputation helps to easily recognize 
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the attack and serves as an additional enhancement of DDoS prevention quality. The 

general scheme of reputation management is shown in Figure 7.12. 

 

Figure 7.12: Reputation Management 

General criteria for reputation evaluation are shown in Figure 7.13 and Figure 7.14. 
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Figure 7.13: Good Reputation Criteria 

 

Figure 7.14: Bad Reputation Criteria 
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Methods 1, 2, and 5 are proactive, 3 and 4 are signature-based. Proactive 

methods do not know the exact threats, because they do not content any signatures, 

but they even prevent unknown DDoS attacks using behavior analysis. All together, 

these five methods provide effective protection against DDoS attacks without human 

intervention, as shown in (Equation 7.8). All other existing methods of Threat 

Intelligence suppose that human experts process, analyze, and verify the threat 

information manually before entering it to the databases and sending updates and 

actions to the clients. For example, large vendors as Symantec, McAfee, Trend 

Micro, Microsoft, and others have their own centers for Threat Intelligence where 

hundreds of people collect, analyze, and enter the information about threats.  

 

Figure 7.15: Traditional Scheme of Threat Intelligence  
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Figure 7.16: Proposed Scheme of Threat Intelligence  

Let’s define the formulas for attack detection A at a given time t – A(t) for the 

proactive methods 1, 2, and 5. Consider: 

P – pages per visit,  

T – time on site,  

V – new visitors,  

B – bounce rate,  

RN – response time of a target website page,  

N – number of target website pages 

RT – reputation based on traffic variables 

RP – value of Reputation Management 

A1 – attack detection for method 1 (behavior patterns),  
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A2 – attack detection for method 2 (application data).  

A3 – attack detection for method 5 (reputation management). 

Then –  

𝐴1(𝑡) =

{
 
 
 

 
 
 
1, 𝑃𝑡 → 0
0, 𝑃𝑡 → ∞
1, 𝑇𝑡 → 0
0, 𝑇𝑡 → ∞
1, 𝑉𝑡 → ∞
0, 𝑉𝑡 → 0
1, 𝐵𝑡 → ∞
0, 𝐵𝑡 → 0

 

Equation 7.4: Behavior Pattern Attack Detection Formula 

𝐴2(𝑡) =

{
 
 

 
 0, (

∑ 𝑅𝑁𝑖
𝑁
𝑖=1

𝑁
)
𝑡

 → 0

1, (
∑ 𝑅𝑁𝑖
𝑁
𝑖=1

𝑁
)
𝑡

 → ∞

  

Equation 7.5: Application Data Attack Detection Formula 

𝑅𝑇(𝑡) = {

0, 𝑠𝑝𝑒𝑒𝑑 < 𝑆
1, (𝑃𝑅𝑂𝑋𝑌 = 1  𝑂𝑅  𝑇𝑂𝑅 = 1)  𝐴𝑁𝐷  𝑆𝑈𝑆𝑃 = 1
1, 𝑠𝑝𝑒𝑒𝑑 > 𝑆  𝐴𝑁𝐷  (𝑃𝑅𝑂𝑋𝑌 = 1  𝑂𝑅  𝑇𝑂𝑅 = 1)
1, 𝑠𝑝𝑒𝑒𝑑 > 𝑆  𝐴𝑁𝐷  𝑆𝑈𝑆𝑃 = 1

 

Equation 7.6: Reputation Based on Traffic Variables 
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𝑅𝑃(𝑡) =
𝑅𝑇(𝑡)

1/((
∑ 𝑅𝑁𝑖
𝑁
𝑖=1

𝑁
)
𝑡
∗ 𝑆)

∗ 100% 

Equation 7.7: Reputation Management Calculation 

𝐴3(𝑡) = {
0, 𝑅𝑃(𝑡) < 100%
1, 𝑅𝑃(𝑡) ≥ 100%

 

Equation 7.8: Reputation Management Attack Detection Formula 

𝐴(𝑡) = 𝐴1(𝑡) ∧ 𝐴2(𝑡) ∧ 𝐴3(𝑡) 

Equation 7.9: Attack Detection 

In result, if A (t) = 1, an attack is actively occurring at the given time; otherwise, 

there is no attack. This is demonstrated in the example below: 

The target website has 3 pages per visit in average during last 30 days, 10 sec 

time on site, 100 new visitors from 1000 unique visitors (number of visitors, unique 

visitors, session, pages per visit, bounce rate, as well as many other statistics are 

calculated and stored in logs by website statistics analyzing software like Webstat), 

and a bounce rate of 40%. The system received indication from the layer two signal 

that speed > S and started analyzing the current behavior. The following current 

values were collected: pages per visit = 1, time on site = 1 ms, new visitors 1000, 

bounce rate 99%. Thus, we have P -> 0, T -> 0, V -> infinity, B -> infinity. This result 
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in A1=1 (TRUE). In other word, behavior analysis detected the attack. The target 

website has 100 pages and their general response time is 0.1 ms. Now the scripts 

show the response time to be 500 ms, which tends to infinity as compared to general 

response time. In other words, A2 = 1 (TRUE); SUSP = TRUE; and speed > S; 

therefore, RT = 1 (TRUE). When S is known, RP, and thus the corresponding A3, can 

be calculated. Assume A3 is also 1. Thus, resulting value of A = A1 ∧ A2 ∧ A3= 1 

(TRUE) = the attack is ACTIVE. 

Many companies deploy Threat Intelligence systems, but there is no such 

global system to protect the whole world or at least a country. This is because all 

vendors handle the incidents using their own formats, descriptions, definitions and 

mitigation techniques. Even the same virus may have several different names at 

different AV companies.  

Organization like MITRE create standards and languages for threat 

description and threat information exchange, but there are so many standards that 

companies cannot agree to use one of them the world over. Figure 7.17 shows variety 

of such languages and standards [75]. 
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Figure 7.17: TI Standards 

Through analysis of the TI standards, it was found that only several of above 

listed standards have chances to be recognized by worldwide community – IODEF, 

IODEFSCI and STIX. For the purpose of this research, STIX was selected as the 

standard. Third layer operates on both network and application levels of OSI model 

and prevents resource and bandwidth depletion [75]. 

 

 



98 

 

The fourth layer will dispatch the traffic to the proxy server in order to 

decrease traffic load, if necessary.  

The purpose of the dispatcher is to accept all traffic and forward it to proxy. 

All traffic is not immediately directed to the proxy as heavy traffic may cause the 

proxy to shut-down and cause the denial of service of target website. There are at 

least two or more instances of proxy. The exact number of instances depend on 

website popularity (i.e. the number of website visitors – the more visitors we have, 

the more popular is the website). One is the master proxy. They are replicated on-

the-fly, which allows the proxies to have the similar information on all instances at 

a given time. This does not affect the system performance, but does allow for a 

significant advantage: the information is reserved, and if one instance will go offline, 

another instance will be used automatically without causing outages. Dispatcher 

pings the master proxy and calculates the average response time with a simple script 

in C which parses the ping response times and calculates the average value from 

them. Let’s say the average response time is N ms, as obtained by this script. When 

the dispatcher detects that response time becomes N*3 ms, it sets the second proxy 

instance to be master proxy, as show in Figure 7.18. 



99 

 

 

Figure 7.18: Traffic Dispatcher 

In this way, the reservation of proxy and its continuous operation is provided. 

The dispatcher itself is also reserved by hardware abstraction infrastructure provided 

by a cloud service. As shown below in Figure 7.19, through this design, the attacker 

can only obtain the IP address of dispatcher using some network tools like lookup, 

but the attacker does not know how much physical or logical servers or instances 

stay behind this IP because their internal addresses are known only to dispatcher, as 

shown in Figure 7.19.  
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Figure 7.19: Dispatcher Workflow 

The fourth layer operates on both network and application levels of OSI 

model and prevents resource and bandwidth depletion. 

The fifth layer will determine the necessity of port hopping between proxy 

and target website in case the attack is targeted to a specific web-application.  

Port hopping is a technique that protects the target website from direct access 

by an attacker changing the port number in given time frames [69, 70]. The algorithm 

of port changing is known only to the system proxy and target website. If the target 

website receives a packet with the wrong port number for the current time frame, it 

rejects the packet. Port hopping is used on layer five and is made between the proxy 

and the target website in case the attack is targeted to a specific web-application.. We 

design the pseudo-random algorithm of changing of port numbers, which is known 
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only to proxy and target website. The target website services use different port 

numbers in different time frames. This technique serves as a good added advantage 

of attack prevention when used in combination with the other layers in the proposed 

system. Port hopping is defined as necessary in cases where speed > S, but A == 0; 

in other words, traffic speed is high, but the attack was not detected on layer three.  

The layer four proxy is used to perform port hopping to protect the target 

website from direct access by an attacker; the attacker will not be able to directly 

access a website by IP, because he will not know the current port, as shown in Figure 

7.19. A pseudo-random algorithm (Equation 7.10) is used to change port numbers, 

which is known only to proxy and target website. The port numbers Port change as 

a function of time t, where PRND0 is a pseudo random number generator, 

synchronized between proxy and target website. The target website services use 

different port numbers in different time frames. The algorithm uses time t to calculate 

the key. If the target website receives a packet with the wrong port number for the 

current time frame, it rejects such packet without even analyzing its contents. The 

pseudo-random formula was designed based on previous works [69-71]. 

𝑃𝑜𝑟𝑡(𝑡) = (𝑃𝑅𝑁𝐷0 ⨁ 𝑡) 𝑚𝑜𝑑 65535 

Equation 7.10: Pseudo-Random Port Hopping Algorithm 
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where PRND0 is the pseudo-random number generator synchronized between the 

proxy and the target website; t is the current time; and 65535 is the greatest possible 

port number. 

 

Figure 7.19: Change of Standard Port Number 

Table 1 and Figure 7.20, displays an example of the port number changes as 

a function of time as determined by the algorithm. 
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Table 1: Port Changes 

t Port t Port t Port 

1 64413 24 3372 47 49136 

2 64286 25 5170 48 8888 

3 13531 26 1965 49 17425 

4 26564 27 18206 50 65103 

5 48953 28 41719   

6 27873 29 13919   

7 7245 30 46645   

8 996 31 49891   

9 28047 32 10719   

10 3361 33 18840   

11 10863 34 15847   

12 35926 35 37851   

13 47032 36 36202   

14 19337 37 29104   

15 18404 38 35741   

16 63215 39 31808   

17 16882 40 28593   

18 44069 41 48684   

19 9515 42 494   

20 25578 43 18729   

21 3080 44 46828   

22 9073 45 57496   

23 52611 46 4703   
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Figure 7.20: Diagram for Port Number 

The algorithm of our Port Hopping method in procedure language is listed below: 

Generation of port numbers 

 sync random number generator { 

initialize random number generator on proxy side 

  initialize random number generator on target side 

 } 

 while (communication isactive) { 

0

10000

20000

30000

40000

50000

60000

70000

0 1 0 2 0 3 0 4 0 5 0 6 0

P
O

E
R

T
 N

U
M

B
E

R

TIME (MS)



105 

 

  for each (timeframe) { 

   generate new port 

   set new port on proxy side 

   set new port on target side 

  } 

 } 

In result, we obtained the operation model shown in Figure 7.21. 

 

Figure 7.21: DDoS Prevention Method Model 

The fifth layer operates on both network and application levels of OSI model 

and prevents resource and bandwidth depletion. 
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Chapter 8  

Experiments and Results 

The method of experiments is described in 10 generalized steps and shown in 

figure 8.1. 

In the test lab, a virtual cloud is constructed from virtual machine images. 

The five layers of the defense system is simulated with various scripts that were 

loaded into the virtual cloud nodes. The system is then connected to external threat 

data sources. 

Several virtual machines are set up with virtual botnet, and a separate virtual 

machine is use to set up a target website. Two more virtual machines are used to host 

the dispatcher and proxies. DDoS attacks are simulated using the botnets to assault 

the target website using the tools of Kali Linux and third-party web services like 

vThreat Apps. Attacks come through the cloud nodes that are structured as the 

multilayer system, allowing the layers to be tested for effectiveness in attack 
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mitigation. Effectiveness is measured through browser plugins that measure the 

speed of the target website before, during, and after an attack. 

8.1 Experiments and results 

In this study, a test environment is prepared and practical experiments are 

conducted to verify assumptions and methods of attack detection and prevention. The 

aim of the experiment is to prove that the developed method of DDoS attacks 

prevention in a cloud is effective, accurate, and has strong advantages compared to 

other methods. The experiments to be made are listed in Figure 8.1 and Table 2. 

 



108 

 

 

Figure 8.1: Flow of Experiments 
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Table 2: Flow of Experiments 

# Experiment Scope Aim 

1 Source IP detection without 

obfuscation 

Layer one Detect real IP from attack 

path 

2 Source IP detection with 

obfuscation 

Layer one Detect real IP from attack 

path when attacker spoof the 

source 

3 Checking of SINGLE 

variable 

Layer one Test traffic variables 

4 Checking of SUSP variable Layer one Test traffic variables 

5 Checking of PROXY 

variable 

Layer one Test traffic variables 

6 Checking of TOR variable Layer one Test traffic variables 

7 System load test Layer one Check if scripts do not load 

the system 

8 Testing iDPM with NAT Layer one Test effectiveness of IP 

Traceback behind NAT 

9 Low speed with 10 IPs Layer two Low speed test with low 

number of sources 

10 Low speed with 100 IPs Layer two Low speed test with large 

number of sources 

11 High speed with 10 IPs Layer two High speed test with low 

number of sources 

12 High speed with 100 IPs Layer two High speed test with large 

number of sources 
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13 Selection of amplification 

coefficient M 

Layer two Choose M for the formula of 

speed threshold calculation 

14 Calculation of A1(t) for 

behavior patterns 

Layer three Test of behavior analysis 

effectiveness 

15 Calculation of A2(t) for 

application data 

Layer three Test of application data 

effectiveness 

16 Calculation of A3(t) for 

reputation management 

Layer three Test of reputation 

management effectiveness 

17 Decreasing of traffic speed 

with Dispatcher 

Layer four Test of traffic dispatching 

effectiveness 

18 Calculation of port numbers Layer five Test of port hopping 

effectiveness 

19 Detection and prevention of 

DDoS attack at low speed 

Overall 

method 

Test of low speed attacks 

prevention effectiveness 

20 Detection and prevention of 

DDoS attack at normal speed 

Overall 

method 

Test of normal speed attacks 

prevention effectiveness 

21 Detection and prevention of 

DDoS attack at high speed 

Overall 

method 

Test of high speed attacks 

prevention effectiveness 

22 Comparison of our method 

with other existing methods 

Overall 

method 

Test of method effectiveness 

compared to IP Traceback, 

Port Hopping and Entropy-

based anomaly detection 

methods 
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8.2 Virtual Lab Configuration 

For the purposes of our experiments, we created virtual cloud using OpenStack 

software. We configured 10 virtual machines as listed in Table 3. 

Table 3: Virtual Machine Configurations 

VM Name OS Version External IP Internal IP 

Vm-1-target-website  Ubuntu 16.04.1 LTS 10.20.1.3  192.168.0.107  

Vm-2-traffic-dispatcher  Ubuntu 16.04.1 LTS 10.20.1.16  192.168.0.146  

Vm-3-master-proxy  Ubuntu 16.04.1 LTS 10.20.1.14  192.168.0.147  

Vm-4-proxy  Ubuntu 16.04.1 LTS 10.20.1.9  192.168.0.110  

Vm-5-proxy  Ubuntu 16.04.1 LTS 10.20.1.7  192.168.0.108  

Vm-6 client Kali GNU/Linux Rolling 10.20.1.6  192.168.0.141  

Vm-7 client  Kali GNU/Linux Rolling 10.20.1.10  192.168.0.138  

Vm-8 client  Kali GNU/Linux Rolling 10.20.1.8  192.168.0.139  

Vm-9 client  CentOS 7 10.20.1.20  192.168.0.143  

Vm-10 client  CentOS 7 10.20.1.18  192.168.0.144  
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8.3 Layer One Experiments 

To check operation of layer 1, a number experiments must be conducted 

concerning IP traceback technique and the formation of four traffic variables: 

SINGLE, SUSP, PROXY and TOR.  

To check IP traceback, scripts are installed (routeriptb.php on VM6 and 

targetrt.php on VM2) and routeriptb.php is launched from the command line of VM6. 

It produces no output, as displayed in Figure 8.2. 

 

Figure 8.2: IP Traceback Test Results 
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After the IP traceback test, two cases are investigated: access the target from 

a real IP and check for the source IP, and access the target from an obfuscated IP and 

check for the source IP. For simulation purposes, the command of Kali Linux hping3 

is used.  

8.3.1 Experiment 1: IP Traceback 

 

While the script routeriptb.php is active and running, the following command 

is launched from VM6 (Figure 8.3): 

hping3 –S 192.168.0.146 –p 80 
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Figure 8.3: hping3 Command Results 

Then targetrt.php is run on VM2 (Figure 8.4), resulting in the following: 



115 

 

 

Figure 8.4: targetrt Command Results 

The real source is the marked IP taken by the script from Options field. 

8.3.2 Experiment 2: Obfuscated IP Traceback 

 

Now the same check is run on the simulated obfuscated IP. The real source 

IP, 192.168.0.141, is spoofed, replaced by a random IP using the command: 

hping3 –S 192.168.0.146 –p 80 –-rand-source 
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Figure 8.5: Command to Obfuscate IP 

Once the IP has been spoofed, targetrt.php is run on VM2 once more (Figure 8.6). 
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Figure 8.6: targetrt Command on Obfuscated IP 

 
As shown in Figure 8.6.The real source is still obtained from the option field, 

and it corresponds to the real IP address 192.168.0.141. The conclusion can be drawn 

that this technique works successfully and the real IP is marked by VM6 and restored 

on VM2. With IP traceback confirmed, traffic variables formation must be checked. 

The script trafficvars.php is run on VM2. 
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8.3.3 Experiment 3. SINGLE Variable Check 

 

To make requests to VM2, two source IPs are used: 192.168.0.141 and 

192.168.0.138. The IPs, which are written to logs, are taken from Source IP field of 

packets. The assumption is that SINGLE should be equal to zero. To verify this, 

trafficvars.php is run on VM2. 

 

Figure 8.7: SINGLE Variable trafficvars Command Verification 

As depicted in Figure 8.7, the SINGLE variable is equal to 0, allowing 

experimentation to move forward. 
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8.3.4 Experiment 4: SUSP Variable Check 

 

The SUSP variable is set to TRUE when a non-standard user-agent is found 

in access log. Using a sample capture PCAP file obtained from open sources in the 

Internet, a run of the trafficvars.php script should trigger the SUSP value to be set to 

TRUE. The results of running the script for the second time are depicted in Figure 

8.8.  

 

Figure 8.8: SUSP Variable trafficvars Command Verification 
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The results display that the experiment returned the expected information with SUSP 

set to 1 after running the test with a non-standard user-agent.  

8.3.5 Experiment 5: PROXY Variable Check 

 

The PROXY variable is set to TRUE when the system detects a proxy is in 

use. Using a sample capture PCAP file obtained from open sources on the Internet 

that will function as a detectable proxy, this experiment is run to test if the PROXY 

variable is set to TRUE. 

 

Figure 8.9: PROXY Variable trafficvars Command Verification 
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As displayed in Figure 8.9, the results of the experiment indicate that proxy detection 

was triggered, setting the PROXY variable to 1, marking the experiment successful. 

8.3.6 Experiment 6: TOR Variable Check 

 

The TOR variable is set to TRUE when the system detects Tor is in use. 

Usage of Tor network can be simulated by using a sample capture PCAP file obtained 

from open sources on the Internet. This experiment is thus run to test if the TOR 

variable is set to TRUE. 

 

Figure 8.10: TOR Variable trafficvars Command Verification 

As displayed in Figure 8.10, the results of the experiment indicate that Tor detection 

was triggered, setting the TOR variable to 1, marking the experiment successful. 



122 

 

 

8.3.7 Experiment 7: System Scripts Load Check 

 

All stages of system operation must be checked to verify that the scripts 

running do not produce a significant load on the target website. After testing all 

scripts used in layer one, only routeriptb.php may produce any significant load. This 

was tested by pinging 192.168.0.107 from VM6 both before and after starting 

routeriptb.php. Figure 8.11 depicts the ping rate of the website prior to routeriptb.php 

running, while Figure 8.12 depicts the ping rate of the website after the command 

begins to run. The data for the first twenty-five hops can also be examined in Table 

4. 
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Table 4: Ping Rate as Impacted by routeriptb 

Ping Rate Before routeriptb (ms) Ping Rate After routeriptb (ms) 

0.657 0.348 

0.255 0.248 

0.289 0.223 

0.300 0.251 

0.269 0.351 

0.292 0.338 

0.279 0.285 

0.284 0.388 

0.293 0.293 

0.296 0.319 

1.180 0.325 

0.293 0.305 

0.296 0.328 

0.299 0.312 

0.322 0.328 

0.290 0.337 

0.330 0.349 

0.326 0.651 

0.291 0.348 

0.297 0.277 

1.270 0.346 

0.568 0.330 

0.301 0.320 

0.254 0.312 

0.335 0.333 
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Figure 8.11: Website Ping Rate 
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Figure 8.12: Command routeriptb Impact on Website Ping Rate 

 
 



126 

 

 

Figure 8.13: Ping Rate as Impacted by routeriptb 

The above graph shows the ping rate before starting of the script as blue lines, and 

the ping rate while the script is active as red lines. The trend lines are almost the 

same, leading to the conclusion that the IP traceback method, named iDPM, does not 

increase the computational resource load. 

8.3.8 Experiment 8: NAT Test of iDPM 

 

To confirm that iDPM works with NAT, the OpenStack system is configured as 

depicted in Figure 8.14: OpenStack Configuration. 

Befor

e 

After 
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Figure 8.14: OpenStack Configuration 

The following configuration lines were used: 

Open the file 

/etc/default/ufw 

and change the default value of DEFAULT_FORWARD_POLICY from DROP to 

ACCEPT: 

DEFAULT_FORWARD_POLICY = ACCEPT 
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Open the file 

/etc/ufw/sysctl.conf 

and uncomment the lines: 

net.ipv4.ip_forward=1 

net.ipv6.conf.default.forwarding=1 

Open the file 

/etc/ufw/before.rules 

and put the following lines at its beginning: 

*nat 

:POSTROUTING ACCEPT [0:0] 

-A POSTROUTING -s 192.168.10.0/24 -o eth0 -j 

MASQUERADE 

COMMIT 

 

The script routeriptb.php is installed on VM6, VM7, VM8, VM9 and VM10 which 

imitate routers. The NAT is configured on VM10 to hide all previous IPs from VM2, 

as depicted in Figure 8.15: NAT Configuration. The script targetrt.php is installed on 

VM2 as before. The logs on VM2 show that the requests are sent from 192.168.10.1. 
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Figure 8.15: NAT Configuration 

Targetrt.php is run on VM2, generating the following result: 

 

Figure 8.16: NAT Test Results 
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As depicted in Figure 8.16: NAT Test Results, use of a NAT did not prevent 

the iDPM technique from achieving a full restoration of the route of the packets. 

With the iDPM confirmed as functional, all major components of layer one have 

been validated. The next set of experiments are intended to test the elements that 

make up layer two. 

8.4 Layer Two Experiments 

To properly test layer two, two additional PHP scripts are needed. 

trafficgenerate.php will form TCP packets and create requests with different delays. 

speedcalc.php will calculate the speed of requests. 

The purpose of the following experiments is to calculate the traffic speed in cases 

of either high and low request numbers. A high number of requests results in a high 

calculated traffic speed, and a low number of requests results in a low calculated 

traffic speed. High traffic speed does not inherently indicate an attack, but peaks in 

traffic load should be carefully observed and recorded, later used in determining 

potential attacks in the future.  

8.4.1 Experiment 9: 10 IPs at Low Speed 

 

The following command is run from the client side IP 192.168.0.141: 
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php trafficgenerate.php  10 10000 

This command generates 10 IPs, and the requests are sent to the target website 

once every N seconds, where N is equal to a series of random values taken from the 

range 1 to 10,000 ms. speedcalc.php is run on the dispatched server, taking in the 

results from the first fifty requests received. The results of the command run can be 

seen in Figure 8.17: speedcalc Command Results where the number of requests is 

graphed in relation to the traffic speed in Mb/s. 

 

Figure 8.17: speedcalc Command Results for 10 IPs at Low Speed 
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8.4.2 Experiment 10: 100 IPs at Low Speed 

 

The following command is run from the client side IP 192.168.0.141: 

php trafficgenerate.php 100 10000 

This command generates 100 IPs, and the requests are sent to the target website once 

every N seconds, where N is equal to a series of random values taken from the range 

1 to 10,000 ms. speedcalc.php is run on the dispatched server, taking in the results 

from the first fifty requests received. The results of the command run can be seen in 

Figure 8.18: speedcalc Command Results for 100 IPs at Low Speed where the 

number of requests is graphed in relation to the traffic speed in Mb/s. 

 

Figure 8.18: speedcalc Command Results for 100 IPs at Low Speed 

Current Result 
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The results show that the higher number of requests results in a higher traffic 

speed, validating the method of calculation. 

8.4.3 Experiment 11: 10 IPs at High Speed 

 

The following command is run from the client side IPs 192.168.0.141, 

192.168.0.138, 192.168.0.139, 192.168.0.143, and 192.168.0.144: 

php trafficgenerate.php 10 10 

This command generates 10 requests that are sent to the target website once every N 

seconds from the client side IPs, where N is equal to a series of random values taken 

from the range 1 to 10 ms. speedcalc.php is run on the dispatched server, taking in 

the results from the first fifty requests received. The results of the command run can 

be seen in Figure 8.19 where the run is graphed in grey. 
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Figure 8.19: speedcalc Command Results for 10 IPs at High Speed 

8.4.4 Experiment 12: 100 IPs at High Speed 

 

The following command is run from the client side IPs 192.168.0.141, 

192.168.0.138, 192.168.0.139, 192.168.0.143, and 192.168.0.144: 

php trafficgenerate.php 100 10 

This command generates 100 requests that are sent to the target website once every 

N seconds from the client side IPs, where N is equal to a series of random values 

taken from the range 1 to 10 ms. speedcalc.php is run on the dispatched server, taking 

Current Result 
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in the results from the first fifty requests received. The results of the command run 

can be seen in Figure 8.20 where the run is graphed in orange. 

 

Figure 8.20: speedcalc Command Results for 100 IPs at High Speed 

Table 5 shows the gathered data in a comparative format, allowing for easy 

reference. All values within the table are the calculated speed (S) in Mb/s. 

Table 5: Comparative of Experiment 9-12 Results – Speed in Mb/s 

N Exp. 9 Exp. 10 Exp. 11 Exp. 12 

1 1.5 25.5 15.3 231.6 

2 2.8 28.3 12.8 227.8 

3 5.7 49.1 25.1 235.2 

Current Results 
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4 3.2 28.6 19.5 351.2 

5 5.7 65.1 23.2 256.3 

6 3.2 56.4 21.3 223.6 

7 0.9 35.6 28.3 136.6 

8 2.8 25.3 18.4 187.4 

9 4.3 74.2 15.2 236.9 

10 3.2 64.2 17.9 167.4 

11 7.1 35.3 31.3 283.7 

12 3.5 66.2 22.6 257.3 

13 3.7 56.3 32.6 245.7 

14 5.2 23.5 25.5 173.7 

15 9.2 25.2 35.5 127.3 

16 6.4 25.3 33.9 256.5 

17 3.5 56.3 18.3 283.7 

18 6.5 23.2 17.3 228.2 

19 2.4 51.5 13.6 262.7 

. . . . . 

. . . . . 

. . . . . 

. . . . . 

36 3.6 35.3 15.2 106.3 

37 5.7 25.7 16.3 162.6 

38 6.4 36.3 26.2 233.5 

39 5.4 26.2 12.6 295.6 
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40 5.6 37.4 11.6 227.4 

41 5.4 13.1 11.7 165.4 

42 3.7 21.5 36.3 157.3 

43 7.3 45.2 27.3 176.3 

44 5.8 64.2 21.6 151.6 

45 6.4 34.2 16.7 263.7 

46 5.4 42.1 13.7 262.6 

47 3.4 68.5 14.7 253.3 

48 4.4 78.3 12.6 305.7 

49 5.3 55.8 17.9 232.1 

50 5.7 37.4 15.2 315.9 

 

The results shown in the above table clearly depict that high traffic speed 

does not always indicate an attack. However, the calculated S value is used in later 

experiments, with other factors, to determine if the target website is experiencing an 

attack, as discussed in section 7.1. 

8.4.5 Experiment 13: Amplification Coefficient Selection 

 

To select the amplification coefficient M, which is used to adjust the 

threshold of attack, the system is run at the maximum speed:  

php trafficgenerate.php 100 10 
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This command generates 100 IPs, and the requests are sent to the target website once 

every N seconds, where N is equal to a series of random values taken from the range 

1 to 10,000 ms. speedcalc.php is run on the dispatched server, taking in the results 

from the first fifty requests received. 

 

Figure 8.21: Initial Results of Amplification Coefficient 

Figure 8.21 shows the initial results. The following figures show the results 

with a changing amplification coefficient.  
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Figure 8.22: Amplification Coefficient (M) Equals One 

 

Figure 8.23: Amplification Coefficient (M) Equals Two 
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Figure 8.24: Amplification Coefficient (M) Equals Three 

 

Figure 8.25: Amplification Coefficient (M) Equals Four 
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Figure 8.26: Amplification Coefficient (M) Equals Five 

The charts above depict a number of important facts. In the case of M = 2, the 

peaks speed chart almost touches the trend line of the attack threshold; in practice, 

this may result in false alarms in the case of a sudden increase in legitimate traffic. 

In the cases of M = 4 and M = 5, the threshold is unjustifiably high, which could 

result in legitimate attacks going unrecognized. In the case of M = 3, the trend line 

is in an optimal position to be used for attack threshold, reducing the number of 

potential false alarms while maintaining a standard that will catch a large number of 

attacks.  



142 

 

8.5 Layer Three Experiments 

8.5.1 Experiment 14: Behavior Pattern Calculations 

 

The following command is run from the client side VM7 (192.168.0.138): 

php trafficgenerate.php 100 10 

This command generates 100 requests that are sent to the target website once every 

N seconds from the client side IPs, where N is equal to a series of random values 

taken from the range 1 to 10 ms.  

To calculate the value of A1, we need the pages per visit (P), time on site (T), 

new visitors (V), and bounce rate (B). These values are obtained from the access log 

of the target website by running the grepaccesslog script, which returns all needed 

values, as depicted in Figure 8.27. 

php grepaccesslog.php 
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Figure 8.27: grepaccesslog Command Results 

Utilizing these values in the formula reveals that all conditions for A1 are true, thus 

A1 = 1. 

8.5.2 Experiment 15: Application Data Calculations 

 

Using a javascript script, discussed in section 7.1, the system can calculate 

the response time of target website pages. The script is run from a client browser, 

returning a value of 0.1 ms (Figure 8.28). This tends to zero, thus A2 = 0.  
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Figure 8.28: Response Time of Target Website Pages 

Using the results of experiments 3, 4, 5, 6 to get the values of traffic variables, 

and finding all of the variables to be set to TRUE, results in RT = 1. 

The formula for RP is used to find the value by taking the value of S from 

experiment 12 and setting it to 231.6 Mb/s: 

1 / (1 / (0.1 * 231.6) ) * 100 = 2.316 % 

A3 is triggered when RP >= 100%; in this case, A3 = 1.  
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The resulting formula for A, which indicates an attack is active or not, consists 

of the logical AND of A1, A2, and A3, respectively set at 1 AND 0 AND 1 = 0. The 

resulting AND results in A = 0, which indicates that an attack is not ongoing. This 

conclusion is true as the test imitated the high speed by generated IPs, which 

triggered traffic variables to TRUE, but did not influence the performance of target 

website.  

8.6  Layer Four Experiments 

8.6.1 Experiment 17: Dispatcher to Decrease Traffic Speed 

 

The results of layer three indicate that the target site is experiencing high 

speed, but no attack. Layer four should be able to resolve the high speed. Using a C 

program on the Dispatcher side, the system generates the following values of speed, 

as compared to the highest values from Experiment 12: 100 IPs at High Speed. 

Table 6: Speed Comparative Between Experiment 12 and 17 

Exp. 12 Exp. 17 Exp. 12 Exp. 17 

231.6 114 174.8 70 

227.8 169 119.4 60 

235.2 69 148.2 64 

351.2 128 216.2 192 

256.3 168 312.7 122 
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223.6 156 223.7 130 

136.6 190 109.1 161 

187.4 109 200.6 131 

236.9 95 319.4 199 

167.4 160 106.3 141 

283.7 182 162.6 100 

257.3 101 233.5 189 

245.7 179 295.6 63 

173.7 136 227.4 135 

127.3 76 165.4 161 

256.5 177 157.3 185 

283.7 164 176.3 188 

228.2 193 151.6 141 

262.7 174 263.7 133 

286.7 63 262.6 65 

381.7 105 253.3 130 

317.3 171 305.7 97 

276.1 106 232.1 198 

137.9 151 315.9 104 

292.8 85 137.5 178 
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Figure 8.29: Dispatcher Speed Results 
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Figure 8.30: Speed Comparative Between Experiment 12 and 17 

Figure 8.30 graphically depicts the results of both experiment 12, represented as 

blue, and experiment 17, represented as red. The graphic representation clearly 

displays that the speed decreased when the Dispatche was active.  

8.7  Layer Five Experiments 

8.7.1 Experiment 18: Port Number Calculations 

 

Using a C program on the Dispatcher side, the system takes the first twenty-

five results and runs the script for five rounds, ensuring the values are not repeating 

and cannot be easily recovered by a malicious user: 

Before After 
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Figure 8.31: Port-Hopping Calculation Results 

Figure 8.31 shows the results within the command line. For a more in-depth 

analysis, refer to Table . 
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Table 7: Port-Hopping Results for Five Rounds 

Time /t (s) P (1) P (2) P (3) P (4) P (5) 

t 12621 14107 47958 62763 15057 

1 58539 37518 40469 24220 4608 

2 34286 34090 10488 37057 63686 

3 16321 2744 10060 24956 29071 

4 9727 37539 7897 63236 27461 

5 15939 6700 7236 22802 57240 

6 28217 21450 49327 41906 11600 

7 19466 13322 6605 52758 17233 

8 24171 56651 14982 7540 47162 

9 64300 25530 48335 44576 55800 

10 40517 23939 16152 54368 49607 

11 2999 3712 25676 56480 41657 

12 65474 29948 48927 48912 49 

13 13606 63866 9533 31654 33922 

14 48985 22039 40669 19382 55303 

15 28797 49897 25294 47075 43959 

16 46142 3947 58108 32356 11055 

17 27290 12551 11060 64173 1956 

18 57965 4298 27377 32600 12194 

19 31487 42940 15465 12658 15732 

20 34419 39770 40275 60113 7051 

21 3893 49502 26684 54589 56165 

22 15751 49609 39277 15192 33183 

23 5597 47089 24037 4075 48499 

24 33176 8107 34047 9460 39228 
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Figure 8.32: Graphic Depiction of Port-Hopping Effectiveness 

Figure 8.32 depicts five series of five rounds of script completion. The port 

numbers are shown to be completely meshed, giving grounds to state that a port 

number would not be easily guessed by a malicious user. The attacker may know the 

formula, but he cannot know the sync cycles between dispatcher and target website.  
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8.8  Overall System Operation Experiments 

8.8.1 Experiment 19: DDoS Attack Detection and Prevention - Low 

Speed 

 

Two scripts are run on VM6: 

php routeriptb.php  

php trafficgenerate.php 10 10000 

Three scripts are run on VM2: 

./dispatcher  

./porthop 

php ti.php 

The result of attack prevention and detection is the generation of firewall 

rules, which block incoming attacks. The ipfw.rules file should be empty initially, as 

must be verified. 
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Figure 8.33: Low Speed Firewall Rules Verification 

The first part of the rules are added from the feed of attack rules. The 

highlighted rules in Figure 8.33 are the rules that are added to block VM6. This 

confirms the desired result, and the attack is successfully detected and blocked. 

8.8.2 Experiment 20: DDoS Attack Detection and Prevention - Normal 

Speed 

 

Two scripts are run on VM6: 
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php routeriptb.php  

php trafficgenerate.php 10 1000  

One script is run on VM7: 

php trafficgenerate.php 10 1000  

Three scripts are run on VM2: 

./dispatcher  

./porthop 

php ti.php 

The result of attack prevention and detection is the generation of firewall 

rules, which block incoming attacks. The ipfw.rules file should be empty initially, as 

must be verified. 
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Figure 8.34: Normal Speed Firewall Rules Verification 

Rules are added from the feed of attack rules. Only the last results remain, as 

displayed in Figure 8.34. We leave only the last results which are related to VM6 and 

VM7: 

block in log quick from 192.168.0.141 to any 

block in log quick from any to 192.168.0.141 

block in log quick from 192.168.0.138 to any 

block in log quick from any to 192.168.0.138 
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This confirms the desired result, and the attack is successfully detected and 

blocked. 

8.8.3 Experiment 21: DDoS Attack Detection and Prevention - High 

Speed 

 

Two scripts are run on VM6: 

php routeriptb.php  

php trafficgenerate.php 100 10  

One script is run on VM7: 

php trafficgenerate.php 100 10  

One script is run on VM8: 

php trafficgenerate.php 100 10 

One script is run on VM9: 

php trafficgenerate.php 100 10  

One script is run on VM10: 

php trafficgenerate.php 100 10  
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Three scripts are run on VM2: 

./dispatcher  

./porthop 

php ti.php 

The result of attack prevention and detection is the generation of firewall 

rules, which block incoming attacks. The ipfw.rules file should be empty initially, as 

must be verified. 
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Figure 8.35: High Speed Firewall Rules Verification 

Only the last results remain, as displayed in Figure 8.35. We leave only the 

last results which are related to VM6 – VM10: 

block in log quick from 192.168.0.141 to any 

block in log quick from any to 192.168.0.141 

block in log quick from 192.168.0.138 to any 

block in log quick from any to 192.168.0.138 

block in log quick from 192.168.0.139 to any 

block in log quick from any to 192.168.0.139 
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block in log quick from 192.168.0.143 to any 

block in log quick from any to 192.168.0.143 

block in log quick from 192.168.0.144 to any 

block in log quick from any to 192.168.0.144 

This confirms the desired result, and the attack is successfully detected and 

blocked. 
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8.9 Method Comparison 

The table below suggests the comparison criteria and parameters: 

Table 8: Comparison of Methods 

  PROPOSED 

METHOD  

METHOD 

1a [88]  

METHOD 

2b [90] 

MEHOD 3c 

[93]  

USAGE OF MULTIPLE TECHNOLOGIES yes No no no 

NUMBER OF TECHNOLOGIES USED 6 1 1 1 

REQUIRING OF USER'S ACTIONS no yes no no 

FALSE POSITIVE RATE 0% 50% 50% 30% 

AVG RESPONSE TIME OF TARGET ON LOW LOAD 0.346 ms 0.564 ms 0.287 ms 0.334 ms 

AVG RESPONSE TIME OF TARGET ON HIGH 

LOAD 

0.513 ms 0.974 ms 0.816 ms 0.806 ms 

DEPENDENCE ON SIGNATURES no no no no 

ABILITY TO DETECT UNKNOWN THREATS yes yes yes yes 

PRACTICAL IMPLEMENTATION yes yes/no yes yes 

LEVEL OF OSI MODEL 3-7 3 5,7 7 

RESOURCE OR BANDWIDTH DEPLETION both bandw bandw resource 

IN CLOUD PROTECTION yes no no no 

SOFTWARE/HARDWARE sw sw/hw sw sw 

INLINE/OUTLINE FILTERING both inline inline inline 

OVERALL PERFORMANCE, % excellent good good good 

Usage of Multiple Technologies 

Only the proposed method uses multiple technologies; the other methods are 

single-technology.  

a. IP traceback; b Port hopping; c Entropy-based anomaly detection 
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Number of Technologies Used 

The proposed method uses the following 6 technologies:  

 IP Traceback 

 Threat Intelligence 

 Behavior analysis 

 Reputation Management 

 Traffic Distribution 

 Port Hopping 

Most other methods use only 1 technology. 

Requiring of User's Actions 

The proposed method is completely automated. 

IP traceback requires human intervention for attack path analysis. Port 

Hopping and Anomaly detection can be automated. 

 

 

False Positive Rate 

For this experiment, experiments 3, 4, 5 and 6 are used in combination with 

21. They are run 10 times in total – 5 times with all variables set to TRUE, registering 
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an attack, and 5 times with A1 = FALSE, registering no attack. If all ten runs are 

detected correctly, then the false positive rate = 0%.  

The variables SUSP, PROXY, TOR are manually set to 1 and run through 

the following steps for 5 times. Two scripts are run on VM6: 

php routeriptb.php  

php trafficgenerate.php 100 10 

Three scripts are run on VM2: 

./dispatcher 

./porthop 

php ti.php 

The result of attack prevention and detection is the generation of the ipfw 

rules, which block the attack. When the ipfw.rules file is checked and is initially 

found to be empty, it is then used to store the newly-created rules for attack 

management. This file is then cleared, the variables set to 0, and the above steps are 

repeated until the completion of five cycles (Figure 8.36). After completion of the 

full ten cycles, the proposed method showed 0% false positive. 
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Figure 8.36: Method 1 (IP Traceback) Rules Set 

To check method 1, or IP traceback, the above steps are completed in the 

same manner as for the proposed method with one addition: the script 

method1comp.php is run on target website.  
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Figure 8.37: Method 1 (IP Traceback) False Positive Results 

Method one detected all source IPs correctly, but does not identify if an attack 

is present, forcing an operator to manually choose if an attack is occurring (Figure 

8.37). Due to this shortcoming, the research suggests a 50% probability of attack 

detection for this method. 

Method two’s purpose is not to detect an attack, but to mitigate the attack by 

using port hopping. To check method two, the above steps are completed in the same 
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manner as for the proposed method with several additions: method2comp.php is run 

on the target website and method2disp.php is run on the dispatcher side (Figure 8.38).  

 

Figure 8.38: Method 2 (Port-Hopping) False Positive Results 

All runs show the correct results for port identification, but an operator must 

decide manually if an attack is ongoing as the method does not display or account 

for this. Thus, the research suggests that method two gives a 50% probability of 

attack detection.  
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To check method three, or entropy-based anomaly detection, the above steps 

are completed in the same manner as for the proposed method with one addition: the 

script method3comp is run on the target website. Then the file log.txt is checked. 

 

Figure 8.39: Method 3 (Entropy-Based Anomaly) False Positive Results 

Method three showed a 20% of false detection rate; not all attempts were 

detected correctly. Figure 8.39 shows that eight runs were determined correctly and 

two were not, with the incorrect results showing the values 0.910000 and 

0.899415. 

 

 



167 

 

Response Time of Target Without Load 

Running scripts without load may produce a decrease in server performance. 

In experiment 7, it is demonstrated that system’s scripts do not influence operation. 

Response time of target website 192.168.0.107 is measured by pinging it (Figure 

8.40). 

 

Figure 8.40: Website Ping Response Time 

The average response time is 0.328 ms. 
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Response Time of Target on Low Load 

Experiment 19 is used to examine low load. Two scripts are run on VM6: 

php routeriptb.php  

php trafficgenerate.php 10 10000 

Three scripts are run on VM2: 

./dispatcher 

./porthop 

php ti.php 

Then the target website is pinged (                     Figure 8.41): 
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                     Figure 8.41: Proposed Method Ping Rate 

The average response time of the proposed method is 0.346 ms. 
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Figure 8.42: Method 1 Ping Rate 

The average response time of method one is 0.564 ms (Figure 8.42). 
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Figure 8.43: Method 2 Ping Rate 

The average response time of method two is 0.287 ms (Figure 8.43). 
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Figure 8.44: Method 3 Ping Rate 

The average response time of method three is 0.334 ms (Figure 8.44). 

Response Time of Target on Normal Load 

Experiment 20 is used to examine the response time of the target on a normal 

load. Two scripts are run on VM6 and VM7: 

php routeriptb.php  

php trafficgenerate.php 10 1000 
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Three scripts are run on VM2: 

./dispatcher 

./porthop 

php ti.php 

The data depicted in Figure 8.45 and Table 9 represents the various response 

times. Blue represents the proposed method, red represents Method 1, gray represents 

Method 2, and orange represents Method 3. 

 

Figure 8.45: Response Time of Target on Normal Load 

Our Method Method 1 Method 2 Method 3 
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Table 9: Normal Load Method Response Time Comparison 

Run Our method Method 1 Method 2 Method 3 

1 0.544 0.648 0.356 0.468 

2 0.287 0.526 0.490 0.496 

3 0.311 0.615 0.432 0.568 

4 0.395 0.655 0.395 0.532 

5 0.347 0.544 0.486 0.423 

6 0.515 0.725 0.549 0.347 

7 0.490 0.556 0.385 0.468 

8 0.320 0.546 0.285 0.428 

9 0.265 0.634 0.486 0.543 

10 0.299 0.534 0.421 0.532 

Average 0.377 0.598 0.429 0.481 

 

Response Time of Target on High Load 

Experiment 21 is used to examine the high load response time. Two scripts 

are run on VM6, VM7, VM8, VM9 and VM10: 

php routeriptb.php  

php trafficgenerate.php 100 10 

Three scripts are run on VM2: 



175 

 

./dispatcher 

./porthop 

php ti.php 

The data depicted in Figure 8.46 and Table 10 represents the various response 

times. Blue represents the proposed method, red represents Method 1, gray represents 

Method 2, and orange represents Method 3. 

 

 

Figure 8.46: Response Time of Target on High Load 

Our Method Method 1 Method 2 Method 3 
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Table 10: High Load Method Response Time Comparison 

Run Our method Method 1 Method 2 Method 3 

1 0.589 0.945 0.698 0.734 

2 0.523 0.946 0.638 0.658 

3 0.584 0.809 0.734 0.835 

4 0.458 1.458 0.667 0.635 

5 0.423 0.966 0.834 0.735 

6 0.454 0.954 0.894 0.855 

7 0.590 0.856 0.643 0.945 

8 0.468 1.045 0.955 0.845 

9 0.498 0.935 1.235 0.956 

10 0.543 0.824 0.866 0.865 

Average 0.513 0.974 0.816 0.806 

 

Dependence on Signatures 

None of these methods depend on signatures. 

Ability to Detect Unknown Threats 

All of these methods are able to detect unknown threats, because they do not 

depend on signatures.  



177 

 

Practical Implementation 

The proposed method can be practically implemented using the scripts that 

we developed. Implementations of Method 1 exist in scientific works, but real world 

implementation has proven too difficult as it will require changes in routers firmware 

or in TCP/IP specifications. Methods 2 and 3 are implemented on practice.  

Level of OSI Model 

The proposed method can be implemented on levels 3-7 of an OSI model. It 

works on the network level by providing packets routing on layer one and layer four. 

It works on the transport level by providing host-to-host flow control on layer four. 

It works on a session level by providing port hopping for layer five. It works on 

presentation and application levels by providing layers two, three, and five. Method 

1 works on a network level providing IP traceback. Method 2 works on session and 

application levels, and method 3 works on an application level only.  

Resource/Bandwidth Depletion 

The proposed method can protect against both resource and bandwidth 

depletion, as stated in section 7.1. Method 1 protects against bandwidth depletion. 

Tracing and blocking of source IPs will allow it to stop the overload of 

communication channels. Methods 2 and 3 also protect against bandwidth depletion, 
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because changing port numbers will filter off malicious traffic, and detection of 

anomalies will easily prevent abnormal traffic loads. Method 3 also protects against 

resource depletion because detection of anomalies in network services/behavior will 

stop malicious attempts to down the target website.  

Software/Hardware 

All compared methods except method 1 are implemented as software. 

Method 1 may also require changes to hardware or its firmware to support IP 

traceback, but vendors must decide on the best method of implementation. In the 

proposed system, no hardware changes are required, though practical 

implementation of IP traceback may require changes to the firmware of active 

network equipment.  

Cloud Protection 

The proposed method deploys cloud techniques including Threat 

Intelligence. All other studied methods do not use clouds.   

Inline/Outline Filtering 

Methods 1-3 provide inhouse packet filtering only. The proposed method 

allows both in-house and external filtering using Threat Intelligence because external 

feeds can be connected with BotnetIPs and signature bases. Additionally, the 
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proposed method provides the possibility to use threat description language STIX to 

describe the threats detected by the system, which may be used in future practical 

implementation of the system.  

Overall Performance 

Considering all above, the final evaluation regarding the overall performance 

of all these methods are as follows. 

Proposed method: excellent. 

Method 1: good. 

Method 2: good. 

Method 3: good. 
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Chapter 9  

Discussion, Conclusions and Recommendations 

9.1 Summary of the Findings 

The main hypothesis of this research is that an effective DDoS protection system 

in a cloud can be developed while considering the growing nature of the risks 

landscape. During this study and set of experiments, the shortcomings of the existing 

methods are revealed, proving that those methods could not confirm this hypothesis. 

At the same time, the proposed method introduced enhancements to existing 

techniques like IP traceback, port-hopping, and reputation management. Also, the 

research introduces completely new definition and methods for Threat Intelligence 

and confirms with experimental results that it takes a central part of the proposed 

protection method and to stop complex DDoS attacks in a proactive manner that does 

not require human intervention. Thus, the main hypothesis is confirmed, and the 

proposed method is shown to give 0% of false positives, minimal response time on 

target with and without load, and the ability to detect unknown threats and high level 

of practical implementation. 

The existing techniques and methods for DDoS protection include various 

implementations of IP Traceback including hash-based IP Traceback, probabilistic 



181 

 

packet marking, deterministic packet marking, packet logging, and others. Other 

defensive techniques include, but are not limited to, port-hopping, entropy-based 

anomaly detection, packet monitoring TTL approach, CBF packet filtering method, 

and intrusion detection system using the Dempster Shafter theory. These methods 

were analyzed in the research. 

Most of above methods are theoretical and would be difficult to implement in 

practice. IP traceback is very useful to detect the real source of an attack, but its 

implementation would require either change of TCP/IP specification, which will 

impact the functioning of the entire Internet, or significant changes in firmware of 

routers and other active network equipment of any vendors throughout the world. 

The proposed method can be easily implemented on practice, and the pieces of code 

were developed during the research process, ensuring the code can be used by 

developers and vendors. 

Regarding the effectiveness of existing methods, the proposed method detects all 

attacks correctly during experiments in chapter 8 with a 100% detection rate, as 

shown in the table below. Method 3 has 80% of detection rate, i.e. 2 runs are detected 

incorrectly. Methods 1 and 2 have 50% detection rate. The detection rates of methods 

1 and 2 are not included in the table and graphs because this value corresponds to 

random classification and unpredictable result. Methods 1 and 2 cannot be used to 
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detect the attacks. The values of the proposed method and method 3 will be used as 

source data for plotting the ROC curves with Matlab function plotroc, which accepts 

two input parameters – value and threshold. The results take values from 0 to 1. With 

10 runs, the entire range of measurement (0 to 1) is divided into 10 equal intervals, 

each interval equalling 0.1. This results in the intervals 0 - 0.1, 0.1 - 0.2, 0.2 - 0,3, 

…, 0,9 - 1.0. The corresponding thresholds will be 0.1, 0.2, 0.3, …, 1.0 as labeled in 

Table  below. 

Table 11: ROC Curve Calculation 

Run Number Threshold Proposed Method Method 3 

1 0.1 1.0 1.0 

2 0.2 1.0 1.0 

3 0.3 1.0 1.0 

4 0.4 1.0 1.0 

5 0.5 1.0 1.0 

6 0.6 1.0 1.0 

7 0.7 1.0 1.0 

8 0.8 1.0 0.8 

9 0.9 1.0 0.8 

10 1.0 1.0 1,0 
 

Based on this table, we build the ROC curves shown on Figure 9.1. 
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Figure 9.1: ROC Curve Calculation Results 

ROC (Receiver Operating Characteristic) curves show the relation between 

true positives and false positives results. It allows us to estimate the quality of 

classification. The ideal result is the line with coordinates [0,0]-[0,1]-[1,0]. The worst 

result is the straight line with points [0,0]-[1,1], because the result of error 

classification is random and unpredictable. From the above figure we can make a 

conclusion that our method gives the best results, because its curve corresponds to 

the ideal form. ROC curves in figure 9.12 are built using Matlab command plotroc: 

Threshold = [0.1,0.2,0.3,0.4,0.5,0.6,0.7,0.8,0.9,1.0]; 

targets_OurMethod = [1,1,1,1,1,1,1,1,1,1]; 

targets_Method3 = [1,1,1,1,1,1,1,0.8,0.8,1]; 
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plotroc(targets_OurMethod,threshold,'Our Method', 

targets_Method3,threshold,'Method 3'); 

where targets values take the numbers from table above, thresholds take the 

thresholds vales with step 0.1 and plotroc is the Matlab function for plotting of ROC 

curves which calculates true positives and false positives rates automatically. At the 

same time, we assume that in other scenarios our method may potentially show non-

zero false positives values, but still it will have very high efficiency compared to 

other methods. 

Also, the average response time is measured for all four methods for low 

traffic load and high traffic load. This is an important characteristic, because todays 

speeds may be very high and not all protection systems may handle such speeds, as 

their productivity is not sufficient. The aim is to minimize system impact when using 

some tools or protection methods, so the lower is the response time, the better. Our 

method shows the best results for high load, as shown on Figure 9.2 and the 

corresponding table, Table 12. It has 0.513 ms, which is the lowest value in this 

column. Method 1 shown the worst results for high load with a top value 0.974 ms. 

Method 2 has the best low load value with 0.287 ms. Method 3 shows the average 

values 0.334 ms for low load and 0.806 for high load. The error bars for each value 

allows to estimate the average deviations of any given values to be estimated. 
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Table 12: Response Times for High and Low Load Traffic 

  Low load High load 

1 - Proposed   method 0,346 0,513 

2 - Method 1 0,564 0,974 

3 - Method 2 0,287 0,816 

4 - Method 3 0,334 0,806 

 

 

Figure 9.2: Average Response Times for Compared Methods 

       Low load                           High load 
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Any one of existing methods can be improved to enhance security and may 

be able to stop more complex attacks. IP traceback, port-hopping and reputation 

management were all subjected to changes which make the protection more relevant 

and effective. A formula for port number calculation and for reputation calculation 

was introduced, and protections against NAT, Tor and anonymous proxies were 

added to IP traceback. 

These developments led to an important question: what techniques and methods 

should be used in an effective modern DDoS protection system? Since DDoS attacks 

represent emerging threats to the entire Internet infrastructure, no single technique 

will be effective. The conclusion of this research is to develop a complex multilayer 

system whose main core is an advanced and automated Threat Intelligence engine. 

The experiments showed excellent marks and positive answers to all tests made in 

course of study.  
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9.2  Interpretation of Findings 

The findings of this research should be examined from several different angles: 

technological, scientific, and practical.  

9.3.1 Technological interpretation 

 

The study proposes to use a multi-technology approach to solve the global 

problem – mitigation of DDoS attacks. Most other studies are devoted to single 

technology.  

This research combines the several existing technologies, analyzes their weak 

points, enhances the technologies, and makes them function as a unified system. The 

list of all technologies used and the actual impact and enhancement made over the 

course of this work are listed below. 

9.3.2 IP Traceback 

 

IP traceback is a method in scientific information security field which is 

extensively researched and analyzed. Still many questions remain. One of the 

primary questions is how to save IPs in traffic packets reliably and without losses; 

additionally, it is unclear how to implement this method in practice without requiring 

changes in global TCP/IP specifications. IP Traceback is used at layer one of the 

proposed protection system.  
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Study Impact:  

1. This study introduces a simple and reliable method of deterministic marking 

of packets using description field of TCP/IP specification,  

2. This method is less complex in practical implementation, only requiring 

vendors to update the firmware of their routers to support the technology. 

9.3.3 Attack Threshold  

 

All modern network equipment has the capability to handle traffic peaks and 

provide detailed analytics and statistics for any types of traffic. It is often hard to 

analyze extensive data while requiring a transparent method to determine the attack 

threshold. At layer two of the proposed protection system, the attack threshold is 

calculated. 

Study Impact: 

1. The access log is parsed from the target website to analyze the current average 

traffic speed. The results are modified with a muliplier coefficient, as 

determined by experiments. The final results indicate the attack threshold. 

2. The threshold does not indicate an attack by itself, but instead is used as 

important parameter among other factors to trigger the attack determination. 
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9.3.4 Threat Intelligence 

 

Threat Intelligence is a set of methods, means, tools and resources widely 

used to provide complex security. Threat Intelligence is used at layer three and 

consists of several techniques. 

Study Impact: 

1. The research introduces a new definition of Threat Intelligence. after 

analysing existing works and sources, 

2. The research introduces a new vision of Threat Intelligence, consisting of 

reactive and proactive approaches in order to mitigate both known and 

unkown threats related to denial-of-service attacks. 

3. The system developed avoids usage of human factor for making decisions 

about attacks, unlike other Threat Intelligence systems, thus significantly 

reducing the operation costs of such system. 

4. The research combines several techniques and proves with experiments their 

efficiency in attack mitigation: 

 Behaviour Analysis – proactive method of attack detection. Based on 

analysis of target website user behavior, such as time spent on site, 

bounce rate, and other. All together, these factors give a digital portrait of 

normal and malicious users, and these portraits are used as one of several  
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factors in the summary formula for attack. 

Study Impact: This research completely developed this method from 

scratch, using knowledge and experience in web analytics. 

 Attack Signatures – reactive method, based on third-party external base 

of attack signatures.  

 Botnet IPs – reactive method, based on third-party expernal base of 

known ranges of botnet IP addresses. 

 Reputation Management – proactive method, based on a combination of 

traffic parameters which allows the system to rank traffic packets depend- 

ing on their threat rate. 

Study Impact: while this category of security methods is widely known 

and used, this study introduces a new representation of ranking the 

packets based on traffic variables. The rate is calculated in percentage and 

triggers the threat level depending on if this rate is less or greater than 

100%. 

9.3.5 Traffic Dispatching 

 

Traffic Dispatching is used to lower the speed of attack by distributing the 

traffic between proxies. It is used at layer four of the proposed system. 
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Study Impact: This research completely developed this method from scratch and 

tested it with experiments. 

9.3.6 Port Hopping 

 

Port-hopping is a widely known method of attack mitigation that uses 

randomly generated port numbers on both the source and destination sides. This 

technique is used at layer five of the proposed system. 

Study Impact: The research provides a new formula for calculation of port numbers 

based on other parameters of the proposed system, enabling the calculations to 

integrate into other layers of the system. Layer four is the source and the target 

website is the destination with generation of random port numbers being 

synchronized between these points.  

9.3 Practical Interpretation 

This study uses automated scripts in PHP and C to test the methods and 

algorithms used in the proposed system. It is easy enough to complete development 

of these scripts and to compile them into complex unified system which will make 

all decisions automatically.  

All components are designed from both a scientific and practical point of view; 

the algorithms are clear and understandable for developers, and they do not require 
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any major industry changes or changes in existing standards and specifications used 

in the Internet today. 

Thus, this study has a high level of practical value and possibility of commercial 

deployment. To conclude, these results completely meet the initial expectations set 

in the beginning of research. 

9.4  Limitations of the Study 

The research design utilized in this study has some limitations. First of all, there 

are limitations related to the very nature of the subject. DDoS attacks are distributed 

over the Internet and have many sources. At the same time, such attacks are guided, 

as a rule, by one or several persons within a hackers group. In real life, they are also 

limited by IP range and by techniques used for attack. 

The IP range of an attack depends of the botnets hackers deploy. Network activity 

is constantly monitored by major antivirus and security vendors. All suspicious 

activity is traced and analyzed. More or less powerful attacks, which may have 

significant impact on servers, cannot pass undetected by network sensors. IPs of 

major botnets are known and recorded to security databases. In this work, such 

databases are used as an auxiliary source of attack info.  
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Another concern is that DDoS attacks attract huge resources. If this study also 

used computational resources or bandwidth to stop these attacks, it would cause a 

problem in modelling real-life attacks in the test lab. Instead, the algorithms are smart 

and do not rely upon the attack scale. They analyze the behavior and use a proactive 

approach for attack mitigation. This means that, in this study, the scale of an attack 

is not as important, enabling successful modelling of possible scenarios locally in the 

lab.  

Earlier in chapter 8, the concern was expressed that both legitimate and malicious 

traffic may come from the same IP, and this fact can make it hard to detect an attack. 

This is exactly what our method is aimed to – recognize the malicious behavior inside 

the traffic packets. To overcome this concern, multiple factors and reputation 

management are successfully used, as demonstrated by the test results.  

To conclude, the methods and approaches in this research allow the system to model 

actual attack scenarios in a test lab without impacting the quality of the obtained 

results. 
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9.5  Recommendations for Future Work 

While this research is complete and self-sufficient, possible follow-up studies 

could be completed in response to this study, including work related to different 

combinations of DDoS protection techniques in one complex multilayer systems like 

the system proposed in this work. There are many potential ways to incorporate the 

existing or newly developed methods into one system with a variety of possible 

protocols for their interaction and potential enhancement.  

The modern threats motivate users and system administrators to be aware of the 

potential consequences of a successful attack and to be always a step ahead. This in 

its turn requires new complex methods to be used in combatting adversaries instead 

of relying on single technology processes. No standalone technology today would 

stop a powerful DDoS reflection attack over 500 Gb/s. The only way to succeed in 

battling cybercriminals is to combine the efforts of scientists and security vendors to 

produce all-in-one solutions which would proactively mitigate the attacks of any 

given type. Also, we would recommend to pay more attention to the tests on highest 

speeds on tens and hundreds of Gb/s, while our research has a limited traffic speed. 

This can be achieved by simulating real-life DDoS attack from external sources 

outside of test lab, with amplification of its power, for example DNS reflection attack 

or other type. 
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Appendix B 

Scripts and Code 
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Code Description Task 

Dispatcher.c 

 

Splits the incoming traffic by 

proxies reducing the load on 

the target website. 

- accept the incoming traffic 

- divide the packets between 

2 proxies 

- displays the reduced speed 

Grepaccesslog.php 

 

Parses the access log and 

collects the data for calculation 

of A1 – attack detection for 

method 1 (behavior patterns). 

- fill the variable P – pages 

per visit 

- fill the variable T – time on 

site 

- fill the variable V – new 

visitors 

- fill the variable B – bounce 

rate 

Method1comp.php 

 

Contains third-party 

implementation of IP traceback 

method used in comparison of 

our method with other methods 

[92] 

 

Method2comp.c 

 

Contains third-party 

implementation of port hopping 

used in comparison of our 

method with other methods 

[90] 

 

 

Method3comp.c 

 

Contains third-party 

implementation of entropy-

based network traffic anomaly 

detection method used in 

comparison of our method with 

other methods [91] 

 

Porthop.c 

 

Our implementation of port 

hopping method. 

- generate random port 

numbers by the formula 

listed in chapter 7, layer 5 
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- synchronize the port 

numbers between 

dispatcher/proxy and target 

website 

- make sure the ports are 

generated new each time 

Routeriptb.php 

 

Implements the IP traceback 

method. 

- building of routing table 

- saving the addresses of each 

node 

speedcalc.php 

 

Traffic speed calculation used 

in layer 2. 

- analyze the traffic 

- calculate the speed of 

packets and display its 

values 

Targetrt.php 

 

Reading of route table. - read the IPs of route path  

Ti.php 

 

Module of Threat Intelligence 

engine. 

- analyze data from modules 

of Threat Intelligence 

- form the rules for firewall 

in case of attack 

Trafficgenerate.php 

 

Simulates the network traffic - based on input parameters, 

simulates the given number 

of IP addresses 

- based on input parameters, 

simulates the delay between 

packets in ms: the shortest 

is the delay, the highest is 

the load 

Trafficvars.php 

 

Analyzes input pcap files given 

for simulation of different 

network scenarios. 

- analyze the traffic and set 

the SINGLE variable 

- analyze the traffic and set 

the SUSP variable 

- analyze the traffic and set 

the PROXY variable 

- analyze the traffic and set 

the TOR variable 

 *For more information contact me at: albadr2002@hotmail.com 


